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wl plas HTTP Response ¢ HTTP Request ;> dado g lauo Slpijgy
Hlacse a0,y s ax ol auV ;> Window Size 9 Checksum (slaalad
DAwlos paziw |) plas )

s | WY

0 b oslaiwl JSigyy ol 5l Sl axws ax 9 s JSig, ax 5l aLV ol 5>
Awlos ez |) abgs o RFC el

Al pazaiw duwl 9 Gowlg>)s )3 1) xaso 9 1w IP Slpw,s]
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Awlos pazaiw |) a4V o header Jgb =

031> 291> L 39,9 S (siyey Shls aS aS i ay Joaio S)lul o fo)S

... 9 Router ¢ switch Jio .ao0b
bowgi 9wl aSuiw alw) 9 igusolS o Ol = & 2aSw ,S L NIC
oty s Sum9 SigJongi U (89190 9 cowlise 9 S9iviswo solusiny sy,50

Aol b

.owl main board oapce 5 aSii o)l 5l by NIC L aSos w)S
wl 0N board whg.05 U cowl 350,500 SlpiMwl 51 sSu S50 Ol J=o
590 sw v PCL wMwl (Sg,) aSiai Sles)IS iy 1asss

Aol o (Sl 0gp8) AGP (3 PCI (awasw) (2 ISA (1 oMol glgsl
omwl w9 yiguolS G aSu )8 sdhhio J=xo 1 aSiun )8 aaulbg
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Ul oo pU opl 51 il (s 3,80 yazio pU Shls aSiois )5 yiguolS o
Lb L)l ep>

339220LS o e b oadliw wp> .58 oslawl aSuw J3Is 55 igaolS
13S Joc 505 Uvgy 4« Administrator 0,8 U us,S GuSY 5l pany

Administrator

Internet _J My Documents
Internet Explorer

3 Email 5 My Recent Documents »
Outlook Express a
J My Pictures
Set Program Access and » .
Defaults (4 My Music
| Explore
e Windows Media Flayer D" Control Pane  Search,,,
o, Manage
ké Printers and
.3 Windows Messenger Map Network Drive...

| Disconnect: Metwork Drive. .,
@ Help and Sug -
‘@ Tour Windows 5P B Show on Deskkop

I“) Search Rename

@ Windaws Movie Maker |
=7 Run... | Properties

All Programs D

E] Log OFf ['E_I)| SHUE Bowin

a_oS> « My Computer e oMe (Sg, , 9 05,5 S_JS Start @aoS> Sy,
- |) -
S Lkl |, Properties &3S G 2wz | pwge
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System Properties

System Restore _Automatic Updates I
e R SRR

@ Windows uses the follawing infarmation to identify your computer
5 on the netwark,

Computer description:

For example: "Kitchen Computer” or "Mary's
Compuiter”

#p1 Fiahmatizadeh com

Rahmatizadeh. com

To uze the Metwork |dentification ‘wizard to jain a Metwork ID
domain and create a local user account, click Network

D

Ta rename this computer o join a domain, click Change.

Computer Name &S ,,—w « System Properties 6, =iy vaw b 5l gy
S wlzol 1

0 Lo dwlgi sw | yguolS JolS oU (Full computer name o >
aS s Domain ol,0 au yiguolS oL Jolw «yiguolS JolS ol oS
03— [a> pd 5l ahsi bhowgi aS .cwl b o gac Ul )y JiguolS
owl 0395 " Xp1" ccawl dacol JSLiw 5> aS (SyiguolS oL Lol

:2.iS SIS Change aoSs (Sg) y1 ,igssolS oU Huai ip>

To rename this computer or join a domain, chick Change. | Change !

»L Domain cowu 9 55 g ,igmolS oL « Computer name wwowd >
AuS 3Hlg cauwl wsw Ul gac yiguolS as | sIDomain
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" Computer Name Changes @ i

You can change the name and the membership of this
computer. Changes may affect access to network resources. i

Computer name:

Full computer name:
#p1.Rahmatizadeh.com

More... :l
Member of l%

(+) Domnain:
Rahmatizadeh com :l

O Workgroup:

Cancel

el aswls Hhi do 1) 5 Ol GigaolS oL pagss >

L 9 Administrator L_oi> 3 U gl S ol Lag o cp> -l
.dob Administrators og,-S ;| Sga_c

Jlocl S cowlow cowl S (aunl aSiuin ) LiguwolS aSi,g.0 ) ~w
S (S3S9l> yigmolS oU yussi 5l Ak (S9) 3 01D
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390 Aiwlgs oo 51 «s)ls |; Domain s yiguolS ob e 851 aS s,u)lS

Jg b (a0l aslgs> DNSaU b 9,0 wlxaigi )5 aS Lols bylyi s had ->

Aol i By> 1551 wlgi sw LigaolS oL
Sy 53 ol pd YiguolS aS sy Ay igolS LU paugei 51y
oslaiwl 5)90 1> U U oouw Restart U yiguolS (ol ai il 59>9

3.5 51,8

JSig o il L IP

9 oo Al 5,9 jazio dae Su L aSiud > d9>90 yiguolS LB
ahéi Jawgi Ol Cooowd ,d aS Cowl 000 JuSiiw Caoowd HLp> 5l soe ol
ol 5l Sl diges .auul 255 9 00 w Sdae 1Ulg so 9 00 o> pd
1S wsw ab>Mo JSo s | sac

192 168, 0 . &
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od—i w>bLb S50 pwlbio U Sla aSow slyy TCP/IP sls,l,8 aSilil
59> aS Lyl s 32 slad aS csls Ul ulgs (soi 13] cawl
U pols (sSlw 9 ploi gud Vg |, ol Ogalso 1o sow 9 5,L koo
OleMbl 593 S5g% IP Sld sl o5gui 03l polais| aSus Sl uile
L comnl aSui ) puilo ey Y=o 9 aSuois ainss 5590 55 1) Saie)l
e890 o Ay gwpdl ol gulwl 5 Lol e (1S (o Jo 395
b i bw 3usS (s wwlad Ol Cuoow U |y a9 @bl | xaso uilo
o pd a4 03 Jaio S aSuw 5l Sl acgazo iyl aSil @y axgi b
IP u.u)bT w32 cowl g Ve S Guaile @y wsls u.u)bi Sy (ol
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aiilo w)dl(E (egid wis—0)> JaSuiis yj pwodl (© aSui )l (L-é—”
Ol j0

(art] U‘”us \_;JL‘) §=3) )D'J‘Jl 0 &)Su’ EIDICIBIA U-‘-’us (et IP §LW)>T

t A gwMS Slpaw)l
LA GMS caw ol 93515 00 Hlasec gw)sl 5l cw oo Gushe A S )
Awg A pwydléiaziie " Saes w7 (S wsw juloio LowMS S0
A GoMS 5> il asS (so G |y ULsue puiitle Gyl 0ailosdl eyl
S (w0 i 127 U 00 85900 )5 vyl » <ol
asS |,> squ0 wlxil 127 L 00 slacl Ulgiuos a9 gud @ aSus daiiw
o,Lil ol aU laes 9 cils audlgs 5,505 Sliso aSuis )5 dac 95 ol
~ 5,5 pedlo>
U 60 Gw Ul > Caoow 31695040 Uuigl (sdAdd Whgo A IP L)l S|
3gr adlgs A GuMS 51 Gwysl ol ¢ auwb 127

Host ID . Network ID 74. 14. 103. 74

:BuwMS Slgaw)sl

B uwMS 5l Lyl Ol auiwb aisils 10,lab0 IP Guysl 5l sl caw 95 o8 18
s |y aSomii pwpdl o cocw @b 2 5l 0a5loudl o 14,5 aslgs
adlgs Uljuo uaitle Guydl (Caw 16)cwl,y caoow 5l gl <l 95 9 1S
9 59 Idlgs e LB WSS aSiui 16382 slasi « B LwMS Lw)dl 53,59
los i Ubsuo uailo 65534 Wlgs s aSiui )

U 128 o Ul (> Caoow 33€959.60 gl (sdIDS W)ygo A IP Luysl 3
13q) Adlgs> B LwMS u.u)bT ol Lol 191
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Host ID Network ID 138. 14. 103. 134

:CuwMS Slpaw ol

Cwl 110580 Shls Gyl b s acw (guMS cpl ) ol paxiiw 5l as

a8, 5Ly 1 by 5590 &St pw)dl G Sl G Caow 5l Sasy w21 9

ulp> ) | aSui Ugdio 95 390> Ulg so GWMS il 5> . ol

ulov w2l Ubswo Guailo sae 2540 1lgi (s aSisis ;89 5,5 (sd> Lyl

U 192 o Ol (> Caoow 33695960 QBuiigl (adADS Wjygo A IP Luysl S

i3gs adlgs C LwMS 51 Gwysl ol « ool 223

Host ID Network 222. 14, 103. 199
ID

: D gwMS Slpaw)dl

035 loudl 289 wowl 1110 )|.LQ.D LS|)|> u..u))| > w)l.g}' qulS U.J' PP
5wl (9,3 Slpaw,sl) Mosaio 1" Slpw,)dl i Sl Guw)sl Js Sl
aiolo it Shu Ul pd H9b @ pl,Slus &l Jlw)l Sl lpow)sl il
39y wwo L a9 Sl Gl wldec Hohio @ g 3,15 5,08 UL

) : E gwls Slgaw ol
ol ool oslaiwl weas oaul > eslaiwl Sl 9 3,)lu ol 5,18

1S Joe dilgian Givgy > @y 593 igaolS TP suslive wp>
|, cmd aolS g auS wlxil | Run ay38 Start Sgio 5l Jgl i g, 5> -1
A HLand | OK oS 9 auS b
-2

Type the name of a program, folder, document, or

Internet resource, and Windowes will open it For you,

Open; | cmd| v

o [ conest | [ orowee... |

A | enterads ¢ auS b | ipconfig o,lie oonw yolb 6,y 5>
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WINDOWS\System32icmd. exe

Microsoft Windows HP [Uer
(C) Copyright 1985-2081 Mic

C:\Documents and Settings“\Administrator>ipconfig,

k

aowloods yigaolS ip JPAddress Jlio > oauw oy Jawles w)le

Mindows IP Configuration

[Ethernet adapter Local Area Connection:

Connecti

& Control Panel

—oMe g 19— controlpanel s,lgStart Sg—io 5l 9> Livg, > -3

AuS wlxwol | network connections

Fie Edt View Favorites Took Help
'? Search Folders |
@ Cortrol Panel v Boo
= Date and Time Display Foider Options Forts. Lad
o ’ [ ) == =)
Gaine: Internt Keyboard Mouse
- Controlers Optons
See Also = \1
| @ 2
@ b Ay =
Mnkwork. Phore and  Power Options  Printers and
| Connections LT I Faues
" [% gl A
' 9 9
Regonsland  Sconnersand  Scheduled  Sounds and
Language ...  Camerss Tasks Ao Devices
L il i 8 »

Cowl) Coow @S> aSiuin WS wwolle Sy oani el 8 =iy ) Jusw

S ozl |y properties ausS 9 3o |y Gweo
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"= Network Connections

[ Creste anew
connection

W Cisable this network
devie

@, Repair this connection
W] Rename this connaction

© View status of this
connection

[F) Change settings of the
connection

Other Places

Internet Protocol (TCP/ a_u;S 3¢ >90 cowd 5l 03w ,olb 8% >
AuS SS |, Properties oS> g auS wlxwl 1) IP)

-k Local Area Connection Properties rlri

Genetal | Authentication | Advanced|
Connect wsing:
B9 Inlel 211408 ased PCIFast Etheinet Adapler [Genenc]
This connection uzes the following ilems:
' B Chert for Miciosolt Networks
W =l File and Printer Shasing for Mictosolt Metworks

¥ = (0 Packet Scheduer
] ol

|
R
Diescription N

Tranemizzion Contiol ProtocolAntemet Protocol. The defsult
wide area natwork protocol that provides commurication
acroes dverse inlerconmected networks.

[T Showicon i notication sea when

UI . ‘IPAddress ‘59)—’9) 7> 01 J )Jb )l\ Cl “5\ U O)_ZAJ J)»
wowlood yiguolS ip daid>

Internet Protocel (TCPAIP) Properties

General |

ou can gl IP seltngs assigred automatically § your network suppeets
this capabiity. Oitharwics, pou need to stk yous networ adminstrstor for
the appeopeiste [P saltings

() Obtain an P address automatically
%) Uze the fobowing |P addiess

IP address: (1. 168, 0 .5
Subriel mask: [5.5.55. 0
Dafadt gateway

(3) Use the tolowang DNS server sddiesses.
Prefened DN server [192 188 0 1 |
Abernats DNS server: [
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2222 |y 592 3igas0lS TP 2 iilgi (oo (aya> slacl Us,S 5)lg b oj=iy ol 5>
S,505 yigasolS Sy 35l (IP ol aS acal aals asgi b bhsd s
wus,S Restart au sl IP wlhuwe J Locl Sl .ol oow oslaiwl
$940LS SS9 ) Ailgi (s 03l e Sy Ulgie A Lo SigusolS
S 9 auS b ) emd @edS 9 auS Gl [ Run aiysS casow 5 )50

Aads Hlad 0K
IP « xxxx Sl 2uS s)lg |, Ping xxxx w,luc 0a o ,aldb 6, =y )
Ay |y Enter oS Gugow 2SS ol |) 593 JigaelS

Oy b 5l el sle= il el (sdS e aSw quL'-u| aSi)90 >
3hesidlos © o= 9 39t oo 03Liwwyd Lo yigapolS A osdad yigapolS
59 s 0315 Jiglos lowds 5igasolS

il aswls Hb ae | ) OlSO iguolS IP Lasgss >

Sga_c Ly g Administrator Los> 2LU gl S IP LA o5 v p> -l

b Administrators og,-S |

Jlocl sld cowlow cowl pSew (bl aSus )5 yiguolS aSyijge 5> -u
S SySel> IP s 5l caSiods Sy o 00

Subnet Mask
Uiy | 00w JuSiws sl SO sace > 51 TP aule Subnet mask
w0 255 U ;o 0o u plaS,a 50 Subnet mask éanas JuSois slael

A aSui pu—wds b g aSud @wl> uasi < Subnet mask ;1 Was Lol
mask Subnet L, IP .S, wsb> ) il o ,iS>eS aS b i
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Ulgic @y, wowl @i, )55 aSiui 31> )5 IP 03ga=0 ax aS 1iSuo Lasiivw
SR ORI PRV RSV A T2

IP address: 182 .168. 0 . &
Subnet mask: 255,255,256, 0

b Lo « IP > 59>g0 slacl U S a4 S« Subnet mask s> sg>g0 slacl
Sac Uy ol daudulaw Subnet mask > 59>g0 255530 ¢ .ol o
a_JS IP %5 oyloe ay e wl aSiw JS 55 < IP s ol jblis
192 . 168 . 0 sla—<cl Lo YL J oo ) aSuiv )> 59->90 SLd,iguolS
51 esuld ouwd @ ccwl jusio W IP ol o)l sace g L0 s £9,u
D 5 aS suld Couwd @ 9 ugS Network ID.cow! culi aSiew ;> aSIP
39S (s Host ID cawl yusio yigauolS
@ i « Subnet mask > ol ,b s slacl ol,oi au |, Host ID sac 3|
) 9 pusiS Syl
2o L1 sSod wlgi swi 030l cowy dac Sy (pwlos go> pd U
VL Jlo ) ool

Host ID=5=00000101

3 ol blise sa_c g Host ID ;s 59 >g0 sla_cl 5l plaS , & & 0> Gy
255 51 i L 255¢59un Uy a0 Sglws 20lgi wswou <Subnet mask
A S Vilgi s [i=o yiguaolS 254 (Jgl Jlio 5> Jds> uod au ol
Aol >9>90

255 . 255 . 255.252 U ol Subnet mask o, 9 U o,lp> JULio >
192 .168.0.24192.168.0.1 sl a IP Lo ,iguol S g5 L_gis
Aol aiiwls sg>9 aSiui > awlgl wswo

B Ol Syl )5 359>90 S 1 iy « Subnet mask slacl sl ;s by
L Subnet mask > 359>g90 slacl 5l plaS ;& Sl Joaw VYol .ol oo
« Subnet mask sl, o S dac S>9S Juy Aol oo ggn 1L
Jeaio 30U Sases s 1 alds Wik .ol (10000000 binary) 128 sac
19253 c 9 kb le (1 10100000 binary) 160 s>ac sy 2ol Jol 1 ay
Aol o gu=o(11000000 binary)

o 0l55 595 Subnet mask ¢ IP .S, @ yiguolS bli)l )18, oK
LA )l 39> 395 aSuw 5> aS | (suldyiguolS (S ol 5l asS
S s ,lhdy blosl lasiwo e ol U g o3l

Gateway

58



Subnet g IP S5 5l yiguuolS aS 2w o5l guogi « IP @y bgyyo Jus )
39->9 593> A ) wuld IP ax aS aa> jacsis Llgi sw (>9>mask
L asle 105 wlaxiw U SyiguelS aSwllis (Jlin ulgic ay .5l
vl lgi o S L8, bl 192,168 . 0. 18 ( IP L SyiguolS
SHl> 39 >9 393 ASa b ) LiguolS ol aS ads

IP address: 192 168 . 0 . &

Subnet mask: 2eh 28R U255 . 0

oeod S J s 0S50 518 bl yigasolS Ol L lowsiwn o Guiy
b Loyl cwl 192,168 . 5. 18 Ol IP aS SyiguolS U adlgzy «yiguuols
¢ 28l oo Ol ax 1uS 1,8,

3 IP Gl (068 o auulin 595> Subnet mask g IP U 1) IP (ul yiguuolS
.LJ|9J LS\oJ )JSMDLS U.J| U ))|.LJ >9>9 )JSMDLS UJ| LSl)J 0L Wy e ASLud
51 L)l 5515850 oSl cowl s9ax0 sigasolS .aiS )18, blo)l Of b losdiuo
AuS oslasiwl Gateway olu adawly S,

Sl= gateway g oslw,9 gateway sl | cowles>)s cul yiguuolS (8lg >
@525 Sy 8o « IP wyyei i . 36S s 58 | blosl ol SigasolS
.5,l> sg>9gateway IP

Internet Protocol (TCP/IP) Properties ﬂ d
General

You can get |P settings assigned automatically if your network. supports
4 this capability. Otherwse, you need to ask your network administrator for
the appropriate [P settings.

() Obtain an IP address automatically

(&) Use the following IP address:

IP address: 192.168. 0 . 5
Subnet mask: 255 . 2_55 _255 El
Default gateway: %
(&) Use the following DNS server addresses:
Preferred DNS server: 192.168. 0 1
Alternate DNS server
——
aS—w gateway w,sl . Default gateway wocw—3 )5 ML, JS_w >

Aol router Su L g iguolS SO wlgi w0 Gateway il .39 oo 3)lg
b yiguolS 393 IP L 5l L 9.0 s >,lg gateway sl as s IP
»igasolS U i8S 51,8 Ol )3 yigaolS aS sl Sl aSuw vlad ;> 1L (s

S 58 bla)l Ol U pudicue lgi
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j DNS U loubuii
logazo cowl JSiiwe 1igauolS 95 o blisl s)1,8,0 oEid « IP 5l oslaiwl
IP U w bl ccowl sb; b Ol SldiguwolS slasi aS suld aSi >
U yu—w bl a4, Vaoeo s Sl oslw HLS (e lixo SlaiguolS Sl

ALy g sl asu i 5> s puod gl TP 5l s, sl
a3 |30 ,igaolS S Sg) »u Vg oo (g rw ol 351> aSi
1> 59.>9

21850 b L)l "xp2” plis S yiguolS b Mio cadlgzes o yiguolS aSiollin
5,15 59>9 Ul (S9, 4 DNS Lungrw aS SyigasolS @ |, oL ool lail (auS
Jd 2l Jolho ulw aiS (s @dl)s |y SigaolS ol IP Ol 5l 9 05liw,é
i |30 DNSgs iy, Sy UKo 95 IP ayyei 8,2y 5> 03,8 sw ol
.5,l> 5g>9 Alternate DNS Server oPreferred DNS Server ulg.ic

TCP/IP Ol g5aw>
ping:1

ping IP / Domain (destination address)
w3 Sl oans eslaiwl )l ping cccwl g subllas sla)lil 5l (sS
o o Ll aSOl i 0gMes ccawl 59>9 9 o Lo 51 TCP/IP acuiy
Sl 1, ICMP sla aiun ping > b cowl (susSewly J> 55 9 gy 493
53 L ads oo Ewly olbls,l @y Domain b IP sl el aSil (sl
bosyo Lol ping 3ot @dl,s cilo OF 51 gl el )31 .aiS s oslaswl
w0 Jgb grwl @l Sl aS (silos Jio) 1S (o dwlxo |, dowl ol
bl cussy ilwli L |, ping 2oy wseo loos - g 05Lsiwl
1S oslaiwl 5 J=bho ws,S Jlos L asSaw
(loo wsd=o IP aiiny) (127.0.0.1) (loop Back) sd=o OLjsuo Lw)sl @ (1
Lo TCP/IP aiiny Ul aS auopay 10lgi (o Lo alawwg 20 9 1S ping
loop  Lw,sl e au oo osbiw,d wleMbl) s b 1S s L8 wsiw)d W
(390 (s subpuno (55059 Glw, 5l 29> L9y back
a4 ping ,S| .S ping >935 aS i w)lS a4y 0w 8,20 IP Guysl @y (2
o S3u,Sw S 2l b 5,55 58 Gul b osdg 03,5 L, (sd=o OLjuo
oinbao 3l (a0 3,5 LIS pd Ol 31 .0uS ping (sd=o IPuw)sl &l @ (3
U 5S1 osdo s audles 1) 595 aSs 15 S9) S picww JBla> aS g i
JS—ino Yloil cau1ile olSU al>s0 ol 53 sy 49, Gy Jod al>s0
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L JoS Jsio) aSiois 9 bowds G 0550381 e JSiino b sl ey (Sai Sy
owl 030w o> ARP (cache) oKl Vi b g (cowl ols ol w g,
IP slpw)sl aploiy loasis 551 aiS PiNg e Ginay 05l955 wysl @ (4
051955 Lwydl 3Ly Jleix] @y adas Clg> lowis 051955 sJg .S ping | sd=o
Cowl Gugols o5lg)s aSiul b g 5,15 59>9 05l9,5 Sg, v g 2l cawl bale
owl 000 SauySu u bg
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ol Ll s s aS cowl aolip &b )9 ,w
rcowl ppo client/server Jawo 5 aS (sS5u9 aw
ool W1

Jwils e w2

laclient slass .3

Server
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1% ks 9
> 5> seuusw >l Background s> aiiwgy j9b @ aS wowl aolyy el
Wowgrw Jol 55 wcowl Lal s s K0 Saosly vl vled H> aS
poasuds Gowd 93 A Vool BLwg,w diwd SawaSodn wulld
wlol awd aS diwd Sexe Wuwgrw 09,5 owlsl L lgubiiso

5l as,le SHere SaGuug rw L aibese SauaSw

Jud 5l Gl @ilio il S il @y Sy picwsw (sublgs 159, (1
... Printer g l» 16

ol @lo @ csowyiws Shy i blsi 15,8 0wyl (2
Aoibosw aSiuw )y anwlis

) e > awliS Jlwl 4 glo 5l i 7 yignelS S59,0 (3
Ad> s Wl

3939 S yguolS w bli)l sy owl JUIS &b, :Net logon (4
S s pdl )9

Pop-Up s,lxlw gwles Sy paww ullys :Messenger (5

ol 8 OMel sl Messenger Luwgyrw L olyed :Alerter (6
Do 03wl o Lol iyl

Bouwgrw plodl .aigi s g9, lpawgyrw «wW>,S long on b rasss

S s Wigo LS log off Joc plxil b

S5l a0,be aS aiblioso ppo bol sisowd S;Lasl Sl yug rw 095 09,3
:(Internet Information Service) IIS (1
WWW o FTP S 5l ol Saguug,w sbul sl aS (saungw
Sgiswo o5laiwl

: (Windows Internet Naming Service) WINS (2
@ (NetBios) ;929 Sa,iguolS Slapowl Us,S Resolve plxil sl

) :(Domain Name System) DNS (3
IP sSywsl ao DNS Wl Speowl 0s,S Resolve sl

:(Dynamic Host Configuration Protocol) DHCP (4
S s S ySwy Client x> Sq) @ |) TCP/IP wlowdhis elilegil jobb au

Service °
Computer Browser '
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:(Routing and Remote Access Service) RRAS (5
b b LAN aSs g Jlail cosulippo oSy a8 cwl sy
S JSGe,y 5l Guizod dguieswo oslawl WAN &L L L g LAN

:(Distributated File System) DFS (6
SHob U cowl aSiw 5> )9 ,w swolod G &y Drive &y Jlocl

:(Microsoft Cluster Server) MCS (7
Windows NT Version ¢ Windows 2000 Advance Server ;> _suUlgs
U 9w (A dgudsw w>go aS Lwbosw 4.0interprise server
Performance 9, VU ccl ol ool 5,5 L8 ;510 U sy ,S wigo
Sgaiesw Slas b ablio Jlacl g
: DHCP
S,850w 9 woil > ulbs eslawl JJ> @ )TCP/IPsla ,JSJQ)J o3lgil>
sol> Ji> s (eslaiwl 3,90 aSiis S Jole piwuw plos Luyss U Ll
JSiiie piogo 35S w0 )18 oslaiwl 3,00 S>6S SBLAN@aS ;3 Lyyds
09,5 8 @ LU aS cowl Ol TCP/IPaS i Sy S5,13p55 9 oS8 wsvi o
TCP/IP,Ss Sd ol w39 03ls Lolais| 5,8 4 joxio S IPw)sl S
Jlocl ol plol Syz aSds Sups cugdr SaiuS wowlio wslio b 50
cwlw,d cdlb Lo G wsiows Wy 4 S8 Saliwl S5 S sl
Aiils pd Jio IPGwysl 95 @ud U syl 5o 848> s>lhb @y asl,

.NLOJ W0 o ))J)lS)J LSL&)S).UJ >)90 ) q.Ol)l PR

' 51, le (ppo SErver s>

http server — email server- Ftp server — Print server — File server
2wl o ol version 4 cslhls Win Server 2003

Data Center ( 4 Enterprise ( 3 Server (2 Web ( 1

3540 oo s 9 iine Lol bl 4 b 1 sbass 5| asi

2003 390009 W | 035505, slasy Sl L8 alold Sl
g_S\JlJuu.u.U

76



Web 2 2G
Standard 4 4G
EnterPrise 8 32G
DataCenter 16 64G

(5 ple Slpwwg,w ) S 5l soliin Slpwngpw adasi 1 g Auw
o9ty 1S (s (sl 1) aSuai a8y Slpung w9 A8 (sw plxl |
A s A o D)l 0wl Al - s S99 35 il 5,90 > Jlio

owl 03,5 pdl)9 ) Sy ilgi web
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ol @ bogsp0 oSlplSig 9 wubao b (sulivl
Awles JLw,l 593 (sure Sy« JuoS5 51 9 0315 ol

Lgs o L
JSCIRECIW
wuSgid 9 2003 59009 Jole puiw b 0aid> Guygyaw PC
XP 393009 Jole pinw U 0258 Jangyaw PC =
U9,—w S, , (Fiber L 9 1000 .10/100 .10) aSu_is w,LS =
O LDD
pudiowo S &l g Cross LIS &, =
.2003 ;9209 9 Fedora uSeid S CD =

.2wgw L HUB =

o158l oy
Ethereal =

(ol s9=90 Jole piunw 5> aSyiyg0 ,3) S 0,8 Houl,>
Visio 1581 o, =

5k 5590 Uloj
weclw 5 ,5Shs> =

S esws
ol owl ol das i ) Slajls pubes—wlul 5l Sy
Slp—w,sl Slinoy aiww S, (forwarding) ws Giuw Sl Saig, (routing)
o i Sy Jail Sy e SO S0 w)lie @ 3wl (5o Laso g 1o
S8l | csulyuin 5LS TCP/IP g4 5l aSuis a0 Juasio oSiws,d il
5> S1oads seo plul ccawl 05,5 3 Jgi Gudg > aS suld aiuww Sl

78



aio )yl gwlbwly ulwo Joc 59 (oo S Wl jaann oKiws
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£95 Ui 55 9 39 wiuso 05wl Ol uwo Ulgigs 2003 9309 5l Liwslosl
S > 0 AW .L®|9.> oslai_wl ul.l).wuo U|9.*2_J u.uSg.uJ )| ua.ul.oj

Ao dudlgs Luwl )81 casow Sl o L oiulo;]
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Sample Network Topology

66.78.0.1@17.218.0.1/30

66.78.0.2/30 Router 1 217.218.0.2/30

217.218.20.0/24

66.78.11.3/24

66.78.11.0/24 217.218.15.0/24
Network Network

J>le S 519, bl lpesunw b b ailen Lyl 9 1 pocunw
Slpabuwo 9 59009 Sl o) Yiulosl ol Yz 95,8 )5 aS (IS
rowl Wygo il 4 s9d ol cownls oo (S eid
b owgi wlbsn pd U aSicw o)lS 95 wlbli)l aS aual awls
Sy w,e0 Cross LIS

1999 AL ) 0Ll Laseio aSuud Slpi) IS adS TCP/IP saiu) Sy o
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Jole piiw )5 csulaio g yw Silail ol e
L baio 5> (suliano Jglax Saiu,Sy o

B > 33 >g90 Slpoiww > Default Gateway waw)> Sau,S.y e
.LAN

39309 SlosU o 1 odlaiwl U o9 asuui S;lail ol

2003 ;939 J—ole pisunsw Shls lpslewo cpinlojl 5l Gu ol 5
HAwlos Jos 1) b3 J>bo s
Aaglod 5180 1 Lpabue 9 lpoiunw (580549 Jlail
2> pll 1) 595 09,5 s bgyyo aSs (Slps, S 51 &y TCP/IP (Saiu Sy
S, S bl ping jgows ;1 oslaiwl U 1 pSid pusicwe Jlail waws
oo joky O L aS j9lxe piww aSew Slpi)lS L 1) g3 09,8 aSw
Awlos JyiuS s bls,l s
Sy awles Jled 2003 593009 Jole pivunw 55 | osobuno Gangrw
(RRAS) Routing and remote access sy uio JguiS 5l 518 il olxul
Auwlou 0 laswl
los SauySwy W90 | 593 Olue
ol Usleo |, Default Gateway yw)sl 2:3:4:5 Slpslyeuno 5>
Aadd L8 Ol SYL OL s TP
66.78.11.0/24 as._w S|, Route Entry & 2 Olju—wio )> @
Aalos adlol
217.218.15.0/24 as._i Sl Route Entry ¢, 4 Obyu—wio ;> @
Aalos adlol
L)217.218.0.0/16 as—w sl Route Entry elb 1 Oljyuuun )5 @

aSu— Sl Route  Entry &l 9 (4 g, Sa_—= oS
Awlos adlol (2 g, Sass 08 L)66.78.0.0/16

A 51,8 uVU Ol o IP Lw)sl Usleo | Ll jue Default Gateway

(3 59, b 5 yi9,)
bli)l 530308 b il oo (Lpibseo 9 Lpbyro)aSuuis oSlao,S ads JI>
A Loy aw) PiNg  Hgiws L .Lau|9.l wS\o |) aJLuwo UJl g Loy )|)§)J

1390 03,9 GiuyliS 5 S 3,le0
09,—S Ay g0 aSu i SLps,S WS TCP/IP (SaipySyy

(ipconfig /all).>g>
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(route print). pscwuw sl o Jga> e

53 39>90 Slpa S ols el U bl)l Slyu ping jeiws (s>9,> o
(5,80 6 JSla>) .aSis

5 39>90 Slea S ols els b blg)l sl tracert joiws s>9,> o
(5,80 6 Jdla>)aS. i

LSQ_L> ~u»_uu' oS XP 3900509 uSl.@cuou.».w ) >9>90 LJ|9)JL9 R
Jiwlosl a5 13d 5,25 ) La LAN ,,Lw 5l S39,9 Sle asuw
Awles Jledue b g 03,5 Sai)Sy |) Jlg s

kS 9id SlpyU o 1 odluiwl U o9 asiui Sjlail ol

i puSgid Joole i ShIs lppbymn il 5l Gz ool >
(59— oslaiwl 5S9035 hhu=o ;1) Shell wlygiows ;1 osleiwl U J>l,0 adS
Awlos Jos ) s J>lhe 59ui ol

Ao 5180 1 Ll 9 lposuwnw (555509 Jlail

2> plil 1) 595 09,5 s bgyyo aSts (Slgsy S 51 ey o TCP/IP (si0,S0

. Lg.ou
ipconfig eth0 192.168.12.2 netmask 255.255.255.0

S, S bl ping jgsows 5l oslaiwl U 1 pSid pusicwn Jlail cas
padiins joky Ol L aS jglo piww aSuws Slps,S L 1) 5935 09,5 aSw
Awles JyiuS (i bls,l s
wwo LS Slambes Jled puSeid Jole piwnw )5 1) csuliuao angyw
139 ol pils wisay b (5890 w900 Lilgi
990 g,
e echo 1>/proc/sys/net/ipv4/ip_forward

tpsls Givg,

(Net.ipv4.ip_forward=1) /etc/sysctl.conf J,16 Saiu,Suy e

Service network restart :aS.oi uwgw S0 Slal ol e

51 dlgs (so aSiygo 5> amlos odlaiwl wdge g, 3l ilosl ol 5
s L aSucis Slgs, S TCP/IP (Saiu)Sy il oo «awsS oslasiwl pils Givg,
Saitr pangy—w S0 Silasl ol 51 gy U asS Mool abgyyo Jo1 )
el pabais csiw)y IP (Slpw)ol

Fwlos Sau Sy W) e 1) 393 Olune

82



ol Usleo |, Default Gateway yw)sl 2:3:4:5 Slgslyeuno 5>
Sample: route add default gw jp_address
66.78.11.0/24 as._& S|, Route Entry &l 2 Obyu—wio ;> @
Awlos aslol
Sample: route add networkaddress/prefix nexthop_ip
217.218.15.0/24 as._u Sl Route Entry &y 4 Olyuwio )> @
Awlos aslol
L)217.218.0.0/16 aS—i S|, Route Entry elb 1 Olyuuo ;> @

aSu—w s, Route  Entry &l 9 (4 ,—g, Sa—=s oL
Awlos adlol (2 g, Sass 08 L)66.78.0.0/16

L5 59,) 3483 518 suVU Olsmano IP Guysl Usleo | il Gateway
(3 59,

blo,l 530008 b canly oo (Lpibseo 9 Lpbymumo)aSuuis oSlao,S ads' JI>
A Loy waw) PiNg  Hgiws L .Lau|9.l S\o |) aJLuuwo UJl i Loy )|)§)J

1390 039! )I_,S 3 J;.s >lgo
(|fconf|g a) >9>

(route).w g_S\JlJ).A_A.LLO LJS.L? °
5 39>90 Slea S ols el U byl (sl ping jeiws (s>9,> o
(5,90 6 J8la>) casiw

>9>g90 Slea,S &l ali U bla,l sl traceroute giws s>9,> o
())9.0 6 LJS'D)QS.A_A.U PR

59>9 iptables ouwl @ Jlg,uld ;1581 o by uSgid Slpoimw ) 1SS
Jled e 51 1 Jlguld cul 15 heiws Sl oslaiwl U Giwlol plssl 51 Gy 25,05
service iptables stop

Qiww Sol> ol uS.;o.o XP 393509 Slposiwuw 5> 39>90 Jlguld 1auiss
S3i0,Sw 1) Jlgynld Ginlosl > 55 135,50 15 W LAN lw 5l (S99 Sl
Al Jled e L g 05,8

29) SdiuySw Nilodso yvjgsl
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a 1)aS a5 €isco Ll ysuo (Config)esiiy 0,Sug Siy aolmjl Jid

Fastethernet Console Turn
0/1 Port On / Off

NM (Network Module)

Hai--4

Sl leld aslgo ol

o=9,9 Uvgol>audSe I Jlail Y=o .1

w0 Wb ol bl s)L8 0 ol wuyi wsilasl w,gs ol tdguusS w gy .2
w0 s o=l au (Console Cable),o9-axo0 Jo8 S, Jlail (ga,b;l .acwl
U A Syalb bl JgwsS ©,9; 25900 Jaio PCSy @l Ol juno Ulgs
«owl RI-45 w,)g,

Ulgue wu .ol o Lan a4 JLail wp> Lpijen ol 1oyl Slgiygy .3
g Lswo Aisliud g waduy > FastEthernet 0/19 FastEthernet 0/0

w0 Wl au Externalpsgo SO JLail wp> Wiy ol :AUX w)gy 4
O S @ullao) ol
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o=l35l559 >9 S5 A8 aeiigy Ll yuwo winy,> ((WIC)WAN as.wgi wjgy .5
»59, 5l L as ol 589 wwl WIC (,38,3,1,8 J=o Sl (sbadlxo asiigs
St Slgaln—o Az wgi (SLpi) S Gur—iogo 5l Sy 35, S I >

53,500, sl

39, Caity S A4S 8 S,w S3d aed el y U iNM Jgjle wup> Slat .6
9, A ali bg s> JLail wp> asS |, NM slpdgslo Ulgi Lo 03 auuss
Sls,h8 Gl Slat ug)s cowl Wby U ywlodg ws S Dial sl

Clpaauo Saiuysw )l s J>1w

osleiwl U puwlyi wsw «punil aiils sowitwd Ol o 4 aS swollid )
P> ol Olsuio Sy 1) 03V SS9 wlowhis Jguis LS
o 05900 09 Wbuwo (RI-45) JguiS ey au |, LIS wow S
oS 5o Jog PC Jbyuw Slpijes 5l oSy @ 1, 0l,S0s

Console Port Connection AUX Port Connection

! i
1
&
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s bhowgi Hyper Emulation Lgsl ¢y Jglaie 51 sSu aS HyperTerminal

Mew Office Document:
Open Office Document
‘Windows Catalog

‘windows Update

Programs
Documents
Settings

Search

Help and Support:

Run...

Log Off Administratar, ..

Turn Off Computer...

g

Feeeeeeeee

® S0

oS ol 8 Jolho ccowl Sla ol

£l

Accessibility

Games

-4

Microsoft Office Tools Entertainment

-

NeghegeswHacam

3 @__ Mebwork Connections
@ Metwork Setup Wizard
B Mew Connection Wizard
“'Q Remate Desktop Connection

System Tools
Address Book

Calculator

PDF Password Remover v2.2

PrinkMe Internet Prinking

-

Remote Administrator 2.2
Snaglt 7
55H Secure Shell

-

Caormand Prompt
Motepad

Startup Paint
Symantec Client Security Program Compatibility \Wizard
WinRAR,

Acrobat Reader 5.1

Adobe Reader 6.0

Synchronize

Tour Windows 3P
‘Windows Explorer
Windows Movie Maker
WordPad

Babylon

Internet Explorer
Microsoft Access
Microsoft Excel
Microsoft FrontPage
Microsoft Qutlook
Microsoft PowerPaoink
Microsoft Word

5N Explorer
CQutlook Express
Remate Assistance
‘Windows Media Player

Windows Messenger

599> HyperTerminal yw,>l
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B WWIE VIR q_l_>).o >)|9 o|9.'xJ> pl.i Sy UD)S >)|9 lJ )-.')ls as (39

‘o New Conneg

Connection Description

Disconnecked

Enter a name and chooze an icon for the connection:

I arne;

[l

[ ok

||

Caticel l

| (N

O U 1y oS JulS aSigolS 5l sinew oLl U 5l sy al> 0,5

p MOUEESHYPEE (i To

DU S\ Sy ,ol§

1
5 router

Disconnected

Enter detailz far the phone number that yau want to dial:

Countryregion;  ited Siates (1)

|

Fhone number: | |

| COM2 v
COr1
TCF';’IF: [winzock] o .

Area code:

Connect uzing:

>)lg 05905 Juain
[- [BIx

3

UM

ol iwe g Restore

Defaults a oS> Usg 05 S_US U u)LS «Sass oS5

940 Jaio Olno @ bilgi (o s JSail Gullas Glaghass
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COMZ Properties @g|

Part Settings
Bitz per second: | 9600 w
Data bits: | 8 ~
Parity: | Mone w
Stop bitz: 1 w
Flows contral: | Mone v
Restore Defaults
ak. ] [ Cahcel ]

Wl o Udgos Jlr9g S)lail oly

P35 oo ol 419,35 plil U Sy,

O ez Sho | Ol SO pudls> (o (589 0)lg0d 1SS
(. pitos 03laian] JgansS LIS 51 1L pmiles (S ySu

Jeaio PCy Ol o @ J8 wlxbao,s ooui aissS vy, wl, JewsS LS
33,5 s HyperTerminal aol, 5lg 9 05,5 i) | Wlyaio oS s

Sguine SEtUp dialog s)lg 5393 sek 3,599 (sl Sy Sy AgSd

0 i osly Vi, b udgl Sy Ol uwo S Sslul o) J>lho A2y axan)s)

(el

88



program Toad complete, entry point: 0xS0003000, sizZe: OxG59421cC
SelT decompressing the image @ #A#344A0444R0 AR H A AR A A AR A AR A A AR R AR RH AR RH AR
HAFAA AR AR AR AR AR R A AR A AR A AR AR [OK]

Smart Init is enabled
smart init is sizing iomem
In MEMOR._R.EQ TvFE
oooz el 000103980 C2621x=M Dual Fast Ethernet
0x000F2BED public buffer pools
0x00211000 public particle pools
TOTAL: 004035

It any of the abowe Memory Requirements are
"UMENOWN'", wou may be using an unsupported
configuration or there is a software problem and
sysTem operation may be compromised.

Founded IOMEM up to: SMb.

Using 15 percent iomem. [SMbs3zMb]

Restricted Rights Legend

Use, duplication, or disclosure by the Sowvernment is
subject to restrictions as set forth in subparagraph
(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. §52.z227-12 and subparagraph
fc) (13 (ii1) of the rRights in T

software clause at DFARS sec. 252.227-7F013.

Cisco Systems, INcC.
170 wWest Tasman Driwve
san Jose, California 25134-170¢

Cisco Internetwork Operating System Software

I0s (tm) Czeod Software (Cz2e00-I-M), wWersion 12.2(8)T%, RELEASE SOFTWARE (Tcl)
TAC support: http: A, cisco. comstac

Copyright (C) 198%&-2002 by cCisco Systems, Inc.

Coampiled Fri 2l-Jun-02 08:50 by ccai

Image text-base: 0x50003074, data-base: 0xS0AZED40

CisCco 2621x*M [MPCE80P] processor (rewision 0x1000 with 276458K5120K bytes of mem
ory.
Processor board ID JAEQF14091¢ (28340533227
M2&0 processor: part number &, mask 2
Eridging software,
#.25 software, version 3.0.0.
2 FastEthernet/IEEE 20z2.3 interface(s)
32K bytes of non-wolatile configuration memary.
16384k bytes of processor board System flash [(Read/write]
--- System Configuration Dialog ---

would wou Tike to enter the initial configuration dialog? [wes/sno]:

=1 Vle=55 a1y aolsl 1) HLSsgs saiu,Sy J—=lre asil ol
AwSHlg | yes (ol o wilw boot >0 ,law

Blg> (o Ul aS 9. 5o Jlgaw 5,851 VU Jlgew @y casio gowly 5l pa
b s> plil (siloase wlowhis

Would vou like to enter basic management setup? [ves/nol:

Cp> 1P Wlowhiig gue aolSg pb wsls i (Ol o Sxiu,Suy 5l Wi )3
89> Wlowhii S g puds (so wio wlg> YU Jlgw a4 uwbls interface

PadS w0 sbio Ulg> puil awls;lo Sy
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Cluo bguuno 9 (9495 pakaii
33551 pusS o 3)lg 1, N0 YU Jlgw a Gwlyys aoliy ol @ 3959 Sy

g ol (s>9,5 5 (Interface)

First, would vou like to see the current interface summary? [yes]: vy

Any interface listed with 0K? value "N0O” does not have a valid configuration

Inttlerface IP-Address 0K? Method Status
0Cco

FastEthernetB/0 unassigned NO unset wup
FastEthernetBd/1 unassigned HO unset wup

PL U 90 oo aiwlgs5,8 5l caSi Slpi, S wusog oasline 5l gy
59 i ol a0 ol 55 ST . uleu 34l | (host name) sg3 syl
a_olS Ulod aS |, 593 6,9 Liuw LU Jole piww 390 055 EnteradSs

S s 25 gy oL wup> wowl Router

Enter host name [Routerl]:

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

] e B U g s Aiwlgsg.c aolS Sy )8 5l adsso ol 5l pa

A5 [y Oluuo Sauu,Suy wlew
Enter enable secret: 246

The enable password is usgd when you do not specify an
enable secret password, with some older software versions, and
some boot images.

Jd al>,0 > )_/ﬂ aS 590 o Gwlgs )8 5l xwly 9 Giwwyy aolsl)s
oL3] s anol L)1) 03, S Telnet vap> S y0xc aalS Gpupaw -1slo Jled

.)Q.UJ S\o CL&.quP)JJlS )I ()9)

Enter virtual terminal password:

JSig 0 o=l US,S Jled Lcwl SNMP SS9,y Sawu Sy pogas>)s Sasy Jlgw
paol asils Ol ywe Sl Guw aSow bu=o 5y b aS ol e sulo)
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L oy A AU L ou DD (S0 S0 Ei_kuQ L”9_~u Chd U g 0y
LPudd S0 EjJuJQ)g) olod

Configure 1IP7? lyesl: vy
Configure IGRP routing? [ves]: n
Configure RIP routing? [hol: n
Configure bridging? [hol: n

aS 5940 w0 0wy siVlgw Lo Slpodgo S Sy e axolsl )
Uy E9yxi0) W90 Gabo (A bl 00 s NM Jgjlo Wlypuuio (Sg),S]
G ©090)3) .puiles o Ol SaisSy

Configure Async lines? [yes]: v

Async line speed [1152081]:

Will vou be using the modems for inbound dialing? [ves]:
Hould vou like to put all asvnc interfaces in a group and configure
them all at one time ? [yes]:
Allow dial-in users to choose a static IP address? [hol:
Configure for TCP header compression? [vesl:
Configure for routing updates on async links? [hol:
Enter the starting address of IP local pool? [K.H.K.K]l: 10.10.18.200
Enter the ending address of IP local pool? [K.K.K.K]1: 10.10.10.215

You can configure a test user to verify that
your dial-up service is working properly
Would vou like to create a test user? [hol: v
Hhat is the username of the test user?: ali
Hhat is the password of the test user?: 246
Will vou be using the modems for outbound dialing? [nhol:

Aolos Sou,Sy | Asyne slphs auslgs (s Ul aS 3¢ wsw Jlgw [l
390 (so Jlgw bg s (sbli)l wueyw 50,5 5l wusie Olg= Osls 51 gy
Ol LO,8 iy Hlaso U pudd wsw,Lisd |, Enter 23S Jlgw ool a0 duwly)s
U oud> so wlg>yes U | saes Jlgw .55,5 0,055 cewl 115200 as
iS85 byl 9 35530 wlos Ol Ly Vg 5l aislgiy Oly,LS
OLSol ol @Sl Vgl b puds wswo Llg> Enetrauds 0s; U 1, Sasy Jiww e
Lla IP Lol .ousS Saiiu,Sa oot U | Lposge wsSod aS 1ubl ablsse>g
Uly,LS 9 ad> polais| uly,lLS a Dynamic w)g—0 au wlju—wo 39>
P> s duwl N0 L 1) Saw Jlgawes asuless,)le wsiws | ol TPl
Sl seae aalSy )8 ob Ky 08 wp> | IP paraxs 639a%0 Ul 5l a2y
Aiulod, )80 bli)l Lo aSuis U ali bghas bhwgs 3idlgs (sw aS (siluwsS
L ulgu Lposgo bwgi aSiul Jlgw a4 coowd ol 131 L puilos (s iy,
S1iSe 5l o DS o i Wlg> (i d)S Gwled Ll pauio Vg
o (LoFastEthernet) aSs @ Jlail LB (sSupd Slpire @ cugs lposgo
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)9-0,3 9 3940 (s Saiu,Sw FastEthernet 0/0 lawl ccoand ol 5> .o,

O,9-a0 Lpil au as 590 csw iy WVlgw (o9 ool SauSy 4 Jles
g Lsw 03I Fuwly Uoy% Liuw

Do you want to configure FastEthernetB/0 interface? [yesl]:
Use the 100 Base-TX (RJ-45) connector? [yesl]:
Operate in full-duplex mode? [hol:
Configure IP on this interface? [yesl]:
IP address for this interface: 18.10.10.1
Subnet mask for this interface [255.8.8.01 : 235.255.255.08
Class A network is 10.0.8.0, 2?4 subnet bits; mask 1s /24

VU Jlin)s) aules o pax—wiwly wygy ol Subnetmask ¢ IP,,LS o
|, FastEthernet 0/1(w—wl Subnetmask:255.255.255.09 IP:10.10.10.1
PSS s iVl ale 50

Do vou want to configure FastEthernetB/1 interface? [yesl:
Use the 100 Base-TH (RJ-45) connector? [yesl:
Operate in full-duplex mode? [hol:
Configure IP on this interface? [yesl]:
IP address for this interface: 20.20.28.1
Subnet mask for this interface [255.0.8.0] : 255.255.255.0
Class A network 1s 20.8.0.8, 24 subnet bits: mask i1s /24

g wswo Jlgaw ) S 5l ooni plsul wlowdhis Usgos 0,035 wp> (gl

[B] Go to the I0S command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter vour selection [2]:

owl 0005,55 0.5 (g 0L Jloel wlowdais (asS 3)lg 1) ye0 33c,,8 3

(59) wwo Gl 0auw plwl Sawu,Sy (WSS ivgy-Uvgo B b wsusi)
CL_JQS.ZLQ U9l UlJ)L_J.A.LD J_.DLCp.A__u.u_uJ J_.\S))ls |) kS._J )JJ)J)LS)S'
setup al>,0 @ |sa=o siloulnis

53,5 (w3l
33,5 w0 0,35 0 pll Sau,Say (AS,lg 1) 95 sac S 3

03laiw| Ugag Lo Wy9—o A Wlsminin (St )Sy Slgois| i

Setup,l
(Hostname) LU o pU)> juus
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A (539,9 30, 9 €nable a_olS;l oslai_wl U ol uei ol Jlocl (Sl
(pa—iol 0315,94c aolS Clu—uio ay J85l @S (s6,9-0)5) Cln—uio
config wlo,d SL=>l U jus—w . puym wwolion wlds au | Ul 8, o
L oo 9 puilos wsod,ly Sau,Sy wusog au ) Ulo 9, wuao terminal

P (50 3|y Ol yao oy Hgiw>

L 1> pU Hosthame
Pudd s Testl a, Router 5l |, Wb o oU,y; Jlio >

Houterrenable

Routerficonf igure terminal

Enter configuration commandsz, one per line. End with CNTLAZ.
Router<{conf ig>thostname Testl

Testl{conf igiftexit

Testidt

(Password),g.c Ololds pubis

Privilage ) ;liow d0 0 Wluwo a0 Jlail 51 uy Ll S,u,8,8 aslul sl
S9) 1) y9e AolS Gl ad3 085 1) Wl o Sasu S 9 9—ws,lg (Mode
Cl.cxlS)._UlS as @pm )9AC aols Q._gl w>,S set L S gS\Dp-LbJJ ub)u.uuo
390 Sl al>,0 5)lg U sgi o aiiwles> 50, KU gl 51 06S swo,lg |, enable
Olg il @ wly swiowd Ol wo Sau,Sy wleMbl a sl as
H9iw>;l config e au 39,95l Ly H9ue aodS ol puthis Sy ads sl
.;HJS LS\O O>UbLuﬂ)D

enable secret S>9,9 j0,
PSS s pudais Ol o Se) 1) 456,94 aodS 5 Jlio)>

Routerdconf igure terminal
Enter configuration commands, one per line. End with CNTLAZ.
Router{config?f#tenable secret 456

(Virtual Terminal Passord).S;lxo Jluo i g.c anlS
Telnet _a.,b;l)95 ol )lauidlgx w8 aS cowl suiloj Hgue aolS ol 5,08

18- aodS ol puthis Sy ol acoly csowiawd Oluwo 4 WSS
o=l | 55 wlowhis line ausS 5l esleiwl U configao au 59,9 51 L

DD (SO
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Routerdtlconf igure terminal

Enter configuration commands, one per line. End with CNTL-/Z.
Router{config>#line vty B 15

Hnuter(cunfig—line}#Rasswurd 456

Router{config—line Y Z

Routertt

0 L awlgy user o33La Olo Sy s aSiul wsusy 0535 Uyeo sac e
owl 456 ( Telnet wp> S>9,950, (VU Jlio)> .aiuS Telnet ol juwo @
51 dina [ N0 oS VU s 0ai asS (sla password Bi> wp> 1aiss
39,9 30, NO enable secret 456 Jlo Ulgic @ .pou)9l sw 30, 39,9 w)le

(Liy9r) sy buwlg Slei) s e TPUSID
config 2o au 59,9 5| Ly Wl o Sla FastEthernet a, wsls IP wp>

Pud> o pawadly IPy; sews (illbe g oo by 5590 W)gs )l
Ip address ,lais,goip  Jai>,90 mMask
'l Ulgic @y

Routerficonf igure terminal

Enter configuration commands, one per line. End with CNTL-Z.
Router{conf ig)#interface fastethernet B-8
Router{conf ig—if >#ip address 18.18.18.1 255.255.255.8
Router{conf ig—if }#"Z

Routerdt

00 JLd |, Lol 1L Lais se0u oslsial Lgies 5l Olets aSil sl 1,54
palos s Jled 1) Olywn 1 wjgs Jlio Ulgic . puiS (s

Router#iconf igure terminal

Enter configuration commandsz,. one per line. End with CNTL-Z.
Router<{config>#tinterface fastethernet B-1
Router{config—if Xlino shutdown

Router{config—if }#"Z

Routerdt

Write)giuw>
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pasS s oslawl write Uloyd ;1 UL e Lo 1o 5> Oloudais

testifturite
Building configuration...
[0K1

show Ulw,9 5l aud,S pll Sau,Su 9 wlewhii cadliw wep> gl
Olao SO Sau,Sy Jlio Ulgic @ oS (s oslawl running-config
cowl 000 05 9 55 )

testlfizhow running-config

Current configuration = 557 hytes
"’

version 12.2

service timestamps debug wuptime
service timesztamps log uptime
no service passwvord—encryption

*

hosztname tes=stl

)

enable secret 5 $15-/1A5%.Lg7ocLUI1RBUDw+OBXE3=1
'

ip subnet—zero

interface FastEthernetB-8

ip address 18.168.18.1 255.255.255.8
shutdown

dunlex auto
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Speeq aurto
L]

interface FastEthernetB.-1

ip address 20.20_.28.1 255.255.255.8
shutdouwn

duplex auto

'speed auto

ip classless
ip http server
}p pim hidir—enahle
'

H

line con A
line aux A
line vty B 4
password 456
login

line vty § 15
password 456
'lugin

end

testllt

96



MMS;JISJJSMJ
sl U ,1S g Cisco Sl Ol o U osulivil

ales Jlwyl 595 <supo Sy canS5 5l L s 0sls placl

TYAVE 31V

L 9 XP 393509 Jole piw U Oby—wno Sasu,Syy <ap>PC =

oS gid]
rdigos LAN w)g) 95 JSla> U Cisco Slpsl o 5l oSy =
Cisco 2600 series(2611) o
Cisco 3600(3640) o
oo U byl wp> Jguuwis LIS =
pudiowo S el g Cross LIS &b, =
o581 oy
5)-Jliuo i 51381 oy ras wp> puSeid UL XP 593509 S5 (sow ®
Glo wyee
12 by lw apued SW,l59l 0,0 5l Sy =
.99 ,> HyperTerminal o

.usSgidd 5> Minicom o

Visio 1581 o, =
5k 3,90 Uloj

welw 5 5S> =
oS Heiuw>
Console w,g; (a1, 51 Wb uws a4 JLail
Aidowd Jsiue ddS axés 9 yuwlos axss aigS,a 21800 Lyl uwe el
b 1) Olwo 10U S0 b wlawbis )5 e S 18 skl Sl 14
S Juaio (Jlisoyi &y b ssS 5igaeolS « PC &y Jio ) oyl o8
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Jlail sy lgisgs (ol -2sS (s 0adliw Rj45 w)gr b dlpyle el s
JouiiS wyg &y aS w90 ol AL iy ® 031> suliymuo 9 Sl
Ol b pusizwo bliyl 9 Gluwe a0 Jluw,i b PC el Jlail sty .55ls oU
VeS U aS Ll o &b b audlgzs los 08,8 . cowl 00w oaus )l
W00 G 5l S0 Ol L bliyl slyy csdl) gud 168,18 cowl oo Sauy Sy
.>)|J.J >9>9 JM
Pwlos Jos 1) S =l

W)e A >S50 Sow 3l 9 Climae @ Byb ey 5l ) Jeguss LIS .1

HAwles Juaio PC JUow

a_gy ,> aS Hyper terminal 158l o, «39a509 Jole powuw 5> .2
Awlos >l os)ls sg>9 Accessories > Communications

Aol COM2 L, COM1 wlgicswo oslasiwl 5,90 JUyuw wjhgy .3
S SaiuySwy Jid wygar | wyer 4

COM1 Properties
Port Settings

Bitz per zecond. | 9600

Databitz: |8 Ev3

Parity: | Mane w

Stop bits: |1 w

Flows contral: | MHone w

Bestare Defaults
ak. ] [ Cancel ]

9600 bps 9Sww Slpsbuno lel 55 0,9 Giuw e yw aS alos a>gs
39— 031> )& Ll o Oloudaii )3 Wlgi s ey ol bol (b o
L ceyrw plw awles 1,8, bli)l Olpwe b awiwles asyijeo 5 14

AuS Ulsiol 50
|, Ol yaun suio JguuwsS ol sw Enter oJS )L i us; L L5
DS oad Lo

RouterName >
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wiglaio SLaPrompt U cowl (Sow wljue wlizo )8 Vb 5y aill
(ol 020 03> puogi (s Wixaw )>) .3ugub 99,

(Password Recovery) ,g.c aodS sul;b 2wl

Uikt 19+€ AalS LU cuiind Olprae SxisSw Jb> 5 )b ool (sl S|
oS swwwilgn aSiireo 5 .39l Cow Ol Wilniiwe 5l 1) Ol e 5,9
2 09 iy H9ac aodS aSiul b g «awsS oy 1) Ol 12,9 Ui s9ac
b8 ol Lawlos JWos | Password Recovery ail,9 ,b (ool oasi osls
bl 2l U osuboal sy enwl welsio dlpilpuio wliso Slpdao
0350 oS 9w b 5l awilgi s ki 3,90 Gl Jo jeuc aolS
Cisco Slgslyuuo > Password Recovery aul,9 abgos Ulguc au (5 >
ulyd ol plzil Sl aS cowl S5 @ o3V cowl 030 03,91 2600 S ,ow
Al anls Ol 4 (sSu30 Csowyiws b
:J.>|).o
aS PC &y |, g Terminal &b au JguusS wjgs au,b 5l ) Olyuwo .1
Awlos Jaio (uoboswo Terminal Emulator 1581 o0 ol shhls
(i aieS W8 aS (sl (sub)

Awlos Ll 1) show register jgiws (au)ls o iows Hig, @ )31 .2
AuS 0,35 wsuls s | Configuration Register wloudhii o

0x102 L, 9 0x2102 ,laso Sll> Vg_oso Configuration Register :aus
Ol ,laio aS 3 kS L5,8 Asilgicse 30l Csawyiwd Olsee @ S| cowl
Oluuio a0 USS g, 9 wgel> Sl power S 5l .3
DAwlou oslawl
5> Break audsS 5l a8l slw) Jluoyi 5> Break audS ws,uaué U .4
a_uli 60 5 (wlos age>lo Ul Wliisiwe @ oslaiwl 3,90 Jbuo,
51,8 ROMMON > s 1) Ol Ol o U gy 3yl Jl
A

ulos b |, Confreg 0x2142 ,giw> « rommon 1> uMcl )» .5
cacl ad> 0 ol .auS wey Flash alhdls sq) 5l 1) Olyuun U
g 49,5 0L Startup wlowdaii aS sgui s
Wl a2 ulos )l | reset jgiws crommon 2> oM cl )» .6
o 01U | oo_w 0,55 Wloudhii sJg d9 0 s Wy >a=xo

9 39 oo Ayl (SaySy Awg 3l Clsue Cusighi> )3 35S
S (s Jlgw [sazo | H9uc aalS 1ile 3990 wloulais
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ctri+c 5l L g asS ol |, No cadgl Saw,Sy wliko J>lio 5> 7
S Hgue dd> 0 Ul 5l Ol s U aglos osleiwl

Awlos 5)lg route > LMl s |, enable jgiw> .8

Privileged s,lS «J 5)lg j9uc aodS iwles> Uy WL ywo .9
(Router#).59-i w0

Awles >l | copy startup-config running-config ,giws .10

0, Sla,g.c aolS U aulos [,>I |, show running-config .11
Wb ol 5l enable ;g.c aolS asudl .auS oad o |) 0w
Do padrii 13m0 ol wsw 9 o o liw Ju8

Awlos )=l |, configure terminal. .12

,9-+€ 9olS enable secret <password> .gi_w> ;l osleiwl L .13
"o L awlos Ll | ks 5,90

hostname(config)#enable secret cisco

|, config-register <configuration_register_setting> ,gi_w> .14

03> 2 dl> 0 5> aS cwl wiled > ol Hlase aules [
:Jlo .cwl 0x2102 laso L g

hostname(config)#config-register 0x2102
g 2, Sawu,Sw wlbs slend L g Ctrl+Z 5l oslasowl U .15
0,33 > Wloudhio U aulos L=l | Jod Heiaws 95 51 S, .16
.>>_S

write memory
copy running-config startup-config

Ul walizeo S,15 WV 9 I0S U vl /

S,LS sledls U pilocs asllao U LS Gul5S 5l piuses ol ol 51 G
bu=o aJgl GUBxl 5l s Jud Jga> g Ll Cisco Sloul o
LADD S\0 ULUJJ |) IOS )SJ.UJ)

Enable Enter privileged mode

Return to wuser mode from disable
privileged

Exit Router Logout or exit or quit
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Recall last command up arrow or <Ctrl-P>|
Recall next command down arrow or <Ctrl-N>|
Suspend or abort | <Shift> and <Ctrl> and 6
then x|

Refresh screen output <Ctrl-R>
Complete Command TAB

1,18 User Mode wJl> 55 I0S Jole puiuaw ba=o au a dgl 39,9 51 yuny
Ao Jlos | s J=>le aupSeso
SIS wlds ul )y asS | wsilhygiws caowd b3 Hgiows 5l eslawl U .1
Aok LS GislS 55 9 05,8 o 1) cowl >l LB
Router> show ?
aS 1S Oly aoMs jshy g 0350l ) Wb whgiws s>9,> GiwyliS 55 .2
D> (s plxil (sloc ax ob,a

Router> show version
Router> show ip interfaces brief
Router> show ip route
' w9 Privileged s, wJls s,lg enable jgiws 5l oslaiwl L .3
Router > enable
U I0S ,giw> bu=o Prompt (996 g5 w> 3uol auddlgo S>3l 2y
fuboso e bS JSw
Router#

aS 1S ULy oMz yghy 9 035,00 ) Wi wlygiws s>9,> yiw)lsS 5> 4
1A sw plxl (sdoc ax élyye
Router# show running-config
Router# show startup-config
Router# show flash
Router# show log

Sdu,Sw b =0 >)lg config terminal ;gi_w> ;| oslai_wl L JL> .5

L Sl alizeo S und il "o awlos wSainySuy ) Olbrwe
Alos pubais | sl TCP/IP SauuyS b g dwlos Jled e L Jied

Router# config terminal

s s JSw @ IOS [ginws bu=o Prompt (999 )giw> Shxl 5l
fubswo
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Router(config)#

Bl Saiu,Sy S wjsar ) Oluwe Slpuwd il 5l oSo .6

Router(config)# interface ethernet0/0
Router(config-if)# ip address 192.168.1.10 255.255.255.0

Sy 1) 038 el TCP/IP Saiu S 9 0o 251 Sau S buxo 51 7
S35 53 9 05,5 Cowd show  jgiiws 5l osleswl U )9S 0 Gunnd yiil
Aol S

wlzol 1) o d juud il 9 00w config by =o >)lg I>a =0 JL> .8
Pwlos Jled jue | Gund il cul Jod Heiows 5l eslaiwl b .awulos

Router(config-if)# shutdown

show interface ,giw> ;| oslaiwl U g oouw g, Sawu,Sw bu=xo 51 .9
) s9iws ol (n=9)> 9 05,8 x| Ll 5590 Lud il Uses Jled e
Aok LS GislsS 5

wlzol ) odid pund sl 9 0o config  lau=o 5)lg wulgs 5> .10
awlos Jed Isaz=o | Gudul ool Jod Heiows 5l oslaowl U awles

Router(config-if)# no shutdown

as |, Heiws &y )0l asle o Jud wygas N0 aedS I oslawl b tasss
dwlos il 05,5 >l M8
Router(config-if)# no [previous command]

Cisco Sl s ;1 03luwl U aiges aSiuis S;lailol) 9 Cans

o=l 5> il L8 Slpiulojl casilod , i 5y50 )9 aSw @ 73]
L Sl o 5l asgs s8LS Cisco Slpyb ju—win aSb 50 5> Gauwlosl

|, 2,9 aSw asass Jod JSow . awles eslaiwl yuSeid Jole piwgw
1A v ulbaw
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Sample Network Topology

66.78.0.1@17.218.0.1/30

66.78.0.2/30 Router 1 217.218.0.2/30

66.78.20.0/24 217.218.20.0/24

Host 1
66.78.11.3/24

66.78.11.0/24 217.218.15.0/24
Network Network

3los JWos |, s Johe

Awlod 519, 1) Lubuio 9 lposww sS058 Jlail 1

pleol 1) 595 09,5 au bg o aSuw Slpi)lS 51 &l 4o TCP/IP SawuySyy 2
>

Slei, S blu)l ping jeiws 5l oslaiwl U :pSid pudivuo Jlail o 3
sy UL asS j9lo piww aSui SLps) S U 1) 59> 09,5 aSw
Awlos JyiS (s bls,)l ) pusiswe
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los Lol | b sgiws CONfig S,8 <l s £900 ol 5l laabl

Router(config)# ip routing

fawles S S wygo [ 39> Olpunoe 5
IP w5l Jsleo |, Default Gateway gw)sl 2.3:4.5 Slpsleuo 5> o
2> 518 Ol SYL Ol o
aslol 66.78.11.0/24 as._w Sl,o Route Entry ¢l 2 Olyuwo )> @

aslol 217.218.15.0/24 as._i Sl Route Entry &b 4 Olyuwio )> @

»8 L)217.218.0.0/16 aSu—w sl Route Entry clb 1 ©lyuuo 5> @
»8 L)66.78.0.0/16 aS._ws sl Route Entry ¢l 9 (4 09, Sas
Awles lal (2 559, Sasy

Awlos oslaiwl ip route Hgiws 1 Config s,IS

285 518 suVU Oluwo IP Lwysl Usleo | Ll Default Gateway 6
(3 539, b 5 y9))
030 b el oo (Lpibiwo 9 Lol o )aSis sSao)S auls Ji> 7
w—w,p PG Heiws U ailes cso ) e ol Lalos 18,0 bl
13900 03,90 Uivyl3S 55 oS s)lge Lawules
593 09,5 A bgsyo aSis (Slgi IS adS TCP/IP (saiySs @
(show ip route). picwssw suluuuo Jga> o
S 5> 39>g0 Sled,S & ol b bli)l (Sl ping Hgiws (s>g,> o
(3,90 6 J812>)
5 39 >g0 Slpa,S el el U byl sl traceroute jgiows s>9,> o
(5,80 6 J8la>)aSis

Ui L59_1.>' | uS.o.cz XP 393509 LSLM.MJ J> >9->90 LJ|9)JL9 R
S350,Sw | Jlgnld Giwlosl pum 55 135,50 1, W LAN b 5l 53959 Sla
Awlos Jledyue Lg 03,5

104



U ul 5l aS cwl )58l o, (Internetwork Operating System) I0S
o oslaiwl Sl aSiui Hw S oKiws Siuzbigw 9 Sy, J,iS Hehio
) owl csol3ll guigw b g 5igy sb sild olBiws Saiu Sy
Ol SLe s S59 5l wsn>p0 sy 4 I0S adgl (88520 51 Gy wddao ol
s pudlgs

ol )'| oslaswl O,9 0 9 [0S

393 by plil ay ;38 Jole pouw el 59>9 Vg awisw b g s, b
Cisco Jole pimw g &S p i (igasolS &b 26lod) bl (swoo
o5y 9 w>bb 395 Sl aS i WVgaxo ;| Sl 6, wS @b sl |, I0S
LSl_&)Jg) )|)_9|p)J LS)LO&D 2 o,V £5> 999 )|).9| P ol 0>9.00 L.S)l_uJ
xSL&CLug_w)bJ_oLCMwub_;s%w_mQA_wbd\_ow
S8l Cew (Jole pinuaw &b 39>9 Ug L ulos Lsw aaubbg Slayl Catalyst
Sl o3V byl )i Guols pac ) 59s Adlsze (sildoc UeSzd plil @y ;58
(S8 csew sla Jwsly vas Jealb

raled oo bl 1 5 oSl aSes Sl pungyw < IOS

Sipzaigaw 9 Sigg) wlloc e

Ay (SAipySay paesi 9 Azwgi Cnlild o

I0S a9 yii| Cuadlo

command-line ) CLI L, g S, giw> b3 s, il &, 51 IOS 581 0,0
3 0l 5l aS cowl SaudS S59J9iS5 el 10S . ules wsw oslaiwl (interface
I0S 5,Sloc .55,5 sw oslaiwl ¢Sww WS i WVgaxo adgi bglhs S|
Sho ool o wylain Sl aSuis uu Sld o&iws g9 aua>gi b
33,5 sw osleiwl Sxasio S g, 5l I0S lyxo @ suluiws

session console

L 9 siguolS ol ey U Jbyw JLail ey 5l eslascwl b yivgy ¢l 5o
Aislos o Jaio 539y JgwuiiS Whe A "lowdiwwo | JUio s 8w
(ol 02l S300)Sw yig) S9) 2 wswols Sl aSs Gug w)

Dialup blJ,l

bls)l g, L (AUX) sSeS w91 8uxb 5l 9 o390 5l oslawl b g, ol 5o
0l (SAiyySy 595 659 2 w0l Sl aS b ungyw) 33,8 w()béxl

telnet ;! o>laiwl

105



S35,Sw IPuw)l el U Lpoand il 5l oSy J8la> coanl oo Giugy ol o
01— (SIiy,Sw )9 30, 9 login (sl terminal sessions virtual g 55,3
Aol

Jliuo i aoliy e 5l auis—w U g b9, ;S by pise o (soliows sl
o luly ol 5> asusS uyidglasie HyperTerminal 55,5 (s oslaiwl
Hlilw ey 5l oSww Slayig, CLI L g s9iws bs pundysinl aal
aS 1o csw pilo 1) UL B9 HLlw cules (s wumd (suilro aludw
g 3)lg pogasy do ch 4 yols wldac g9 )8 Ll Sl

WSSy Ao A Sl oo LS g, padysil b SawsSy Sl "M
Su,Sy mode ,a 590 >,lg configuration mode interface U 9 Guad il
Ol so Ul (b 5l aS 3wl o 593> au Laixo prompt el shls
ey I0S .59 05 o3laiwl WU sildoc Olgi 5l 9 il |, abgy s wlygiws
9w 5D 25 5l gy ules so Gl EXEC oU U 950wy o gangrw
S8l oy . 30lod wso s>l | O asb 5l G 9 sy | Ol Ca=o EXEC
user EXEC mode suluiws wolain adaaw 95 ciol il wp> > 10S
195w ywibo g —w Sho | 505 o Siug U privileged EXEC mode o
558 sw Lk 5> ( EXEC)

user EXEC mode

Lol |, S yginslo whgiws 5l Ssg9amo slass Olgs wseo "B,0 o ol 5
asS |y wilygiows Ulgi soi 9 00 assS ;o view only ao ool @ 13905
5900 s>l (255,580 yig) (SaiuSa )d e el

privileged EXEC mode

oslasiwl Sl iy csuluiws g, wlhgiws swlod @ Ulgi (o do il >
3900 SxipyS Sl Sy 1) gy Ulgi s cupiol i8] p> 55 9 30 il
Aoles ,9) A wswliws Gp> s9ue 50, 9 PL 255 U pile | UL as
&b 5l "o Saw Sy wolaie WY L 9 Global configuration mode
ool o suloows B8 privileged EXEC mode

j9) o9 sww,y  |Routerl>|  User
239 S35 )Syy welaie

Router1#| privileged

A s Wi | yig) Sauu Sy welasie WV 55 JSiw
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* Privileged Exec mode

* Glaobal configuration mode

+ Specific Configuration

modes
Imbeface  Router(config-ifif
Subinterface Router (config-subif] §
Controfer Router [config=controller)
Map-list Router ([config-sap-list)#
Map-class Router (config-map-class) §
Ling. Router (config-line) §
Rouler Router (config=router}l
IPX-routes Router (config-ipx-ooutas)
REutE-map Routar (config-route-=ap) §

U &) 30,9 siudd cp> 35,5 (sw oadline W99 JSLiw s aS aigSilesd
ulag ol .wwl Privileged mode g Global Configuration Mode wo—w
b 5l Olgi (s S Sy pols WV (s> @ 39,9 Cp> aS cowl (o
51 LS ol 5205 5)lg0 s>, 5> 9 3900 pladl Global Configuration Mode
53,5 sw plxil Privileged mode  a,,b

user EXEC mode _s,b ;I privileged EXEC mode au  suluiw> ;oo @
Siu,Sa Sl gy, aS (g > 33,5 wsw oxleiwl enable Hgiws
o> U p3ko |, Ul S privileged EXEC mode a, 59,9 wup> aS cuwl 00ub
3900 3,19 50 |5 s9ae 0, al>y0 ol 53 ol (o (ules 5w H94c 50, 9 0L
o L g 00w 5,lg EXEC mode privileged au « 9. 50, gu=o &, 5l g
|, 30 ol 5> 3990 da2ie S a3 9 Whgiws Ulgi (s Jlgw caodle &l
privileged ¢ user EXEC mode (uu wS,> 09> 1) JSoi 5900 oadline
A8 sw wlaw |, EXEC mode

Routeri> User EXEC
Fouter1= enable

Fassword:

Router1# +——— privileged EXEC]

Routeri#disable

Router1> User EXEC
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cisco switch 2950 @, Sau Sy U bas o Ulliuws

console pU @ yogaxo LIS sac S @ 5l auisw S Si) Wby wp>
o Jlmw W9 01 305 5w g 45 eSO S ool jw S5 il s
(2 Jsi @ullao) - sl

JouwiS wygy au |, oS rj-45 wowd yiguolS a4 auwig—w JLail cp>
PSS so Jog 5 JSaw aile audigw
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CONSOLE

.. e b (Dl w90 ) BIS 5805 cuossd JU>
2940l JUw Slpiisgs 5 sSo ) ( ;)-:@:EMJLaJImJlS-«D'wl”
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[
rt

Cop> A8 A 5l A guigw Udges ) 9 I99 wVlail 51,8, 51 gy
9 05,5 ulxwul [, hyperterminal a3 1) yowo (aab Ewiow U VL Jog
DD (SO axol>sl
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Windows XP Professional

Mew OFfice Document

i Open Office Document

Set Program Access and Defaults
Windows Catalog

Windows Update

Programs

Favaorites

Yy Documents

Settings
Search
Help and Support:

Run...

Log Off administratar. ..

Shuk Down, ..

HyperTerminal

Q Retwork Connections
g Metwork Setup Wizard

[5] Mew Comnection Wizard
:a Remote Deskkop Connection

;_i Wireless Networl, Setup Wizard

w0 dlg olg 2> au pwl S NAaMe wowd ) 5 0=y VLW U 5l G

L paisao |y OK 2WdS w9 pusS

Connection Description ‘

% New Cannection

Name:

Enter a name and choose an icon for the connection:

=

AENS.

Disconnected

Auto detect

Auto detect SCROLL

HUM

il ooni Jog gwigaw @ aS | sJb,w wygs CcONnect using o >

pusS s 0K g 05,5
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Connect To

Enter detailz for the phone number that you want to dial:

Country/region;

Area code: I:l

Fhone number: |

Caonnect using: | CORMY A

COMY
TCP/AP Pwinsock]

5 ,5lse U 05,5 Ulxwl |, restore defaults atu;S 505 0, =iy 5> ukww
PuiS s OK G 2igui o3> wliaw

COM1 Properties
Part Settings |

Bitz per second |4.'L++ vl
D ata bits: |.& vl
Parity: |None vl
Stop bits: | 1 vl
Flows contral: |N0ne vl

[ (] ] [ Cancel ] Apply

) Jlgiw guig—w wauw boot | a9 00uw U ) o=y Ao ol 5l G
S 9 05,5 b, No Ll Saiu)Sy sebbie U aS 39 (5o 0wy
pad> L |, enter
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“& aa - HyperTerminal

File Edit WYiew Call Transfer Help
= 5 DB

erboard serial number: FOCO7341PCY »
r supply serial number: DABA7309THD

1 revision number: JO

erboard revision number: A

1 number: WS-C2950T-24

em serial number: FOCO734Y39F

--— System Configuration Dialog —-——

d you like to enter the initial configuration dialog? [ves/nol:

0:14: %SPANTREE-S5-EHTENDED_SYSID: Extended SysId enabled for type vlan
0:18: %SYS-5-RESTART: System restarted ——

o Internetwork Operating System Software

gtm) 2950 Software (C2950-16Q4L2-H), Version 12.1{13)EA1, RELEASE SOFT

right (c) 1986-2003 by cisco Systems, Inc.

iled Tue Bh—ﬂar—@S @251£,bu venanh

ease answer ‘'ves’ or ‘no .

d vou like to enter the initial configuration dialog? [ves/nol:

< ¥
Connected 00:45:15 Auto detect 9600 8-N-1 UM

o kss switch> wJls> ;> asS s¢ i so UL ) s (>0 Gl )
SHl> Spaizeo wlhgiows 9 5y Gawlos |y oaui plul Saw Sy Ulgs

Slpiblgi 9 59 oo assS enable mode Mol as switch #  «J
switch a0 @ Sawu Sy wp> wulps )5 9 5l 8 wlbs ay s S

Qw9—w U |) )l_u >)9-0 u|)9.;_w> p.u|9.: S\—0 9 PJG—U SO >)|9 (conflg)#
Pl puslys cdls aww (SIS H9b a4 ulule L pud

1- general mode : switch>
2- enable mode : switch#

3- global config mode : switch (config)#

Cowl S0 o3V s 2 Wb a4 1 Wl 5l ulgi sw enable  Hgiws L as
o il bl 39>9 spulino Hgiws L0 aS uls U 1) wlhgiows as
ﬂ.x.wl.;.o..o 5,5 |)_>| |))9w> uled €en wbl.uu|9u_5\ou.:|yl.u VAV,

D9 Lo S>> Hgiwd wsiulo tab S Uy U Heiws Syl sz b
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“& aa - HyperTerminal
File Edit View Cal Transfer Help

Press RETURN to get started!

00:02:19: %LINK-5-CHANGED: Interface Vlanl, changed state to administr

wn
08302:2@: #LINEPROTO-5-UPDOYN: Line protocol on Interface Ylanl, chang
o down

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>en

Switch#

Switch#

Switch#

< >
Connected 00:45:55 Auto detect 9600 8--1 NUM

config mode »,lg ( conf t) L, configure terminal ,giiws> U b Gugw

“& aa - HyperTerminal
File Edit ‘“iew Cal Transfer Help

-

00:02:19: %LINK-5-CHANGED: Interface VYlanl, changed state to administr

wn
80392:2@: %LINEPROTO-5-UPDOWN: Line protocol on Interface VYlanl, chang
o down

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>en

Switch#

Switch#

Switch#con

Switch#conf

Switch#configure ter

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch{config)#

< 3
Cornected 00:46:35 Auto detect 9600 8-M-1 UM

D paS o Joc ) s @b auwisw SH158 oU wp>
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“& aa - HyperTerminal

File Edit view Call Transfer Help
00:02:19: %LINK-5-CHANGED: Interface Ylanl, changed state to administr#

wn

88882:2@: #LINEPROTO-5-UPDOUWN: Line protocol on Interface Vlanl, chang
o down

Switch>

Switch>

Switch>

Switch>

Switch>

Switch>en

Switch#

Switch#

Switch#con

Switch#conf

Switch#ticonfigure ter

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch{config)#hostname test

test{config)#

< >
Connected 00:45:27 Aubo detect 9600 8-M-1 UM

P S o Jo 5 wigo 4 awisw 4 Wsls TP glhie @

JS oelnly . puds polaisl auisw JS @ 1P S pudles s aSil Juds @
interface ,giw> 9 ad,S ,khi ,> (virtual lan) vian & vlgic @ 1) zuisw
25 JLio 2ol wl subnet mask ol,od @ |, ip . oS o0 b |, vlan 1

“& aa - HyperTerminal
File Edit Yiew Call Transfer Help

test{config)#interface vlan 1 ~
test{config-if)#ip ad

test{config-if)#ip address 192.168.0.1 255.255.255.0
test{config-if)#

test{config-if)#

test{config-if)#

test{config-if)#

test{config-if)#

test{config-if)#

test{config-if)#

test{config-if)#

test{config-if)#

test{config-if)#

test{config-if)#

test{config-if)#

test{config-if)#

test{config-if)#

test{config-if)#

test{config-if)#

< >
Connected 00:53:44 Auto detect 9600 §-N-1 UM
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o b=l 5 jeiws LU lea> vlan wsgqy

“& aa - HyperTerminal

up ;l Vlsobl j9hio @

File Edit View Call Transfer Help

0O & 5 0m &

test{configl#interface vlanl
test{config-if)#no shu
test{config- 1f)Hn0 shutdown
test{config-if

test{config-if)#

test{config-if)#
test{config-if)#
test{config-if)#
test{config-if)#
test{config-if)#
test{config-if)#
test{config-ifJ#
test{config-if}#
test{config-if)#
test{config-if)#
test{config-if)#
test{config-ifJ#
test{config-if}#

00:14:11: /LINK 3-UPDOUN: Interface Ylanl, changed state to up

<

Connected 00:57:36 Auto detect 9600 5-N-1 UM

gateway 1U pusa Joog auwisw a4 5,50 aSds | pudlssy aS (siy9.0
139 pudbii ;5 g, Sub abgs e

“& aa - HyperTerminal
File Edit Wiew Cal Transfer Help

D& =8 08

test{config)#ip default-gateway 192.168.0.10
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#

¢

Connected 00:55:25 Auto detect 9600 5-M-1 NUM

a Isa =0 g 00w g)ls ctrl + z 0 dS U J8 al> 0 5l v 2,5 jekhio @
PadD @oplle b.)&_) J.>|).09 a9, config o>
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J-09 guig—w 4 aSui J=>Is 5l sirle s by g 595 ol 5l puileis aSiul oSl
W)e B-b 5l Vs Jog HUsd Sy (il S5k %0 9 (telnet ip) pusi
o oslaiwl o JSow au wlhgiws 5l jehhio Huod W oS o128l JguuS

el Jbuoyi g95 95 IS jeb @
28lg Jluo i tty : true terminal -1
Sjlxo Jluo,s vty : virtual terminal -2

password U lei> 9 oS wsw odlaiwl S)l=o Jluwo i 5 telnet -,s[)J_ as
Ao set ul Sg,

“& aa - HyperTenminal
File Edit Wiew Call Transfer Help

(== & 0By

test{config)# ~
test{config)H

test{config)H

test{config)#

test{config)H

test{config)H

test{config)#

test{config)#

test(config)f™7

testH

00:12:35: %SYS-5-CONFIG_TI: Configured from console by console
testh

test#conf t

Enter configuration commands, one per line. End with CHTL/Z.
test{config)#lin

test{config)#line vty 6 15

test{config-line}#pass

test{config-line)#password 123

test{config-line)#

4 >
Connecked 00:56:21 Auto detect 9600 §-M-1 UM

CDP ( cisco discovery protocol )

9 1S s wsolwlivw | 5528, €iSCO Whip= Ol buwgi aS cowl ISig
S s disable |, vl sdlol sl Sl 5l S,89l> ehhio
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B-0b 5l awisw 4 Vlg i (s>l 4 aS (sl JoVs @ 50 |, http JSGg
S 5> Sl )Si0 3V asl) LpusS (o JId e i Juog g S 90
U osg i oslasiwl jeiws ol wwl gy woluiul 9 S¢S Sla

(.5,9] w1y aSow @lL,S vlgn

“& aa - HyperTerminal
File Edit Yiew Call Transfer Help

0= A s0EH B

test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test(config)#
test(config)#no cdp run
test{config)}#no ip http se
test{config)}#no ip http server
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{config)#
test{configl#_

<

Connected 01:00:14 Auto detect 9600 §-N-1

UM

b 39 i 00uw,y 9uc aodS bo 5l enable wlls @ 59,9 pKid aSiyl sl
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“& aa - HyperTerminal
File Edit View Call Transfer Help

D& =8 DB

testiconf t

Enter configuration commands, one per line. End with CHTL/Z.
test{config)#ena
test(config)#enable sec
test(config)#enable secret 123
test{config)#

test(config)#

test(config)#

test{config)#

test(config)#

test(config)#

test{config)#

test(config)#

test(config)#

test{config)#

test(config)#

test(config)#

test{config)#

< »
Connected 01:10:20 Auto detect 9600 §-N-1 UM

access ;l awgw wlizo Slpsiowd Sq; p Hwiled Sypw S Jlocl wp>
o Standard ¢ extended g9 95 IS j9b 4 aS puS sw oslaiwl list
Syl Syiuiw S w8 extended gg5 aS aLwl

el oo JSo e Heiows g9

Access-list (1-99) permit ......... ip........

S (90> 9 permit aodS 5l pud 1y j9x0 1P Sy 4 pudlssy aS (sis90 )
5 wl ,5S30 o3V, pusS sw oslawl deny aodS 5l puS S9a=o pudlg
deny any giw> L 20l pusS permit pudlg |, ip sac 10 aS si,9.0
access- 95 ,5Uls bhsd , 1 5,90 Sdsac bos . pusS 39320 | sislo

Ao list
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“& aa - HyperTerminal
Fil= Edit Yiew Call Transfer Help

(== 3 0B o

test{config)# ~

test{config)#

test{config)#

test(config)#

test{config)#

test(config)#

test{config)#

test(config)#

test{config)#ac

test(config)#access-list ?
<1-99> IP standard access list
<108-199> IP extended access list
<1300-1999> IP standard access list {expanded range)
<2000-2699> IP extended access list (expanded range)
dynamic-extended Extend the dynamic ACL absolute timer

test{config)#access-list 7 per

test{config)#access-1list 7 permit 192.168.0.150

test(config)#

< >
Connected 01:02:45 Auto detect 9600 8-N-1 UM

Snmp ( simple network management protocol )

Ul Jled w)go )3 aS Lol sw CISCO Whhup=i cuy o wp> JSigu Su
5,S Cyudo |y auwigaw Ulgi (swo 0,0 g solarwinds aulo wsuld,)l8l o0 b

rw ( -2 ro(readonly) -1: puiS w2 pwlgi sw £95 9> IS jgb @
read & write )

access-list S pwlgi w0 (oS ol 1) wsuyuan Hlul cul pwlen aSul Sl
Lxil 55 aS ouls pU S5 5l sehaio ool oSly aS pwiS Jlocl Ol (Sg) 5 |,
2L ol cp> B leinb wlodS 5l cwl yips g 0w ai8,3 ks ;> amir

Sg o5 laiwl
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& aa - HyperTerminal
File Edit Wew Cal Transfer Help

== & DB =

test{config)H A
test(config)h

test(config)h

test{config)Hac

test{config)#access-list 7

<1-99> IP standard access list
<166-199> IP extended access list
<1300-1999> IP standard access list (expanded range)
<2000-2699> IP extended access list (expanded range)

dynamic-extended Extend the dynamic ACL absolute timer

test{config)#access-list 7 per
test{config)H#access-list 7 permit 192.168.0.150
test(config)¥snmp

test(config)Hsnmp-ser

test(config)¥#snmp—server
test({config)#snmp-server com
test(config)#snmp-server community naia ro 7
test{configl#

1=

4 ¥
Connected 01:04:09 Auto detect 9600 &-M-1 iyl

i g - Ligper Termiinal

Fie EE Mem ol Towelm ted
Dok & & 058 &
m 1p address

test{conf ig Henmn-server community neje ro 7
m ip aldress

tast|config)HzhtEthernatlsl2
test{confio)Hehow snm

mo ip address

testiconfiolHshow srmp grstEthernatif 1y
+E=EimnFLgJHﬂ1m SNEp grosps

AFOLNnAR: security mode] ul

readvien tuldefaulil meitevien: <no writevies specified:
nolifyvien: <m0 nolifyeies specifiedy

rom status: active sccess-list: 7

Araunnams security model:wic

readuicn uldcfmli writevier: <no writeview specifieds
netifyuiew: <m netifweien specificds

row status: active mecens-lint:

groupnane. ~ -7 @] socurity model il

readvier (uldefouli meitevien: tno writeview specifieds
notifyvien: <m0 notifyeies specified:

row status: active accass-list:

Ao H1 sacurity mocdel utc

readyien culdefauld wrilevien: <na wrileview specified
nelifyvien: <ro nelifevien specilieds

rod status: active access-list: 7

OrouDrRe: 182 security model:vl L
readvier vldefoul i . writevien: <no writeview specified
notifwwiew: < notifweien specified:

P eSS o Joe )y JSow @y oo plsul Sauu,Sy wali 0,055 Lp>
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“& aa - HyperTerminal

File Edit WYiew Call Transfer Help

0= A DB E

row status: active access-list: 7 Y]

groupname : @001 security model:vl

readview :vldefault writeview: <no writeview speci

notifyview: <no notifyview specified>

row status: active access-list: 7

groupname : @001 security model :v2c

readview :vldefault writeview: <no writeview speci

notifyview: <no notifyview specified>

row status: active access—list: 7

testHw

testiwri

testhwrite me

testHwrite memory

Building configuration...

[0K]

testh_ i

-]

< >
Connected 01:06:26 Auto detect 9600 8-M-1 MM

L paiS s Joe 5 JSoi ay oand plzil Wl Giuglod S 1y

Show running config test&#

el Sl 9w (so 03y Giwlos auigaw SausSwy auldS Hgiws (il b as
puiS s oslaiwl ctrl+z Sloads L g exit jgiws U al> 0 1o 5l waw

‘& aa - HyperTerminal
File Edt Wiew all Transfer Help

= & DB B

Press RETURN to get started.

test>

test>

test>

test>

test>en

Password:

testhconf t

Enter configuration commands, one per line. End with CNTL/Z.
test{config)#inte
test{config)#interface vlanl
test{config-if}#~7

testh
B0:35:56: %5Y¥Y5-5-CONFIG_I: Configured from consocle by console
testhexit_

< b3
Connected 01:19:20 Auko detect 9600 8-N-1 UM

password recovery L 9 guwigaw Siiu,Swy US,S ,09E 09>
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panel > > aS | SadS (guwigw wialw bootule; ) Ll «jghhio ul Sl
59 dylg rommon al>,o @ guigaw U ouyls (s oS5 |, aid S )18 (sugl>
owl 0onin bl oS gl 390 s ol )

“& aa - HyperTerminal
File Edit VYiew Call Transfer Help

0= 5 0B &

A

(2950 Boot Loader (C2950-HBOOT-M) Version 12.1(11r)EA1, RELEASE SOFTWA
Compiled Mon 22-Jul-82 17:18 by antonino

WS-C2950T-24 starting. ..

Base ethernet MAC Address: 00:0d:bc:08:33:80

Kmodem file system is available.

The system has been interrupted prior to initializing the
flash filesystem. The following commands will initialize
the flash filesystem, and finish loading the operating
system software:

flash_init
load_helper
hoot

switch:
switch:
switch: _

< >
Connected 00:32:57 Auko detect 9600 &-N-1 LM

: (s JSoi awle ) couwsS wsw L=l 1, flash_init L Ll

“& aa - HyperTerminal

File Edt Wiew Cal Transfer Help
0= O L BT
flash_init
load_helper
hoot
switch:
switch:
switch: flash_init
Initializing Flash. ..
flashfsl@]: 21 files, 2 directories
flashfsI[@]: @ orphaned files, 0 orphaned directories
flashfs[@]: Total bytes: 7741440
flashfs[@]: Bytes used: 4876288
flashfs[@]: Bytes available: 2865152
flashfs[@1: flashfs fsck took 7 seconds.
...done initializing flash.
Boot Sector Filesystem (bs:) installed, fsid: 3
Parameter Block Filesystem (pb:) installed, fsid: 4
switch:
< >
Connected 00:33:59 Auta detect 9600 &-M-1 MUM

: pasS sw >l 1) load_helper LB Gugw
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‘g aa - HyperTerminal

File Edit Wiew all Transfer Help

D& @8 0B

flash_init
load_helper
boot

switch:

switch:

switch: flash_init

Initializing Flash...

flashfs[0]: 21 files, 2 directories

flashfs[0]: 0 orphaned files, @ orphaned directories
flashfs[0]: Total bytes: 7741440

flashfs[B]: Bytes used: 4876288

flashfs[@]: Bytes available: 2865152

flashfs[8]: flashfs fsck took ¥ seconds.

...done initializing flash.

Boot Sector Filesystem (bs:) installed, fsid: 3
Parameter Block Filesystem {pb:) installed, fsid: &
switch: load_helper

switch: _

<

Connected 00:34:27 Auko detect 9600 §-N-1 NUM

puS oo rename |, config LB 55 jeiws b Gugw

“& aa - HyperTerminal
File Edit Wiew Call Transfer Help

0O = Z§ N

2865152 bytes available (4876288 bytes used)
switch: rename flash:config.text flash:config.old
Unknown cmd: rename
switch: rename flash:/config.text flash:config.old
switch: dir flash:
Directory of flash:/
2 -rux 2888547 <date> c2950-16q412-mz.121-13.ERAL1 .b
3 -rux 856 <date> vlan.dat
A -rux 2078 <date> config.old
6 -rux 1714 {date> old. text
I drux 832 <date> html
21 -rwx 109 <date> info
22  -rwx 109 <date> info.ver
23 -rwx &7 {date> private—-config. text
28 -rux 270 <date> env_vars
2865152 bytes available (4876288 byutes used)
switch:
<
Connected 00:42:35 Auto detect 95600 &-M-1 TUM

o=l S awy y W a4 U oS (s gy 9 Jugel | g wales 5
3900 Siu S U g9, |l 5l Ulgi sw g 039 Euigw ol s> Ulesd
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“& aa - HyperTerminal
File Edit Wiew Call Transfer Help

erboard serial number: FOCB7341PCY #
r supply serial number: DABB7309THD

1 revision number: JO

erboard revision number: AB

1 number: WS-C2950T-24

em serial number: FOCO734Y39F

-—— System Configuration Dialog ———

d vou like to enter the initial configuration dialog? [ves/nol:

0:14: #SPANTREE-S-EXTENDED SYSID: Extended SysId enabled for type vlan
0:18: %SYS-5-RESTART: Svustem restarted ——

o0 Internetwork Operating System Software

gtm] C2950 Software (C2950-I604L2-M), VYersion 12.1(13)EA1, RELEASE SOFT

right {c) 1986-2003 by cisco Systems, Inc.

iled Tue B4-Har-83 02:14 by venanh

ease answer 'yes’ or ‘no’.

d you like to enter the initial configuration dialog? [ves/nol:

< ¥
Connected 00:45:15 Auto detect 9600 §-M-1 UM

@y @) 95t V500 5| 55> g SakSyy @ s Ay 5
.p,g)'b)g, o Ul uS.Lu)S.u

Cisco 3750 guwigw Sy ,Sw

0,=iy hyperterminal _s,b ;| pwig—w a4 Jlail 9 adgl J>l0 b 51 G
394 (0 0wy ) Jlgiw @uigw VL boot 5l aes g 00w 5L 5
U aS (1wl enter, i 4wl oain ol guigw prompt asyije.s)s)

Aads ,Las |, enter adS 9 05,5 b [, no b sawu,Sy jshio
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& an - HyperTerminal
Fi= Edt ¥ew Cal Transfer Help
D@ &3 0F

erboard serial number: FOCO7341PCY A
r supply serial number: DABB7IO9THD

l revision number: J@

erboard revision number: AB

1 number: WS-C29508T-24

em serial number: FOCD734Y39F

== System Configuration Dialog ---

d vou like to enter the initial configuration dialog? [ves/nol:

0:14: %SPANTREE-S5-EXTENDED_SYSID: Extended Sysld enabled for type vlan
B:18; ¥SYS-5-RESTART: Svstem restarted —-

o Internetwork Operating System Software

(tm} C2950 Software (C2950-1604L2-M), Version 12.1(13)EAL, RELEASE SOFT

)

right (c) 1986-2003 by cisco Systems, Inc.

1led Tue B&-Mar-083 B2:14 by yenanh

ease answer 'ves' or ‘no’.

d you like to enter the initial configuration dialog? [ves/nol:

|

t e e e e i ———

Connected 00:45: 15 Suto detect 9600 8-N-1 HUM

Ao b aS 5e s Ulbles switch>w ) g.0) auwigww prompt (al> 0 ol >
5,S dadliie 1) 0w pll oSy Ulgs sw rss s,I8

pwuilgin aSiul sl (general mode) .5l 18 wjsows ) Spaizoe wlhgiws
JSi s 3959 0930 L pug— Lo o 3l WL pwS Saiu Sy | awigw
U3l Gy 9 pusS o ol |, enable auwig—w promp Sgl> ;> aS ol
( enable mode) . ou; wwl, enter asSs

Sasu,Sw S ol auwisw)s [ Sy g9, 05l loows cadl> ol )
Aalgs> 45 JSow @y as config interface aws,lg 3,L Route =i 9 Lpijgy
PG D9y

switch#config terminal <press enter>
switch(config)#interface gigabitethernet 1/0/1 <press enter>
switch(config-if)#

G lio giwd aS uls U 1) wlhgiws anMs (guwigw aS cowl Sy 03
b b Heiws 5l (siomund 589 Lioo .3 iy o |y 590 S50 Hgiaws
S,S adlgs JolS auwigaw |) Hgiws aolsl Tabads ws; U cous)S

switch#en <press tab>

switch#enable
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U9l o awgaw Config mode s,lg configure terminal jgiws> ol b

# a0 - HyperTerminal m@E'

Fi= Edt View Call Tramsfer Help

& =3 05 o

o~

00:02:19: %LINK-5-CHANGED: Interface Vlanl, changed state to administr

wn

63362:28: ALINEPROTO-5-UPDOWN: Line protocol on Interface Wlanl, chang
o doun

Swit:h>

Switchren

SwitchHconfigure ter

Switchiiconfigure terminal :

Enter configuration commands, one per line. End with CNTL/Z.
Switchl{config)H

Connected 00:46:38 Auto detect 9600 5-N-1 UM

S s Joc 5y > b guigaw SHIS oU cp>
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# aa - HyperTerminal
Fia Edk View Cal Transfer Help

D =5 DB &F

switch>

switch>en

switch#

switch#confiqure tearminal

eEnter configuration commands, one per line. End with CNTL/Z.
switch(config)+

switch{config)#hostname HMDSWH3

HMDSWH3 (config)# ~z
HMDSWH= #

<
Connected 00:45:15 futo detect 9600 8-N-1 MM

|

Enable Paswword ..
password <o bo—w l guwigow .2ugui enable s s)lg audlgzs asil Sl
Al o awigaw S)lg <enter>aonSs ws;L il U .5 )S adlgs cowlgs)s

A s |, password o=l Loi> 0L vl o> Sl s g

9 S))__; 9 S>9S W9, > Jolw 9 1wl awl>,xSLIS 8 J8la> aLPassword
ol w030l 5> password ool @i 09 = il psMeg slacl
394 (S0 0yu>d 010, WHga Ewigaw,> password

& an - HyperTerminal
Fie Edk Vew Cal Transfer Heip

D =5 DB

HMDSWH3 (config)#

HMDSWH3 (config)#
HMDSWH3 (config)#enable secret
HMDSWH3 (config)# ~z

HMDSWH3 #

sJiipassword

Connecbed 00:45:15 Aubo detect: 9600 8-N-1 2 MM

128



Telnet Password

telnet ;I pusS oS (S @oobsl) ,95 ol 5l ) awisw pudlgzy (5399
g Jog auigw @ telnet s, 5l pwiloy aSiul Sl oS (s oslaiwl
U guis—w )Sg puiS e telnet passwordguig—w S92 2b Loi>
wlygiws ;I password telnet w 2 wp> 2Dy o wlg>telnet

p.us LS\O ObLé.Lwl)g)'

& ab - HyperTarminal
Fle Edt View Cal Transfer Help

D= 3 D &

HMDSWH3 (config)#

HMDSWH3 (config)#

HMDSWH3 (config)#

HMDSWH3 (config)#

HMDSWH3 (config)#1ine vty 0 15

HMDSWH3 (config-1ine)#password
HMDSWH3 (config-Tine)#*Z

HMDSWH3#

sl Ipassword

£ »
Conneched 00:45:15 Auto debect: 600 8-K-1 MM

S Saso)Sw | auis—w telnet gkl ailei (swoyas i Olojod 9k
Y9, > Sy jl Loi> 393,005 5,90 password > VU csol cuunls wp>
8 Jsla> Lol Jgbg awlos oslaiwl piMeg slacl (S)55 9 S =95
Aol ysshs

Password Encription
wlos 03w 30, WHgay gwg—w J>I> Sl password cswlos asiul (Sl

) 9wl wlo vasles JuBue W liso S8l lawgi 9 g osl>
9 s 03wl
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& an - HyperTerminal

sSwitch#configure terminal

Enter configuration commands, one per line.
switch{config)#

HMDSWH3 (configl#service password-encryption

HMDSWH3 (config)#"Z
HMDSWH3 #

Fie Edt Vew Cal Transfer Melp
De =3 DH
switch#

End with CNTL/Z.

Connected 00:45:15 At detect 9600 8-N-1 UM

|~

http Server

J-o9 awis—w au web browser (§,b 5l Ulgss asiyl Sl (ol JVs @
awow U Jlail ulSol 1,55) oS oo JIed ,uc Ul Sq, |, http server .oLw

(351> 59>9 35 web (&bl
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& aa - HyperTerminal
Fle Edt Vew Cal Transfer Heip

D o3 DB F

Enter configuration commands, one per Tine. End with CNTL/Z.
switch(config)#
HMDSWH3 (config)#no ip http server

HMDSWH3 (config)#"Z
HMDSWH3 #

<
Connected 00:45:15 Ao debect 9600 8-N-1 MM

|

el @ Lal> IPg Lig, Llgic a3 WY guiguw Slgijss =i
209, 50 3 AV asiul b 2 auV audgw Ulgies a5lgi (oo guigw wjgs 0
2> pasiS oslasiwl g, Ulgic a4 3 AV auisw wW)gnd 5l pudlss s suidy
padlg s> a0 JI> . puiS s 03wl No switchport giiws ;I interface awo
interface a0 >,lg ;9-bio )l Sho pudsy IP address (guigw Slpijes @

& an - HyperTerminal
Fie Edk Vew Cal Transfer Help
D &3 DB &

HMDSWH3 (config)#

HMDSWH3 (config)#interface fastethernet 1/0/1

HMDSWH3 (confTig-ifi#no switchport

HMDSWH3 (config-if)#1p address 10.98.1.2 255.255.255.0
HMDSWH3 (config-if)# no shutdown

HMDSWH3 (config-if)#"Z
HMDSWH3 #

<
Conneched 00:45:15 Auto debect 9600 8-0-1 2 M

|
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a_bgsyo wy9 Iy interface Sg,,— |, N0 shutdown ;g ws a 89 U
s S 0locis )91 b B JUail Sl pary ouizeod 390 Adlgs Jled e
£95 )9 S o> 0 IP o ;30> Slpisgr U g 239 g,
p)l_e.?_ )9 k__Sl)__J 9 IP:10.98.103.1 P Oy u__S|)_g IP:10.98.102.1

PSS s sk )y 1,3l (ol 9 IP:10.98.104.1

# aa - HyperTerminal
Fle Edt Wiew Cal Transfer Help
DE =3 D5 &

HMDSWH3 (config)#

HMDSWH3 (configl#interface fastethernet 1/0/2

HMDSWH3 (confTig-if)#no switchport

HMDSWHE (conTig-if)#

HMDSWH3 (config-if)#ip address 10.98.102.1 255.255.255.0

HMDSWH3 (config-if)# no shutdown

HMDSWH3 (contig-1t)#"Z
HMDSWH3 #

£ ¥
Conneched 00:4%5:15 Mo detect 9600 8-N-1 L]

Swow S9,y» DHCP Server s;lul ol)
ol, DHCP Ul &9y 8 Sy  Ulgiu aS 35l 1) el oul 3 auV Slpxigw
IP, MASK, DNS, (>g-& o0 J-09 )9 ol ay asS Sl asSaw U >, s5ll
P95 )9 (59, y— IS 2,9 los Wbl Silegil jo-tay |, Gateway
|, > wlgiws ol . pusS S50l ol ) DHCP Server pudlg s> oo (guigaw

PaiS s =l
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#ga - HyperTerminal
File Edit Wwiew Call Transfer Help

THRTLCMSWH2534 :l

THRTLCMSUH253#
THRTLCMSWH2534#

THRTLCHEWHZ253H#config ter

Enter configuration commands, one per line. End with CHTIL-Z.
THRTLCHEWH253(conf igi#ip dhcp pool 18.98.182.8
THRTLCHMSWH253(dhcp—configrH#network 1A.98_.182.8 255.255.255.8
THRTLCMSWH253 {dhcp—configXH#default—router 18.98.102 .1
THRTLCMSUH253 {dhcp——config>#dns—server 1A.33.1.18
THRTLCMEWH253 (dhcp—config>#leaze

THRTLCHMSWH253 {dhcp—config>#"ZE

THRTLCHMSWH253#_

4| | 3

[Connected «:efat Autodetect  [TCR/IP SCROLL C&PS  |wum  [Cspture  [Printecha g

P SO |) ) o|)9.'i_w> kA

#&a - HyperTerminal

File Edit Wew Call Transfer Help

THRTLCHSUWHZ253# ;I

THRTILCHEWH2534

THRILCHMEWH253#conf ig ter

Enter configuration commands, one per line. End with CNHIL-/Z.
THRTILCHMSWH253 (configX#tinterface gigal- B-2
THRTLCMSWH253{config—if »#ip helper—address 18.98.182 .1
THRTLCMSWH253 (conf ig—if Y H"Z

THRILCHEWH2534_

4 | 3
Connected «: 1+ Auto detect |TCP,|'IP SCROLL CAPS |NUM | Capture Print echo ¢

DHCP Server ;|  IP 03920 U>,S WO1> 09w
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TP LSO |J ) ng.‘i.w) 9 PJGAU LS\O config BV.) >)|9

& a4a - HyperTerminal
Fie Edt Vew Cal Tronsfer Help

D o3 O &

HMDSWH3 (config)#

HMDSWH2 (config)# ip dhep excluded-address 10.93.102.1 10.98.102.20
HMDSWH3 (config)# ip dhep excluded-address 10.98.102.200 10.98.102.254
HMDSWH3 (config)# ip dhep excluded-address 10.98.102.60 10.98.102.62

HMDSWH3 (config)#"Z
HMDSWH3 #

<

Conneched 00:45: 15

Auto detect 600 8-N-1 UM

%

Routing

S\—0 oslaswl ) )gi_wb)'| los Jled w9 SS9, |) Routing aSsul LSl)J

« an - HyperTerminal
Fie Edt Vew Cal Transfer Heip

e 23 0B &

HMDSWH3 (config)#
HMDSWH3 (config)# ip routing
HMDSWH3 (config)#ip route 10.0.0.0 255.0.0.0 10.98.1.1

HMDSwWHZ (config)#"Z
HMDSWHZ #

€
Conneched 00:45:15

Auto debect G600 8--1 UM

ip routing ,giw> L >,S Jled |, Routing vlgi guiguw Sg,u aSiul sl
D9 >l LSy @uwigw S,
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description

ol U puingio cso9i cauig—w Sleijes 51 So 50 Sl pudlss (s
03 Joog xS au Wiy 38 el cawisw J3Is SaiSy 4 oS L e,
Silogil w)g-as solarwinds 1581 0,0 lhowgi Wlswogi (il Guizod ol
PSS s SulS solarwinds > (sxigw Se; 8y Al s Valex> LB
A5 wsw i [l slpiygy wleMbl

“a - HyperTerminal

File Edit Wew Call Transfer Help

THRTLCHSWH253 4% ;l

THRTLCHMSWH253 %

THRTLCHMSWH253#iconfig ter

Enter configuration commands,. one per line. End with CNIL-/Z.
THRTLCMSWH253 (config>X#tinterface gigal- A-2
THRTLCHS3WH253 {conf ig—if d#description e To ' N
THRTLCHSWH253 {config—if >#"*Z

THRTLCMSWH2531# _

-

1 | o

Connecked «1 LT |auto detect  |TCR{IP ROl [CaPs oM [Captore  [Printecho

j}gg__db S\—0 )lb)))ghl) O,)9- ))lg O)9) 0 LSl)_J Cu—o9J C)))_S aslol LSl)_J
MU 5> asS Slo)liw aw Uigy uu alold)s |) sg 3 1 5,90 wlecMblg
S s 35lg (ables s oad o

0w pluil S ,Sy Sawy M
show running- ;giw> 3l 0a_w pl=ul Sl Sau,Sw Usgos 0,355l S8
S s 03wl 0w plul Saw Sy sad i wp> config
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# aa - HyperTerminal
Fis Edt View Cal Transfer Heip

D =4 DF &

Building configuration...

version 12.2

no service pad

service timestamps debug uptime
service timestamps log uptime
service password-encryption

1

hostname HMDSWH3
[

no aaa new-model

switch 1 provision ws—c37509-24ts
ip subnet-zero

?p routing

]
1

]

no file verify auto
spanning-tree mode pvst "
spanning-tree extend system-id
1

%nterfgce Gigabitethernet1/0/1
no switchport

interface Gigabitethernetl/0/2
no switchport

interface GigabitEthernetl/0/3
no switchport

current configuration : 1773 bytes
1

enable secret 5 $1$KTUB$KruDPBW3vmA4yoYwUp5g6M1
1

vlan internal allocation policy ascending
]
Iip address 10.98.1.5 255.255.255.0
ip address 10.98.12.1 255.255.255.0
1

ip address 10.98.19.1 255.255.255.0
!

<

Connected 00:45:15 Auto detect 600 &-N-1

0w plxil Sau,Swy o>

I)JT write,giw> L pfb)s S ) ) |) EuIgw O pl.z;' Sau,Sw assl )l U
Ao Sb ol oSy (auw reset guigw aSudg U puiS (s 0,055

« aa - HyperTermi

Fés Edt Veew Cal Transfer Heip
D = § DB &
HMDSWH3 #
HMDSWH3#write
Building configuration...
[ok]
HMDSWH3 #
£ = : -
Connected 00:45:15 Autodetect 9600 8-N-1
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Ethereal _s9,20 9 LAN loy=o ;> sJlw)l Sd aiuw U>)S Hgiugo
DNS server s—w,u 9

Ethereal

aSui wylS 5l aS uld A passiv 9 waw,u wap> Ethereal 1581 0,
ay ;58 WinPcap SoS au 159l o0 ol .59 (w0 oslasiiwl (ai6S sw jguce
=i 9 059 OpenSource gg 5l 5158 o0 ol wcwl Wldoce Gl pll
Sgaicsw paio GNU (General Public License)  Guslbud

@ About Ethereal E@@

©

Ethereal - Network Protocol Analyzer
Sersion 0,10,8 () 19958-2004 Gerald Combs <gerald@ethereal.com>

Compiled with GTK+ 2.4,13, with GLib 2.4, 7, with WinPcap (version unknown),
with libz 1.2.2, with libpcre 4.4, with Net-SNMP 5. 1.2, with ADMNS,

Running with WinPcap (3.0 alpha3) on Windows %P Service Pack 2, build 2600,

Ethereal is Open Source Software released under the GMNU General Public License.

Check the man page and http: v, ethereal.com For more information.

P ox

Comad Sl 0L oS wlzol 1) sSH wlizo Salnterface ¢ aS ol Sl
oS wlwol 1) Interface sy Capture
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@ The Ethereal Network Analyzer |

File Edt View Go NeEQOEM Analyze  Statistics Help
BweeL .0 BB a P X

@ Options... Ctrl+k

Filter: & gt ¥ Expression... Clear Apply

i Capture Filters. .,

paS s SoUS Capture (sg, )b 5,90 Interface olzwol 5l Gy Gusw
9 puiS SS Stop Sy, puilgicsw 500 pusS Wgio |, wldoe ol aSil Sl
PS80 wleMbl (So,u55 Sl | e S paw

{@ Ethereal: Capture Options

rZapture

Interface: |||J'Mware virtual Ethernet Adapter: \Device\MPF _{37998FDA-CSF3-46E6-B334-312D3C ™ |
IP address: 192.168.206.1

Link-lawer header type:  Ethernet [ = |BuFFer size: |1 E megabytels)

[« Capture packsts in promiscuaus mode
[ Limit each packet to |68 E bytes
J]agapture Filker: | I hd |

rCapture File(s) rDisplay Options

File: I [F=Browse... | [ Urdake lisk of packets in real time

[ Use multiple files

N [ automatic scrolling in live capture
[T Mest file every |1 E megabyte(s) I -

[ mest file every |1 E = I = [] Hide capture info dislog
[« Ring buffer with z E files “Mame Resalution
[ Stop capture after |1 E file(s]

~Stop Capkure ...

I after Il Epacket(s) [ Enable netwark name resalution
[ ... after |1 E megabyte(s) I =
[ ... after I1 ; minuke(s) I s [ Enable kransport name resolution

HE“D | @QK X cancel

[+ Enable MAC name resolution
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@ Ethereal: Capture - Interface \Dey... QE]E|

Captured Packets

Takal 70 % of toktal

=CTR o e 0.0%
TeP 5 o 64, 3%
HLP 3 | 4, 3%
ICMP a A,
ARF Z | =
OISPFE 0 A,
GRE o 0,0%
MetBIOS 0 e 0.0%
TF e rm 7.1%
YINES a | 0.0%
Clinzy 15 o 21.4%

Running 00:00;31

23 ol o= 55b b osalicil 950381 050 ol b ik osulival (Shy caolsl )
w0 138l 050 ol lawgi oauw Capture sla Packet I osslase Jud=s @, 591
uliw Gowd 3)> | Packet ,a ay by, wleMbl 1381 050 ol o315,
vl |, LaPacket sa ds a4 g =1, IS wleMbl aS Jgl cuouwd .ad>sw

05 JSai Aol L add s

Capture @, g9, aS suloj 51 |, Packet so,louis "NO." 5 -1
Ao Ui | cowl 03,5 Us,S

€90 Uloj aS ad>csw wlian |, Packet wdly)s Uloy "Time"cowd -2
owl Us,S Capture vlo; ;lel ol

-V RCIIL ) EWSPL u.u)b| "Source" Cuouwd -3

Ad>csw Ui |y Jade (sSu5d Lw,sl "Destination” oowd -4

03biwd 9 @il Ul wxs Packet as |, (slSg,y "Protocol” wiowd -5
DS 0 uliw |) Cowl 000w

S sw wly Packet cSlgizo @ g1, I, wsileMbl "Info"cuowd -6
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B Frame 1 (60 bytes on wire, 60 bytes captured)

Arrival Time: Jul 5, 2005 14:21:50.742530000

Time delta from prewvious packet: 0.000000000 seconds
Time since reference or first frame: 0.000000000 seconds
Frame mMumber: 1

Packet Length: &0 bytes

Capture Length: &0 bytes

Protocols in frame: eth:arp

- Ethernet II, src: 00:el:7d:ce:93:a7, bDst: ff:fFf:FF:FF:FF:FF

pestination: FF:fF:ff:ff:Ff:Ff (Broadcast)
Source: O00:e0:7d:ce:93:a7 (192.168.231.40)
Type: ARP (0Ox0806])

Trailer: 202020202020202020202020202020202020

= Address rResolution Protocol (regquest)

Hardware type: Ethernet (0x000L17

Frotoco]l type: IP (Ox05000

Hardware size: &

Protocol size: 4

Opcode: request (Ox0o0017)

sender MaC address: 00:20:7d:ce:93:a7 (192.163.231.400
sender IP address: 192.168.231.40 (192.168.231.40)

Target MAC address: 00:00:00:00:00:00 (OO0:00:00_00:00:007
Target IP address: 152.165.231.205 (192.1658.231.205)

9 Ul s Ule; g Frame Jg b @y g>1, sileMbl ([Frame caoowd > -1

9 Frame s _aso 9 ln o a8 =1, il_cMbl (pg9> ol ;> -2
S sw wly ol Trailer uizxod

Ol 035,.8 9 oauiw,9 IP Address ¢ Mac Address caouwd ol > -3
PGSO

0000 T T T 7T 7T T 00 e0 70 ce 93 a7 0R 06 00 01 ........ Foveeens
0010 08 00 06 04 00 01 00 0 ?d e o3 arc0alel 28 ..iiiil | T (
0020 00 00 00 00 00 00 WONEERNEENE: 20 20 20 20 20 20 ...... L

0030 20 20 20 20 20 20 20 20 20 20 20 20

Farget IP address (arp, dst. proto_ipy |P: 2058 D 2258 M 0

0 assS Slpiowd 5l plaS,8 (16 Sliuw 3) Sdac Usleo (Giuz ol 5>
..\.&)g\b UL».»U |) \JlJ PR

~ S0 Sy Ugou Ulgic ay Packet S JSigy 58 5l cconwd ol 5> >
39
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The Ethereal Network Analyzer, Q@El

File Edit Yew Go Capture Analyze Statistics Help

‘ ResF i @aalebdix
@Eiltar: i‘ j b Expressian... | %gear

ko, - | Time: | Source | Destination | Protocol | Info

V@w|

[Ready to load or capture | Mo Packets

58 w390 wawl ol 54 Ol Jg b aS Frame &5 «Coowd ol 5>
owl 00w ais,S

& (Untitled) - Ethereal

File Edit wiew Go Capkure Analyze  Statistics  Help |

EEHx @8 @R @ » 0 F 2 Q@D

i
@'Emw| ‘

!
Lli Eilker: || il * Expres=ion. .. | %\Qear
|ND. - |Tirne |SDurce |Destinati0n |Pn:|tcn:|:|| |InFD ﬂ
1 O 000000 1%2.1la8.31.2 192.168.31.178 HTTF Continuation
3 0.005356 192.168.31.2 192.1658.31.175 HTTF Continuation
4 0, 006453 192.168.31.2 192.1658.31.175 HTTF Continuation
5 0.006478 15%2.168.31.178 1oz2.1a5.31. 2 TCR 3292 > 3128 [AcCK] sSeqg=0 Ack=
5 0.133242 15%2.168.31.178 1oz2.1a5.31. 2 HTTF GET http: " chkpt. =zdnet.com <t
¥ 0.134563 1%2.16858.31.2 192.1658.31.1758 TCR 3128 > 32922 [ACK] Seq=2967 A
8 0.19999] 1%2.1688.31.2 192.168.31.1758 HTTF HTTP L. 0 200 Ok (GIFE9al
S 0L 200062 1%2.1688.31.2 192.168.31.1758 HTTF Continuation
10 Ol 200089 1S92.1688.31.178 192.168.31.2 TCR 3291 > 3128 [Aack] sSeqg=0 ack=
11 O.329371 192.188.31.2 192.168.31.178 HTTP Continuation
12 0.497958 192.188.31.2 192.168.31.178 HTTP Continuation
1= 0.498026 1o2.1a8.31.178 192.1a8.21. 2 TCP 3291 > 3128 [ACK] Seq=0 Ack=:
14 0. 504549 1o2.1a8.31.2 192.1a8.21.178 HTTP Contdnuation
15 O.5924352 1o2.la8.31.2 192.1a8.21.178 HTTP Continuation
1 0. 5924583 152.168.31.178 1o2.168.31. 2 TCZR 3291 = 3128 [ACK] Segq=0 Ack=t
17 0.815784 1G> 168312 1G22 1TAR.31 .1 7FR HTTR Chnt A natann LI
| [N | i3
= Frame 2 (54 bytes on wire, 54 bytes captured) =
Arrival THime: Jan 18, 2005 21:22:49,.613635000
Time delta from previous packet: 0.000051000 seconds
Time since reference or Tirst frame: 0.000051000 seconds
Frame Mumber: 2
Packet Length: 54 bytes
Capture Length: 54 bytes
 Ethernet II, Src: Q00:0d:61:28:65:47, Dst: 00:08:02:20:84 122
r INnternet Protocol, Src addr: 192.168.31.178 (192.168.31.17380), Dst aAddr: 192.1a3.31.2 (19 [
" T armemA e e S am e el (TRt e | e e P Te T ) =R N ) FE M [aY=k [P ) e B K- LT B | T ) (ol Ll P LI
L]

I I i

bolo 00 2B SBc 85 40 00 B0 06 ae 45 <o as
CozZo AF 02 0c dc 0c 38 18 8d 12 bd SF 44
030 FF FF 87 az 00 0O

[File: (Urtitledy 6= KB O0:0C 3Pz 271 D 271 M 0
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aS 2wl s Ethernet wleMbl ay bg o 0w ;S5 frame ;I <ol 14
Aol o Laso 9 e Sy sSuwd Slew sl ol

@ (Untitled) - Ethereal =13

File Edit “isw Go Capture Analyze  Statistics  Help

EFEHx®E8 Qe 0F L QA BO

i X O

lli Filtet: | - + Expression... | %gear ‘»}f 5p|:-|y|
Mo, - | Time | Saource | Destination | Protacal | Infa L=
1 0.000000 192.168.31.2 152.168.31.178 HTTP  Continuation -
2 0.000051 1.1 .2 3 E g (=
3 0.006356 1592.168.31.2 152.168.31.178 HTTP  cContinuation
4 0,006453 192.168.31.2 152.168.31.178 HTTP  cContinuation
5 0.006473 192.168.31.178 1592.168.31.2 TCP 3292 = 3128 [ACK] Seg=0 Ack=
5 0.133242 1592.168.31.178 152.168.31.2 HTTP  GET http://chkpt.zdnet.com/c
7 0.1348A3 1592.168.31.2 152.168.31.178 TCP 3128 > 3292 [ACK] Seq=2967 Ac
8 0.199991 152.168.31.2 152.168.31.178 HTTF HTTP/L.0 200 0K (GIFS%a)
5 0.200062 152.168.31.2 152.168.31.178 HTTP  cContinuation
10 0.20008% 19%2.168.31.178 1592.168.31.2 TCP 3291 = 3128 [ACK] Seq=0 Acks=!
11 0.329371 19%2.168.31.2 152.168.31.178 HTTP  Continuation
12 0.497988 192.168.31.2 1592.168.31.178 HTTP  Continuation
13 0.498036 19%2.168.31.178 152.168.31.2 TCP 3291 > 3128 [ACK] Seg=0 ack=
14 05045459 192,168.31.2 152.168.31.178 HTTP  cContinuation
15 0.592432 192.168.31.2 152.168.31.178 HTTP  Continuation
16 0.592483 19%2.168.31.178 152.168.31.2 TCP 3291 > 3128 [ACK] Seq=0 Ack=
17 0.F16784 162 TARE_=31.2 G2 TAR.31 1R HTTF Cnntinuatinn :j
| X | |
p Frame 2 (54 bytes on wire,
- Ethernet II, src: 00:0d:61:28:65:47, : 2:e0:5d:

Destination: 00:08:02:20:84:22 (192.168.31.2)

Source: 00:0d:81:28:65:47 (192.168.31.1758]
Type: IP (Ox0800)

I Internet Protocol, Src Addr: 192.168.31.178 (192.168.31.178), Dst addr: 192.1658.31.2 (1%2.1

I Transmission Control Protocol, Src Port: 3292 (3292, Dst Port: 3128 (3128), Seq: 0, Ack: 1

(KD I

o0 08 > gh B4 22 00 0Od 3 4=
0010 00 28 Bc 85 40 00 B0 06 ae 45 <0 a8 1t b2 <O a8 N - T e
0020 A1f 02 0c dc 0c 38 18 8d 12 bd 9f 44 84 8a 50 10 ..... B.. ...D..P.
ooso  fF £F 87 a2 0O 0O L.

l—:thernet (eth), 14 bytes |P ZAD: 271 M0

U_JI 2D . padIao )l)_9 S\ D)9-0 |) (Internet Layer) P9 )V kA
aio 9 o Ly IP Slpw,s] Joud 5l csileMbl Joli wob 20 (s

51> 59>9
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{@ (Untitled) - Ethereal

File Edit Wew Go Capture Analyze

Statistics  Help

B B

xWE Rer0T LT Qe BR

X G

@ Filter: "

LI + gxpression...l %gearl V EDD|Y| J

Mo, - Time: | Source | Destination | Protocol | Infa ﬂ
1 0.000000 1092.168.31.2 192.168.31.178 HTTP  Continuation
o — T ; ] e c

[ Vo v B N UL I S PN ]
o D D D D

1

)]
L006356 192,168,
L006453 192,168,
L006478  192.168.
L133242 0 192,168,
L134863 192.1a8.
L150901 192,168,
L200062 192,168,
L 200085 192,168,

31.
31.

31
31

31.
31.

31
31

192.
192.
192.
192.
192.
192.
192,
192.

148,
168,
168,
168,
1a8.
148,
168,
168,

31.178 HTTP  Continuation

31.178 HTTP  Continuation

31.2 TCP 3292 » 3128 [ACK] Seqg=0 Ack=:
31.2 HTTP  GET http:/ /s chkpt.zdnet.com/sct
31.178 TCR 3128 > 3292 [ACK] Seq=2967 Ac
31.178 HTTP  HTTP/1.0 200 OK (GIFS8%a)

31.178 HTTP  <Continuation

31.2 TCP 3201 > 3128 [ack] Seo=0 ack=:|~l

I 2+

Ethernet II, src:

version: 4

Total Length: 40

Fragment offset: O
Time to Tive: 128
Protocol: TCP (Ox06)

p Frame 2 (54 hytes on wire,

Header length: 20 hbytes
p Differentiated services Field: 0x00 (psCP 0x00: pefault; ECH: 0x00)

p Transmission Control Protocol,

Identification: 0x8c85 (35973)
p Flags: 0x04 (Don't Fragment)

Header checksum: Oxaed5 (correct)
Source: 192.168,31,178 (192.168.31.1758)
pestination: 192.168.31.2 (192.168.31.2)

Src Port:

g

3202 (32029, Dst Port: 3128 (2128), sea: 0, ack x|

|

i

Luw
Q0lo
0020 cd
0030 87 a2 00 00

aleG. .

|Internet Pratocal {ip), 20 b | Pr27in27iMo

oudl Jolir el 20 55 (Jlasil ayV) sl @V a bgsyre wleMbl (Lylps

g w03l wlin abgi e S o8,
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& (Untitled) - Fthereal

File Edit “isw Go Capture Analyze  Statistics  Help

B EEHx®8 Qe 0F & Q@ BRhEX O

@Eilter: LI 4P Expression... %gear of ﬂpplyl |
Mo, - | Time | Solrce | Destination | Pratacol | Info ﬂ
1 0.000000  152.168,31.2 15%2.1658.31.178 HTTF CDnt1nuat10n
2 0.000051 G2.168.31.17 G2.168.531.2 E] :
3 0.006356 192.1468.31.2 152.168.31.178 HTTF CDnthuat1Dn
4 0,008453 152.168.31.2 152.16858.31.175 HTTF Continuation
50006478 192.165.31.178 152.16858.31.2 TCF 3292 = 3128 [ACK] Seg=0 Ack=
6 0.133242 1%2.148.31.178 15%2.16858.31.2 HTTF GET http://chkpt. zdnet. com/c
7 o0.134863  192.1488.31.2 1592.1685.31.178 TCR 3128 » 3292 [ACK] Seq=2967 Ac
B 0.1%99591 192.1485.31.2 152.168.31.178 HTTF HTTP/L.0 200 0K (GIFS%a)
GO 0.200062 1052.16858.31.2 152.16858.31.175 HTTF Continuation
10 0.20008% 152,1468.31.175 152.16858.31.2 TCF 3291 > 3128 lack] seo=0 ack="|zl
(K| | 0|

p Frame 2 (54 bytes on wire, 54 bytes captured)
I Ethernet II, Src: 00:0d:81:28:65:47, Dst: 00:08:02:20:84:02
I Internet Protocol, Sre Addr: 192.168.31.178 (192 168.31.178), D=t addr: 192. 168 1.2 (192, ]

Transmission LUHTFH1 Frotocol, Src Port: 32 L , Dst Port: 3128 (312
Source port: 3292 (3292)
Destination port: 3128 (3128)

Sequence number: 0 ({relative seguence number)
Acknowledgement number: 1448 (relative ack number)
Header Tength: 20 bytes

p Flags: 0x0010 (ACKD
window size: 65535
Checksum: 0x87az (correct)

b [SEQAACK analysis]

[l I 2
0000 00 08 02 e0 84 e2 00 Od w1 28 &) 47 08 00 45 00 ........ ales. . E.

Q010 00 28 8cC 85 40 00 80 06 ae 45 CO as l'F b2 0 as R Y P

0020 0 1.2 E [ ..

0030

ITransmission Cantrol Proto ij: ZAD: 271 M0 v

LY | ot B s

cowl "2" Packet ¢l So,loun -1

el ulo; a o s,y Ulo;) 0.031497 ol wsdl,s ulo; -2
Aol oo (L3 0duziow WSS Capture

Aol csw 192.168.231.40 (015w ,8 Gw)ysl -3

-so JLw,l LaNode saod a4 suisy) Broadcast = 010,.8 Lw)sl -4
(-39

Zowl ARP coslaswl >,)90 JSJQ)J -5
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a_, w—wl 192.168.231.251 q..u)bT Shls S a__> =lg_i=o -6
(S Jluyl | 5935 (sSu508 Gwydl o). 093y (192.168.231.40) 0

o Frame 3 (92 bytes on wire, 92 hytes captured)
arrival Time: Jul 5, 2005 14:21:50,902521000
Time delta from previous packet: 0.128444000 seconds
Time since reference or first frame: 0.159941000 seconds
Frame wNumber: 3
Packet Length: 92 bytes
Capture Length: 92 bytes
Protocols in frame: eth:ip:udp:nbns
= Ethernet II, Srcs 00:50:ha:8h:f2:sd, pst: £fiffiff i ffffiff
pestination: ff:ff.ff:ff:Ff:fF (Broadcast)
source: 00:50:ha:8h:f2:5d (192.168,231,245)
Type: IP (0x0800)
o Internet Protocol, Src Addr: 192.168.231.245 (192.168,231.245), Dst Addr: 192.168,231.255 (152.168.231.259)
version: 4
Header length: 20 bytes
pifferentiated services Field: Ox00 (psCP 0x00: pefault; ECN: 0x00)
Total Length: 78
Identification: 0x3579 (13689)
Flags: 0x00
Fragment offset: 0
Time to live: 128
protocol: UDP (0x11)
Header checksum: Oxb3df (correct)
source: 192.168.231.245 (192.168.231.245)
pestination: 192.168.231.255 (19%2.168.231.2559)
< User Datagram Protocol, src Port: nethios-ns (137), Dst Port: nethios-ns (137)
source port: netbios-ns (137)
pestination port: nethios-ns (137)
Length: 58
checksum: Oxdee8 (correct)
B NetBIOS Mame Service

+

&

Transaction ID: 0x30c9
# Flags: Ox0110 (Mame query)
questions: 1

ol Frame (so,loi 9 sLid Packet ;| ol salolé 9 Packet Varw, Oloj -1
~oewl 000wl Packet Jgb 9 Jgl Packet ;1 vl salols g

Ol i _asogulla_wg(ff ff ff ff ff ff )0000 ol o_ndo -2
wowl 0o wle (00:50:ba:8b:f2:5d)

Port =0 9 Header ,> sg>90 Checksum ¢ LaFlag ¢ Header Jgb -3
ow| 00U Lasiio Laso 9 |auw

HTTP

145



& (Untitled) - Ethereal

File Edit View Go Capture Analyze  Statistics  Help |

o DEHx®E QRes»DF L AQAQAPPDHEX T

i
@Eilter: ' LI + Expression...l %gear| V &pplv|

Drestination

Prokacol

Source

10 . Continuation
2 0.0000581 197.188.31.178 192.1a8.31. TP 3262 » 3128 [Ack] Seq=0 Ack=
3 0.006356 197.188.31.2 192.168.31.178 HTTF Continuation
4 0.006453 192 188.31.2 1592.1658.31.178 HTTP Continuation
5 0.008478 19Z.168.31.178 152.168.31.2 TCP 3282 » 3128 [Aack] seq=0 Ack=:
B 0.133242  197.188.31.178 192.1688.31.2 HTTP GET http:/ /chkpt. zdnet. comsch
7 0.134863  197.188.31.2 1%2.168.31.178 TCP 3128 » 3262 [ACK] Seq=2967 A
B 0.159%51 197.1688.31.2 192.168.31.178 HTTF HTTP/1.0 200 OK (GIF89a)
O 0,200062 192.188.31.2 192.168.31.178 HTTP continuation
10 0, 200080 192.1858.31.178 152.168.31.2 TP 3281 » 3128 [Ack] seq=0 Ack=
11 0.320371 192.185.31.2 192,168.31.178 HTTP Continuation
12 0.457988 197.1858.31.2 1%2.168.31.178 HTTF Continuation
13 0.458036 197.188.31.178 192.1688.31.2 TP 3201 » 3128 [ACK] Seq=0 Acks=:
14 0.504540 162,1488.31.2 192.168.31.178 HTTP continuation
15 0.552432 192.1858.31.2 152.168.31.178 HTTP continuation
1a 0.552483  197.188.31.178 192.168.31.2 TP 3281 » 3128 [Ack] Seq=0 Ack=t
17 O.R81T5784 1G2.168.371.7 162 1TAR. 31178 HTTP cnntinuatinn
[ | 0

p Frame 1 (1502 bytes on wire, 1502 bytes captured)
p Ethernet II, Src: 00:08:02:e0:84:e2, Dst: 00:0d:61:28:65:47
L Tnternet Protocn]. Src adde: 102 TAR. 312 (102 1T68.31.20. D=t addr: 182 1AR.31.17R (107

| KXl I l
0000 00 0d 61 Z8 B85 47 00 0B 02 e0 B4 2 OB 00 45 00 A E. o
0010 05 do 18 a3 40 00 40 06 S5c 80 <0 a8 1f 02 <0 al R T T

0020 1f b2 0C 38 0c dc 9f 44 7Fe e2 18 8d 12 bd 50 18 e A

0030 2d 0d 77 79 00 00 3a 20 31 70 7B 20 73 &6F 6C 69 —owy. . lpx 5011
0040 &4 20 23 39 39 39 20 21 6% 6d 70 &6fF 72 74 6l ée d #9%9 I dimpartan

[aTaiNal 74 2k ond aa PA ond na oad M~ 27 . B 7P AL AF 0T LT Y

[File: {Untitled) 63 KB 00:01 3[P: 271 Dt 271 M: 0

e L1

(KN

A0 50, 7e5000 197,168, 41,

TR SLS e oD 200 O (0 JIF ge)

ow!"803" Packet il So,loui -1
el 50.765090 ol wsly,s ulej -2
owl 192.168.31.2 oxsiw,d L)l -3
owl 192.168.231.235 025,58 L)l -4
owl HTTP (oslaiwl 5)90 JSGgyy -5
wl JPEG 905 Sy (lgixo -6
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Frame 803 (1514 hytes on wire, 1514 hytes captured)
Arrival Time: Jul 5, 2005 14:22:41. 507670000
Time delta from previous packet: 0.032429000 seconds
Time since reference or first frame: 50, 765000000 seconds
Frame MNumber: 803
Packet Length: 1514 hytes
Capture Length: 1514 bytes
Protocols in frame: eth:ip:tcprhttp:image-jfif
Ethernet II, src: 00:08:02:00:84:02, Dst: 00:e0:7d:c7i82:0k
Destination: 00:e0:7d:c7:82:%h (192.168,231.235)
source: 00:08:02:e0:84:82 (192.168.31.2)
Type: IP (0x0800)
Internet Protocol, Src Addr: 192,168,31.2 (192.168.31.27, Dst Addr: 192.168.231.235 (192.168,231.235)
version: 4
Header Tength: 20 bytes
# Differentiated services Field: 0x00 (DsCP 0x00: pefault; ECM: 0x00)
Total Length: 1500
Identification: Oxlh7a (7034)
# Flags: 0x04 (Don't Fragment)
Fragment offset: 0
Time to Tive: 64
Protocol: TCP (0x06)
Header checksum: 0x%163 (correct)
Source: 192.168.31.2 (192.168.31.2)
pestination: 1592.168.231.235 (152.168,231.239)
7 Transmission Control Protocol, Src Port: 3128 (3128), Dst Port: 2668 (2668), Seq: 15159, Ack: 2713, Len: 1460
Hypertext Transfer Protocol
7 JPEG File Interchange Format

ol (slud Packet ailo caoud ol @ bgyyo wleMbl -1

SS9, 9 deain g oo uw)sl Jud Cowd dile ju Ethernet cuoowd s -2
ow| 00 Lasiiw bl

3> 39>90 Slpwl slass « JSGgyVersion (Internet Protocol waouwd )> -3

Header > >g_>g0 Checksum. _wl> > >9 Ul o) (LaFlag .Header

o L)l osleswl 5,90 JSUg, (Packet Usgy w3l b cow)s oMl
owl 39>90 Lado g

S0 o aaso 9 oo wigy So,lein Jnl JyiuS JSUgy wuoawd > -4

=il )> aS LaFlag Slgs=oHeader Jgb (Ack (So,locis ((Sass csuuiy

w9y 9 Jow)l S0, =iy Jg b i wl aus,) ;LS a, Ack ulgic a,
3,15 39>9 O (siwydU b wsiw,> oMel g Checksum

U &>l) (sileMbl g Packet  slgixo Hypertext Jlasl JSSgy i 55 -5
cowl dg>g0 3515 5158 Il )y wleMbl as sServer
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ol Slgsizo g8lg ;> aS Spugai a4 &>l wileMbl 50 3] Couwd > -6
Aol d9>90 wwl Packet
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2 dapaa

Paw SN OSuais Sl

S swlwl wlebd ;| Srw Sy 5l 95 10 puw v 9 puw b Sld asis
2GS s osleiwl aSuw wsHgl dg>g

aSw w)lS SO au gl e Juog aSiui @y adlgs s aS yigauolS ,a
aSai )LS, S3u09; igurolS S s ciwl 0ad wiai Ul ug)s as 5l
i S yigaolS ;> as PCI Slot s L.JLC a9 yiguolS Ug)> \Jg.o&x:
k.MLuJ 10\Jg.o&ou.u|u5.) ClS.uwu)lSuSJ)b bg.w;MwMCub
|) i -_;_Ql.;)b LSl)_J US> 3> alul® 9 >)|> )|)9 )Jg.u.ols Vg, w aS >)|> >9>9
Sl

WU od puw v Sd ©,89 wisls )18 PCI Slot <Sg) 50 puns Slps)lS
S ,> PCMCIA SLOT Vleu>! as a5,ls )1, 8 PCMCIA SLOT (Sg) o La
25590 > puw o ASud wylS SO )y L o e B LU Wb
3 S w Joe Gl vlgie @ aS saol Ugw W) 5l Csvoowd 3l i salw
w0 i yiguolS J>Is ;s (Air port )w,S Apple Macintosh sla ,iguolS
owl 0l 8 jue Ugyw 5l aS dugui

(39— WU (S\—uD0 J—o9 yiguolS a4 USB
a5 USB (g b 5 |, Jlail 0lSol (uogaw

o pdl,9 yiguol S

o8 w)lS Sey ol
asS =S, ,» aly

¢>)90 L)Jl PR .LAS
gS\—OqJ D)l)

ol ay USB LIS

A wireless card which connects to

a UsSB port <'/“‘ .
“x%i

Wireless card for a PCI Expansion Slot Wireless card for a PCMCIA Slot




018,345 51 ) 595 Sy ASaiis LS sl w358 L3 ads s |y WSl ol
Sl aslol auigi guo Sy @ glusl 9 5,8 o USB

Sho S)lial puzxod b audles wias 181 oy Bob sl A Sb,S
51581 oy ol a0yl o pdl 8 aS i U byl os)l,38, oSy o, Jyus
o Julos [y JiSaw w)ad 5l Siugai Sl alin 5l Srw S Vgoso
0i9,S Sl | pisl olophis 36lgi wso loois H1381 030 il SoS @y aS s>
A ol IS G rip

(Wireless Access Point ) puw v Sd Access Point

Access ;| osleiwl ouw o S aSs s e S a4 LSl J> ol
b, aasi sguino (ivgy (WAP) @S suidg .l (WAP) ouww sy PoiNt
aod .59 5o Ul U yigaolS 58 aSi i Slei)ls Jlail sy S oSl
Slubewl b g ,85Lw sla s,lubowl U aS ssicwsd 5B puw v wliupxs
S S| 59 (S Sy WAP gl @y Jlail (sl pasw 9 05,5 5,8 wlibnsgs
| wstyiil wVlail g Sols, Job Jud 5l Slpwngrw aS wld S as WAP
So bl 5o [ed loungrw ool plod s9uiv Jaio aiwliS Swl ay
P S 3 Sy pikicao Lol olod .cud,S audles 1,8 Wireles iguolS
Lpoww wai g Usp LS 4 4 g cowl )39

A wireless access point

(Wireless Bridge) puw ov Slely
L paw s wy900 a4 LAN 9> JLail Sl (sa8,38 cpuw oo Ji SO
Jain ;3028 4 puew 5l osleiwl Uy | 3038 5l o> UleusLw 95 Audlgs>
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9> , & aS cuwl o3V 9 cowl 5l LAN aSioi 18 55 paw v Jv Sy oS
c ol aswls 8 aiels Sy s o

f

A Wireless Bridge

A9 ) U9 Hw S Awlgie 6L Sligy Sl
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3 daraa
FTP Server

Slulowl gwlwl » 0sbw FTP Server S S3lw osly oliulo;l 059,
Configuration &, ol ww 90,0 ol ccwl (RFCO59)FTP JSSg,y
)94 S,y » FTP Server &, ol ywbwl » g owlg> |, User File &, g File
oo ol Ulojod Slpswlgs)s 5l csibuiiny Sl .30l YU L 5,90
Select- L ¢ Multi-Process L Multi-Thread w)gas wwnul so oxid>
9 Aiugs Based
Socket pudlao 9 TCP/IP @Y 4 Jiso U csulival 0oy ol ol 5l Bas
Sibw 05ly SleSuSi 9 FTP JSigy U wsubiwl uizod ¢ Programming
el Ll

JB bu=o 95 18 )5 aS (55,90 ,3)uuSeid b 9309 =l o =

(s9xireso yohio o Lol il 1=l

Sidlod X5 Slpil; sl ) C L g lol> oy aoliy ob; =
(2

10 s by ol s asS FTP wlhygiws =

9 S, pL L cugd @1rai 4 bgipe wljgiws aldS o
rJoli jguc anlS

USER, PASS =
rJoli S)eS uls paugsi 0
CwD, CDUP, =
(LOGOUT) psassnw 5l z9y> ©
JLwol wlygiws o
PORT, PASV, TYPE, MODE, =

FTP U9 ) C)|)9.J'uw> 0

RETR, STOR, RNFR, DELE, RMD,MKD, PWD, =
LIST

Cowl VU wlhgiws @, bgs,o aS suld Reply Code « RFC959 ;| =
g0 Jlw)l csaow)au Client caonw a4 ol sw
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aS S,9iS uls :Configuration File ,> ;Lo 5,90 >,lgo J8la> =
U9 )9 pwixod 9 (FTP_ROQT) 5l 51,8 FTP oslpLd
(21 100,59 Sy )oid>
oo aiuig (READ/READ-Write) Lpsl coow yiows

uas FTP Server 5l oslaiwl 9 S3lw 05ly 09> Sgl> diw S, =
9 031> Jagxi s (s 0390 ol
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4 dasaia
HTTP SERVER

uwlowl o 03w HTTP Server(Web Server) <. S;w 05l Lw)> 035950
Configuration File S counl w1391 0,0 ol wcawl RFC2616 »5)lautowl
.>)9l__,.g VL )JaJ 5,90 Wyes SS9, » HTTP Server & ol uuL..u| >9 o.\J|9.'> |)
Gl (o 001> g rw =l Ulojed Slpiiwlgs)s 5l (soluscin Sl

Do aiangs Select-Based L ¢ Multi-Process |, Multi-Thread w)g.20

B by =0 95 8 ;> aS ()90 ,0)uuSeid b j9509 >l byxo
(590 s yohaio cuio Lol (wl 1=l

Sidlod ;505 Slpil; oSl ) C L g lols iisung aoliyy Ob; =
(auS

HEAD g GET ;69 05ky wuunsb (so aS HTTP Slasgio =
Image ¢ HTML slelild 51 csoluiy, =

couiluo HTTP 1.1 o2 g HTTP 1.0 o :HTTP ae i

200, 400, 404, 500, 501 :oaw suluiy Sl Status Code =

a_S S,9-S nl> :Configuration File > ;Lo 5,90 5)lg0 J8la > =
OLDD g w W9y paixed 9 31> 18 HTML slp Ll

Web Server ;| oslaiwl 9 S;Lw 03l 092 Sol> iw Sy =

rennls Adlgs> adlol 0,00 aS (S>)lge =

RFC > asS syla Status code g b gi0 b 5l (siliiy 0
0l

Directory Browsing
Basic Authentication
PEFICRVIVISVUWET N WC OV

o}
o}
o}

Saolud Slgi=o Sl Server Scripting o
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