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$<wwa Kerio Control

Network Security for Your Business

Kerio Control is an award-winning UTM firewall designed to protect businesses from a
comprehensive range of invasive and crippling corporate network threats. Kerio Control’s auto-
updating security layer detects and prevents emerging threats automatically while providing
network administrators with flexible user policy tools, complete bandwidth management and QoS
control, detailed network monitoring, and IPsec VPN connectivity for desktops, mobile devices
and multiple sites. Kerio Control provides superior network protection and intelligence that is
stable, secure, and above all, simple to manage.
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+ Added Reverse PrOxy feature

+ Traffic rules: added search text, test rules and hide/collapse rule
features

+ MAC address can now be used for automatic user login

+ Added support for FTP in automatic configuration backup

+ New log Host introduced

+ Added possibility to create service groups

+ Manually assigned IP addresses within DHCP scope can now be
blocked

* Traffic rules: added last used column, added more colors

* Traffic rules are now added by wizard

* Active hosts now shows MAC address

* MAC Filter now can automatically permit MAC addresses used in
DHCP reservations and automatic user login

* Bandwidth management rules can be now applied to V*P-N tunnel
traffic before encryption

* Dynamic DNS client now can detect public IP address

* Automatic login now doesn’t work for users disabled in directory
service

* DHCP reservation and automatic user login can be created from
context menu on Active Hosts screen

* Linux kernel upgraded to version 3.12

- Fixed: DNS forwarder now forwards DKIM queries

- Fixed: OpenSSL vulnerability CVE-2014-0160
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Server Name: PDC
IP Address: 192.168.100.2



Domain Name: Cyber.local
OS: Win Server 2012
Computer Name: PDC

User Name: Administartor
Defult Getway: 192.168.100.1
Server Name: CA

IP Address: 192.168.100.3
Computer Name: CA

DNS Server: 192.168.100.2
User Name: Administartor
Log on Domain: Cyber.local

Defult Getway: 192.168.100.1

Server Name: Kerio Control
Public Interface:192.168.1.101
Private Interface: 192.168.100.1
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Computer Name: Client1

IP Address:192.168.100.11

Computer Name: Client 2

IP Address: 192.168.100.12
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Please select installation language:

Cedtina
Deut=ch
English
E=pafiol

Francais
Hrvatski
Magvar

Italiano
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Kerio Control 8.3.1 build 2108

End User License Agreement

The following End User License Agreement must be accepted in order to proceed
with the installation:

KERIO TECHHOLOGIES, IHC.
S0FTHARE EMD USER LICEMSE AGREEMENT

Please read this Software End User License Agreement (“Agreement™)
carefully before wsing Kerio Technologies, Inc. ("Kerio™) products,
including all software, and associated media and documentation (printed,
electronic or referred to on Kerio’s various websites) which may be
provided to You, the customer and end wser, with such products
(individually and collectively, the "Software™). Hotwithstanding any
affirmative acceptance of this Agreement made during the installation or
registration of a particular Kerio product, You and any entity that vou

I Agree
<E=sc> Back {Enter> Ho, I Do Hot Agree
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Kerio Control 8.3.1 build 2168

Local/Adninistrative Hetwork Configuration

Please select network interface that conmects this computer with your local
area network. Once installation is finished, this network interface will be
used for administration of your Kerio Control.

L 1 Create ULAN interface
ULAN ID:

<{Esc?» Back <Enter> Select




Initial Configuration Completed wis &) panl 53 & 05 (o 1) 2l 40875 418 aelsl 51
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Kerio Control 8.3.1 build 2108
Initial Configuration Completed

Congratulations. The initial configuration of Kerio Control is now completed.
Press Enter to finish.

<Esc> Back <Enter> 5tart Kerio Control
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Kerio Control 8.3.1 build 2168

Local/Administrative Hetwork Configuration

Please configure the IP address and mask of the interface. Once the

installation is finished, this IP address will be used for administration of
yvour Kerio Control.

{ ) Assign IP address dyvnamnically (DHCP)
(o) Assign static IP address

IP Address: : L 192_168.100.1
Subnet Hask: [ 255_255.255._0

T[x] Enable DHCP SEFUEF”

{Spacebar> Select
<Esc> Back <Enter> Continue

25 e 0s Start 4 ¢ 5,2 Kerio Control asis ol 5o

Kerio Control 8.3.1 build 2103

Kerio Control Engine is starting up...

il

<Enter> Access Console
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Hetwork Configuration Kerio Control 8.3.1 build 2108
Configuration of "Public’® network interface

IP Address:
Subnet Hask:

MAC Address: 0@:15:5d:01:64:1e
Hetwork Card:

<Up/Doun> Hove
<Enter> Change
¢E=c> Back
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Kerio Control 8.3.1 build 2188

Kerio Control is rumming on this computer. To change
settings, please point your browser to:

[https:7-192.166.100.1:4881/adnin |

<Enter> Access Console

bl 5 S @ 5 L ST edile Sleis oSG oo sk Kerio Control s e J 5505 G151 S
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Kerio Control 8.3.1 build 2168

This will modify the firewall traffic policy
Remote Administration to always allow remote administration access.

Use this if the network configuration is
correct but the current firewall traffic
policy blocks remote adninistration.

Are you sure you want to proceed?

<Esc?» Cancel
<F8> Modify traffic policy
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& Certificate Error: Mavigation... *

Q @| & https://192.168.100.1:4081/admin

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SEerver.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

cF
&Y Continue to this website (not recommended).

= Moare information

Click Here For Continue
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1) Get a Trial License Number
2) Activate in Unregistered Mode
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3 control - Kerio Control - Ac... > |

Activation Wizard

Kerio Control

a The complete gateway security, network monitoring and productivity solution.

KerioControl Picture 1

= English |V |




control - Kerio Control - Ac

Activation Wizard

Time and time zone

Please review wour time and date settings.

Time zone: |(GMT +00:00} (GMT} Greenwich Mean Time |v |

[»] iKeep_the time synchronized with an Internet time serve

Date: 2014-05-30 )

Time: 23:43:20

Pictuie 2

control - Kerio Control - Ac...

Activation Wizard

Licensing

How do you plan to use Kerio Control?

I will use a commercial or MFR license

I want to try it free for 30 days [ Trial

Pictuie 3

[ <Back ||  mex> |




control - Kerio Control - Ac...

Registered trial activation

Enter yvour Trial License number:

Amn email with wour Trial License number was sent to you when yvou regquested the trial. Enter it here.

For security purposes, enter the security code below.

Picture 4

Get a Trial License number
Activate in unregistered mode

| <Back || Next > |

Activation Wizard

Administrator password

Please set a password for the administrator user account:
Username: Admin
Password:

Confirmn password:

Picture 5

[ = Back ][ Mext = ]




a KerioControl

FPassword

Login
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By Dashboard

B Interfaces

3 Traffic Rules

W Intrusion Prevention

D Security Settings

8 Bandwidth Management and QoS
W Content Filter

fu Proxy Server

[#) Antivirus

= DHCP Server

@ 1Pv6 Router Advertisements
*. DNS

“’. Routing Table

3\.' Accounting and Monitoring

;’.;2" Advanced Options
Users and Groups

a Users
oa Groups

é’:‘, Domains and User Login
Definitions

=] ssL certificates

KerioControl

IS 1P Address Groups

| E3 Dashboard - Kerio Contral ... * |

oA

J—
- - - o .
& Dashboard Main Dashboard in Kerio Control T Admin -
System Health License ~
N ram: 271.76 MB of 1 006.52 ME used License Number: Unregistered
l cPU: 1.30% trial version.
Disk: 85.32 MB of 6.23 GB used T
100% Product expiration: 2014-06-30
Software Maintenance expiration: Unlicensed
Active users [ devices: o0
75%
Antivirus: Licensed
Kerio Control Web Filter: Unlicensed
50%
|
| System
25% !
Kerio Control: 8.3.1 build 2108
| | Hostname: control
0. T e s |
01:01:31 01:11:31 01:21:31 Mow
System Status
Public Uptime: 00:23:20
Kerio Control: Up to date
16 Bfs Antivirus: working, but no updates
available in the
12 Bfs unregistred trial
Intrusion Prevention: ‘Working, but no updates
8 Bfs 3
available in the
48/s unregistred trial
Kerio Control Web Filter: Not available in the
0 Bfs T T T 1 unregistered trial v
01:01:31 n1:11:31 m1:21:31 MNow TDcar VDM Concar: Winrkina nranarks:
© Kerio Technologies s.r.o. All rights reserved. Leqal Notices

| addTile -

| Configuration Assistant... | | Suggest Idea... | | Contact Technical support... |
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o Jast 1y k55, 50 St dn 5 o 5d & Private «s &,8 Sk 5405 Interfaces cws

S

0

ﬁ Dashboard

|8 Interfaces
— : Internet connectivity

4 Traffic Rules

X ﬁ Interfaces - Kerie Control A,

Interfaces - Kerio Control Administration

A F Interfaces https://192.168.100.1:4081/admin/index.php#interaces

Select an option of how the firewall is connected to the Intemet:

" Intrusion Prevention "& A Single Internet Link Y |@
- 0 Security Settings %
IJ” B Bandwidth Management and QoS % s L . i

Y Content Filter g @ <2 Internet Interfaces
_J 1 ® public p 192.168.1.101  IPv6 disabled

¢ Proxy Server

8 Trusted/Local Interfaces
(2] Antivirus ® Private Up 1921681001  IPvé disabled
™0 DHCP Server 2 U 1Psec and Kerio VPN Interfaces

1B VPN Server Up 10.189.41.1

$ IPv6 Router Advertisements

-




25 s &, s Kerio Control oews 51, DNS )3T 01y PDC oaus uysTIP 058 5,15

28 o pll

Ethernet Interface Properties ?|[x
General
Mame: Private
Interface Group: Trusted/Local Interfaces b
Enable this interface Mode: | Mative ;. PPPoE .

IPv4 IPve || VLAN

Enable

Configuration: Manual RS
IP address: 192.168.100.1

Mask: 255.255.255.0

Gateway:

DNS server: 192.168.100.2] X

[ : Dé-ﬁna A;:idi-ﬁun;al. .I.P' A&ﬂra&s&s._. |

|.:A1:I\ranca|:|... |

o ) o |

o> < ji Kerio Control s s 4~is ;s Domain « Kerio Control «&ews o5 5" Join i,

(s DIrectory Services s s,1s ab s o 4mino 53 o 54 o« Domain and User Login s 5,15



35 ¢=5 Join to Domain 1, Kerio Control oK S5 o mho ol Olael o o 0 pd

255 5kJoin Domain wis b 5" .+ ¢SS Join Domain .57

- . .
o) 4
g Dashbord ~ &~ Domains and User Login -
E B Interfaces Authentication Options Directory Services 2
. [ =
#) Traffic Rules @ Mot a member of any domain. 3 | Join Domain....

Intrusion Prevention
4 |:| Map user accounts and groups from a directory service

(% security settings Domain
{8 Bandwidth Management and QoS Microsoft® Active Directory®
Domain name:
i Y Content Filter
=
T2 Proxy Server Account with read access to the directory service
B Antivirus Username:
Password: [rrrrrrrers
™2 DHCP Server
@ IPv6 Router Advertisements Connection
- NS @) Automatically connect to the first directory server available
Connect to the spedfied directory servers:
4 :
S Routing Table Primary server:
lon Accounting and Monitoring Secondary server:
4% Advanced Options ] ]
Users and Groups | Test Connection | | Advanced...
n]
“ Users
=) [ =)
ey
— a Groups
B 5= ooma : .
g a Domains and User Login ;
Definitions

I, s s5Join o7 « Kerio Control oK. 2l o« ¢! Domain .l Domain Name <3 )
Domain gl v 8 5 53 PDC ol sins o al&us dlie cnl (5905l 55 4l 4 4 5 L oS (0 3505
as SToin wleks 4 by o Domain Name cws 55 s cpen 4 uiL s Cyber.local il db 5
Kerio Control Server .. s s =S o 2ls Cyber.local :.«ls> « Kerio Control «&zws
3,051, Kerio vl Jis 1 " 0 18 o ki 55 Kerio Control oo ol Ol sy ool & Name

=S e 2ls ) Admin s 5, TSP vl Username/Password & s S



Join Domain 2 ||

Domain information
Join the Microsoft® Active Directory® domain

Domain name: Cyber.local

Kerio Control server name: Keria

Domain account with rights to join the domain

Username: Administrator

Password: sesssssnnnnsl -

| mext> || cancel |

Slles b uS 1, 1, PDC 5 0 il mKerio Control cledibl dsls 51 a6 Sl 5 51 a8 s o
QL,;;’..&.»S‘_;\W}‘.\QW):QQ&KM@\JW\&!&Q&:Wqc.La.sClqu'\bJOin
sylsyDomain g ysTIP OT Js0s 55 b &S 5 5iw sl ol Text Box SEPIESIP I, Domain
¢L«5l4{¢135yl{]0in QWUFS@&:&Next ss,Domain .,sTIP 03,5 3,15 31 das oS

..ij.:

Join Domain T X

Domain controller IP address

Kerio Control is unable to locate the domain controller for the specified domain. Please
specify the IP address of the domain controller:

IP address: ! 1927166.100.2] b |




AEL 25 O s Directory Services 4 by, o amivo b s plasl 4 JOIN Slles S5 1

Authentication Options Directory Services
@ Member of domain Cyber.local. i- Leave Domain... I

Map user accounts and groups from a directory service

Dwomain
Directory service type: Microsoft® Active Directory® et
Domain name: Cyber.local

Account with read access to the directory service

Username: >
Passwaord:
Conmection
(@) Automatically connect to the first directory server available
) Connect to the specified directory servers:
Primary server:
Secondary server:
| Test cannection | | advanced.. |
| Applhy || Reset

Active iz 5,3 PDC 5,0 |55 53 eaiJoin uls 4 Kerio Control =S Iy Ol Sl gl
33 Sl 2 o0 Computers s 5,05 Jisw ool 5l s o4i Directory Users and Computers
Kerio Control o 54 ks il 5 o oS sslis Kerio o L sl computer Account s o7
el sl jOIN oeald 4 TP ) 5

B Active Directory Users and Computers = L= -

File Action View Help

e | = = . [ i oo s =
es 2 40/ XD o= Hm 3 eETES
] Active Directory Users and Com|| Mame Type Description

B[] Saved Queries - Computer
4 F3 Cyber.local

| Builtin ‘/‘—a.lﬂ,‘."kerio Computer |

= T
[ _| Computers |
= 131 Domamn Controllers

[ || ForeignSecurityPrincipal:
= || Managed Service Accour
-1 Users




Kerio i,CA <L jiCertificate -5 4 .y Domain « Kerio Control us s Join i s
sl o Self Assign o s 5 15 Kerio sl J- 5 " sl Certificate 5 g sl . Control
5,3 Kerio Control e Jo 555k ol gl 5.l osls Certificate jis 55 4 Kerio s =
ot SIS, 0T & 515 5 s Add b 4 sl 4 8 wmio (3 53 o SSL Certificate <

=5 o sl New Certificate Request aa (oS

e @Iﬁfh@s{nﬁm&mnmmmwpw ﬁﬁéﬁc—aﬁrmﬂll B3 ssL Certificates - Kerio Con... | |

= Dashboard ~| | =| SSL Certificates
E R Interfaces
-
W Traffic Rules e Issuer Subject
WY Intrusion Prewvention L= Default 50b2dc43-a867-Bede-S9eeb-58ee36014ae7 c919d38b-79f1-cB48-a
7 Local authority 50b2dc43-aB67-Bete-9ech-58ee36014ae? S50b2dc43-aB67-Bede-t

€2 security Settings

all
J W Content Filter

'& Bandwidth Management and QoS

W Proxy Server

&) Antivirus

= DHCP Server

@ IPvEe Router Advertisements
=, DNS

0’4 Routing Table

- Accounting and Monitoring

¥ mdvanced Options
Users and Groups

a Users

’:a Groups

-'?. =\ Domains and User Login Mew Certificate for Local Authority...

3 INe'w Certificate Request... I
Mew Certificate

LIS 1P Address Groups 2 [ ma ] shew oeie || more actions -

Definitions

I [ =]] ssL certificates I

A P bl
|H IUCUHILEU

Certificate ¢ el 3 o 350 Sledbl 05,5 5,15 L &S 558 o 5b gl domios 40 S ol Ol L

255 o 0slT Certificate ¢ il s s CA Culo o a1yl ol

| New Certificate Reguest ENE
Mame: kerio.cyber.local
Hostname: kerio.cyber.local

Altermative hostnames:

Use semicolons { ; } to separate individual

hostnames.
Organization name: IT
Organization unit: IT
City: tabriz
State or Province: BAF
Country: |IrE|n {Islamic Republic of}i |V

[ ox || canca |



s ooeols LialLi SSL Certificate cwd 53 5 JSK& &) gurs 55 ) g0 Sl 553 33,57 S5 5l d

-~ SSL Certificates

Name « Iszuer

] Default 50b2dc43-aB67-Bede-Oeeh-582e36014
,:.,L, kerio.cyber.local

Kerio Control sl , Certificate ¢ 55 g 4 CA Colu 4 1y Sl sy ol Sl sl

A5y el 503 S35 S ped 4 koSG COT (s 5 G S 3 g0 Sl 53 5 L s £l
5 o5 o+ sl |, Export Request in PEM « 8 Export a8 51 5 oS o &S ol

.r;;@,ﬁ,'.sw%\:im,g% Ghain B )3 .COT gy L1y b5 50 Sl g 55

e Fa
= SSL Certificates
Filter:
Name « Issuer Subject
Defaulk 50b2dc43-aB67-Bede-9ach-58ee36014ae?  919d38b-79f1-cB48-ae68-6f54f4e323
el kerio. o : kerio.cyber.local
 Local B67-Bede-Oecb-58ee36014ae7  50b2dc43-aBe7-Bede-Oeech-58ee3601
Remove
Rename...
Show Details...
Import F
] Export b Export Request in PEM _;?
Export Private Key in PEM




3T 4 0S5l CA Cole 1) Sl s ol il g Sl ¢l Certificate ol s 55 4 i dn

S (or pladl ) Sl g 5355l 5 S Sldes 5 oS e anx e hittps://ca.cyber.local/certsrv

e°| & https://ca.cyberlocal/certsr/ L-aB2c || & Microsoft Active Directory .. > J
Microsoft Active Directory Ceriificate Services — Cyber-CA

Welcome

'

9

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By usi

identity to people you communicate with over the Web, sign and encrypt messages, and, depending u
request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, ar
view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Servy

Select a task:
Request a certificate

View the status of a pending certificate request
Do certificaie ' chain, or CRL

ros 5 5b1s Certificate

R Certificate -

General | Details | Certification Path |

E ﬁ Certificate Information

This certificate is intended for the following purpose(s):
= Ensures the identity of a remote computer

Issued to: kerio.cyber.local

Issued by: Cyber-CA

valid from &/5/2014 to &/5/2015

Install Certificate... Issuer Statement




ool o&ens ol 4 1, Kerio Control « CA il O b e sl Certificate 451 sl J

S TMPOrt s 31 5 05,8 SUS” Cnly L5 5, 50 ol 53 55, SSL Certificate Coad 53 Ay

sl 14571, ol Certificate o7 i =S o bl Import Signed Certificate From CA ...

.r.:;fdalmportwd;:l“{!, lesls 5l 3 ;’;lzﬁ.ﬂ.s).s)duéJfCA

'~ SSL Certificates

Filter:

Mame « Issuer . Subject
r Default 50b2dc43-aB67-Bede-Qech-58ee36014ae7  c919d38b-79f1-cB48-a=68-6f54f4e32 3
| ) kerio.cyber.local o ? | kerio.cyber.local
Lv) Local Authority eeh-582e36014a27  50b2dc43-aB67-Bede-9aeh-582e3601
Remaove
Rename..
Show Details....
Impaort D Import New Certificate. ..
Export D Import Signed Certificate from CA. ..

| Import Certificate

Certificate file

E.q. *.ort file

Import Certificate of an Authority. ..

Import Certificate as a Local Authority._

Select.. |

Find Certificated

[ Impurt ]| Cancel




Web s 5,15 Advanced Options s jl w15 4 ki 5, 5 Certificate o> 5" Tmport ;i ax
oLl ki s, 4. Certificate Ulea Certificate 3 SSL Certificate cwas 31 5 g ~Interface

~Login ;Log out ,LS, Kerio Control , RIS oS SIS Apply s,y e s =S

31 51 https://192.168.100.1:4081/admin 5T 31 eslizul low o,bss LOg In ¢\§~.a 345

Kerio Control lles ol plasil b (o™ o eslizal hittps://kerio.cyber.local:4081/admin

3,5 wal g salia | sl Certificate Error gz o3 5o s Certificate o, & s

Q@ <P - :‘. ":" g)\dvanced Options - Kerio ... ﬂﬁ * ‘fé}
¥ Intrusion Prevention ~ ;‘:} Advanced Optionsg poeleted certificate Gy Admin +

0 Security Settings
E System Configuration | Web Interface | Update Checker | SMTP Relay | Dynamic DNS || Configuration Backup

8 Bandwidth Management and QoS
Web interface

Y Content Filter Force 55L secured connection (recommended)

f_l. Proxy Server [] use specified hostname:
i ‘Web Interface is accessible at: https:{/Kerio.Cyber.local: 4081/
11 | | ) Antivirus
- Administration is accessible at: https://Kerio.Cyber.local:4081/admin/

™ DHCP Server

—) @ 1Pv6 Router Advertisements g j oL certif
. ’
- Certificate: | Mone (new certificate will be generated when needed) |V | Edit... |
DNS e : J
é Ihenu.EEer.loca'l 'I the Kerio Control
f‘ Routing Table Mone {new certificate will be generated when needed)
-]
i L Fingerprint:
"8 Accounting and Monitoring
" SHA1 fingerprint:
1' 247 Advanced Options |
Users and Groups . Login page customization
a Users E Use custom logo on login page, denial pages and user alerts
':a Groups Page title: Kerio Control
Logo (*.png):

5.':', Domains and User Login
Definitions E KerioControl

=] ssL Certificates

] A

= '..-lEf 1P Address Groups (O Recommended sizes are 300px wide and 60px high.

=) Favicon (*.ico): E | Change...

= 15 URL Groups (peChange —l

;_ﬁ _Q Time Ranges 5

(15 Services

W | [ Apply ] I Reset
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Ll sl Jadl 5 S o K315 sl ol 5d plowl SIS ST &S das plowil | I8 opl bl o0
23 5G] 8 iea g G @15 (op 255 O by S ) 4SS Sl b 0053 (r 0 el ol
250 ol Sk WSUS(Windows Server Update Services) s, oles & o ;8 ki
gl izl 4 ST e b s oy T slghl L) (sl 1) b NS A3 lays e sl Sl 55
oS 5 K3 sl b S o0t 3WSUS s 5315 6T s 0 slesmmly il 5o 51 ey 5 das o
DNS 5,50 55 15 ) ool momen (S anarl o gm0 cpl 4 OLE k5 3550 CotT lebb Sl ,s (ol s
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Kerio Control Js-b,.a,\il{r.:m¢L>,.J11;;\5@1‘..:51}:{&;1‘5!%.\;1,.\3]01n ST ls SIS 5oy
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eSS Test Now (g5, dns o5 o 1, A recursive query to other DNS Server « 5
b 53 53 1L s (g mes (G b3 DNS @ LT oS 0 08 o talan SISl b (oS o
&ﬁwwﬁm,sdbﬁﬁ)!xwﬁm@)lﬁ-‘_;La)}f»DNSQ@QU\ATFaﬂQ)L,GW
8 w13 (g jins )5 slays o DNS Q&MTP&SSQ)@;‘}ﬁ‘caﬁb@“)‘\bﬁfl{llles
ol S35 050 53 pgedl 53 dBL o S yal Il cpl i slowl ab g e RUlES bl b a1 4 a5

Sl 0l 03l OLES

= DNS Manager =JE -

File Action View Help

= ;‘;;Dé@ B= E8E

PDC Properties [ |

] —
$ Mame = ] — f 5 i —
B o PDC o F d Lookup Z | Wtedeces | Fonwerders ranced ot Hits
3 o T 0 Debuglogging | Eventloggng | Montoing |  Securdy
Corfiquee a DNG Semver.. _| Reverse Lockup Zones =
st et pplcation ety P _ Trust Points ::xr:t&:;:l::;:muaﬂm of the server, you can perfom manual or
How Tne | Conditional Forwarders
.'_ Global Lags S it
8 Aging/Scavenging for Al Jones.. 8] Root Hints [] A simple query against this DNS server 5
Scavenge ol Resoueee Reconds P Ennwarders i 'E A recursive query to other DNS E:nmrsl o
Lpdte Server Data Fles To perform the test immediately, click Test Now,
Qe (e [[] Perfiorm sutomatic testing at the following interval:
Laench ndookup
Test imberval: 1 mirutes
HTads g ko
Yiew ' | Date Time RESUM Simple Query  Recursive Query
[0 EETREL =0
[kt
Refrech
Epet Lt 2
Propeties I
H.Ip I
OK || Cocel || Mpy || Hep

Li.,U)\.su..»j:..»:PubliC slay s, DNS 4.36\5-\.5&.:»‘_;l.ad;..l)\f}u)}ﬂl{f&\wﬁqu’!j‘.\g

15 DNS (glgun 55T 51 (oo 05,5 2505 b (gims (0S Jogd 1) o 0l 457 oy (pl 0 i



LS slo 1y o5l op1 Kerio Control o7 dew 5 «5” gl Rules sl s Forwarding <. ;> Public

sl 42815 o 2w s Public DNS 4  Request DNS «

3 3L PDC Properties aivs r“’; Properties. PDC 31 YU JSs & e 5 L 585 plnil sl

DNS (sl ;T 51 galaas ¢ﬁfw,>3ﬁ;@‘)Edit 45> 5 o s s Forwarders s 5,1,

'VT-SGA")‘}‘)Puth ‘_;Lh)}f»

PDC Properties 7 X

Debug Logging I Event Logging | Monitoring | Security

Interfaces 1' Forwarders I Advanced | Roct Hirts

Forwanders are DNS servers that this server can use to resolve DNS
queries for records that this server cannot resolve.

IP Address Server FQDN

fecO:0:0ff::1 <Unable to resolves
fecO.0:04ff::2 <Unable to resolves
fecO:0:04fF::3 <Unable to resolves

Use root hints f no forwarders are available g

Note: i conditional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view conditional
forwarders, navigate to the Conditional Forwarders node in the scope tree.

ok || Ccancdl Apply Help

Edit Forwarders
IP addresses of forwarding servers:
IF Address Server FQDN Validated
<Click here to add an IP Address or DNS Name =
'@'fecD:U:U:fFFf:: 1 <Unable to resolve= A timeout occurred duri...
'@'f‘ecﬂ:ﬂ:ﬂ:fﬁf: 2 <Unable to resolve = A timeout occurred duri...
'@'FECD:D:D:f'FFf: = <Unable to resolve> A timeout occurred duri...
'@'4.4. 4.4 <Unable to resolve= A timeout occurred duri...
IZ@"L 222 <Unable to resolve:> OK
'ZIQ'EL 223 <Unable to resolve > QK
'EJ"%. 2.2.4 <Unable to resolve= 0K
'@'4. 2.2.5 <Unable to resolve= CK
':@'4. 226 <Attempting to resolve... COK
Public DNS Servers

Mumber of seconds before forward queries time out:

The server FQDM will not be available if the appropriate reverse lookup zones and entries are not

configured.

[ o

Cancel

5 5l 5wt o DNS Slobis 51y 8 amin JS& ilen o s> s Public DNS 0587515 51 aw

Lb L opl 5 055 o+ 1) A recursive query to other DNS Server «, 5 s Monitoring

2es albPass o le
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(S bl 8 p 1y I Rules G 5 58 o



Name Rules = DNS
Source = 192.168.100.2
Destination = Any
Service = DNS

Action = Allow

Translation = NAT Balancing per Host

] s % 192.168.400.2 Ay 0t ) Hlow NAT
y ———— — — e Balaning per host
[=s e —— 1]

DNS U b5 « ur> s 192.168.100.2 LysTIP UPDC 55 e & 1, ot ol Rules ool by
oS s .Lh‘y Iy o)B‘w‘PDC ))ﬁ&)%&@ﬁcﬁs ckg—d)“\{.]ag)‘JJPUth ‘SL&))‘)M
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AL o w4 YU ST Rules Jlsl o sl 2 oSG 57T K

Rules -1, ¢ 5,05 5 > s Internet Access (NAT) el <'Rules tlea Traffic Rules ¢ s
sope b o lsRules 1S ol Ll asl oo Jotls aSs gl SIS Loy g e aled 05,8 Sl &5 ]
D8l g1z e Rules o 87 Hls il 1y (o a0 gla s o oles S0 (610 ol ol ekl (o OT
(oS o305 05,8 cul JEIs a5 b s ooled 5 ST oo sl (25 8 ESS LIS Usl 53 S (a0
Lt & 55k o Zol Jas LS oS e ls S5l 05 8 ol b i s, 50 Rules Loy e

Lsh el iyl des 03 8l s 534S Slags
Ju 5/ IP Address Groups _isw 3,15 Jsl & Al (o oy so pbio3,8 G o by s 035 35050 49
=l e 03 e @S (0 SUS A 21 db s 0 i 5 s 55 Kerio Control i 5,
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G@|E https://kerio.cyber.local:4081/admin/index.php®ipAddressGroup O ~ @ & H E IP Address Groups - Kerio C...

Intrusion Prevention ~ LY IP Address Groups

| A A

N igw Admin v

2 security Settings
B Filter:
5 I% Bandwidth Management and QoS
S Item Description
W Content Filter

= 4 Servers [ Access Internet )
€ Proxy server "o 192.168.100.2 Doamin Contral
7z 7| = 168.100. iz "
¥) Antivirus o 192.168.100.3 Certificate Authoriry
== DHCP Server ’
. Add IP Address

&9 IPv6 Router Advertisements
Add to a group
DNS (@) Select existing?
% Routing Table § |C Create new: Servers ( Access Intemnet )
e Accounting and Monitoring =
™ Advanced Options
L Type: Host 24
Users and Groups
= Hostname,TP: 192.168.100.4
- " Description: jwsus
[
-~
2 Groups
& Domains and User Login /
Definitions
) oK || cancel
SSL Certificates
1 I LI¥ IP Address Groups r Profile Servers

1§ URL Groups

’ Time Ranges

Services PO P PTTU I— 3 ———r Tl
= 2 } Add... Edit... Remove §- Apply r Reset

L (or D) g oy o ey i3 e RuUlES sl o 5 Yl

Rules Name = Internet Access For Servers
Source = Servers ( Internet Access )
Destination = Any

Service = FTP, HTTP, HTTPS

Action = Allow

Translation = NAT (Balancing per Host)

Internet Access for Servers (4 Servers ( Access Inter..  Any &y FTP () Allow NAT

5L HTTP Balancing per host



Servers(Internet Access) o5 8 Js1s slaysm sled 45 558 o slowl 0! uiRules -l Low

Gsd a3 o ) FTP, HTTP, HTTPS (s s, & 1 L
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Download ; Upload ol s (5
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o3zl Kerio Control s = DHCP Server ;i it =S 51l DHCP Server sl PDC
S (o0 00lizl Kerio Control > = DHCP Server ;| s =S oo Bl pgs e LS S

S ab gy dmis 3 5 0o 5 Kerio Control  ,u. o i DHCP Server sl 5 b ol ol
Skt 4Kz 35 el eslis 1, Kerio Control s = Interface Private tles Scope cu.s
=S SIS Private sy » 81 s eer 4 L3L o Automatically s, » b cuds TCP/IP
3o o3ls el G IP 5 sl TP b cdls” & oSG 51 & 5e Kerio Control &8 s sl
TCP/IP cus 4 55 s CudS™ Jot1s 53 Shessd 0 esls il Leases and Reservations ..

.J;mﬁ‘}ﬁ-oMWbaMob‘bw\.&‘éhIP v‘..}:“'f"J‘)

o e
- Ad o
&g Dashboard ~ - DHCP Server e, admin
W8 Interfaces
Enable DHCP server
a
#) Traffic Rules Scopes
" Intrusion Prevention B Mame Range
(2 security settings Il?_! T Private 192.166.100.11 - 192.168.100.254 |
1
@8 Bandwidth Management and QoS
Y Content Filter
iC:P_L Froxy Server Add Ml Edit... || Remove Generate scopes automatically... |
[ Antivirus
) Leases and reservations
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1) Block any Further Traffic
2) Don’t Block Further Traffic

( Limit Bandwidth According to the Bandwidth Management Settings Only. )

3) Notify user by Email quota is Exceeded
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Transfer guokta
Enable daily limit

Diirection: all traffic P

Quota: 200 ~MB T
Enable weekly limit

Direction: all traffic bt

Quota: 1300 MB | St

Enable monthby mit
Diirection: all traffic e’

Quota: 6 GB et

Duota excead action
: Block any further traffic
-i::-_:i- Don't block further traffic
{Limit bandwidth according to the Bandwidih Management settings only.)}
|:| Motify user by email when guota is exceeded
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Rules Name = Users Exceeding Quota

Traffic = Exceeded Quota

Download = 64 Kbit/s

Upload = 16 Kbit/s
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Rules Name = Admins
Traffic = Administrator
Download = No Limit
Upload = No Limit
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Rules Name = Internet Access for Admins & Servers
Source = Servers ( Internet Access )
Domain Admins
Destination = Internet Interface
Service = Any
Action = Allow

Translation = NAT
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Rules Name = Internet Access for Domain Admins
Source = Domain Admins
Destination = Internet Interface
Service = FTP , FTPS , HTTP , HTTPS
Action = Allow

Translation = NAT

[V] Internet Access for Domain Users “g Domain Users@... <2 Intemet Interfac. £33 FTP v Qalow NAT
. ‘/ 3?} FTPS Balancing per hast
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Rules Name = Bandwidth Management for Domain Admins
Traffic = Internet Access for Domain Admins & Servers
Download = No Limit

Upload = No Limit
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Rules Name = Bandwidth Management for Domain Users
Traffic = Internet Access for Domain Users
Download = 1 Mbit/s
Upload = 512 Mbit/s
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Log Settings il b

File Logging | External Logging

‘Enable logaing to file (config).!
Rotation

Rotate regularly
-::-_:::- Every hour
() Every day Capacity Log Files
-':E} Every week
: Every month
Rotate when file size exceeds (MB): 1000

Mumber of rotated log files to keep: 4

Number of Log Files/ﬂ
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