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Sehr geshrte Frau Wieser,

Mit freundlichen Grisen

Raolf Drescher

ﬁ Ses mone abmet B Drescher

hiermit bewerbe wh mich bed Thoen fir die die Stelle als Baugeratefuheer, Memne vollstindigen
Bewerbungsunterlagen kdnnen Sie dem Anhang entnehmen.
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) oleyd JB j> Psexec yljl .

C:\WINDOWS\dllhost.dat \\w.x.y.z -accepteula -s -d
C:\Windows\System32\rundl132.exe C:\Windows\perfc.dat,#1

235 oleyd LJB )5 — WMI jLaisl 4 — Windows Management Instrumentation iy .Y

Wbem\wmic.exe /node:"w.x.y.z" /user:"username" /password:"password" "process
call create "C:\Windows\System32\rundll32.exe \"C:\Windows\perfc.dat\" #1"

wnl IP (5L Y g1 gl 5o "W.X.Y.2" I jokio
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[& CPU - main thread

HHIBYWIE HMOU -2

DUORD PTR DE:[3BAE14] ADUAPI3ZZ .AdjustTokenPrivileges
DWORD PTR DS:I[3BAA3C] ntdll_RtlGetLastWin32Error

TEST EAX.EAX

- SHORT BB3E8FFh

PUSH 3BA7B4 ASCII "MtRaiszeHardError"

PUSH 3EBA7CH ASCII “NIDLL.DLL'
DUORD PTR DS:[3BAB441] kernel32.GetModuleHandlefn

PUSH ]

ERA
DUORD PTR DE:[3BAB4A] kernel3Z2.GetProcAddress
ECX.

ECX
6

ESI
ESI

ES1

cAAAA3SA
BU3B765A EfAX ntdll.ZvRaiseHardError
AWAIBYALC  XOR EAX.EAX

Petya ,l;8l2L ;> NtRaiseHardError (g, byl :0 JSib

AT doldl (13905 (830 )5 (] 51 Bad A0 slez CHKDSK ply G Ginlas 4 pladl Hhélel WEiws Sdzxo lvlely b
Ui les (S8 ) 30)d 904 )15 Cdpinyy CHKDSK (5a29)5 ply )3 .cuwnl )5 iz 5l 0 485 15 5> (gloy9iSan () K550,
394 50 631>

Repairing file system on C:

The type of the file system is NTFS.

One of your disks contains errors and needs to be repaired. This process
may take several hours to complete.It iz strongly recommended to let it
complete.

WARNING: DO NOT TURMN OFF YOUR PCt IF YOU ABORT THIS PROCESS, YOU COULD
DESTROY ALL OF ¥YOUR DATAY' PLEASE ENSURE THAT YOUR FOWER CABLE IS PLUGGED
IN?t

CHKDSK is repairing sector 8666 of Z2Z688 (38x)

CHKDSK (ya£9)s ply 7 JSuib

&195 (5352 1 HI2 L by . Camnss oy 53 WINdOWs (6,515 bal) g 0w ¢ydis (g1l ¢yloj 53 a5 cadbls azg5 b
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INT 10H, function 0x0e — character output

Step [s] I Step N [s #ut] Il Refresh ] Break ['C]
L.Ad... Mnemonic ~|P.Address ¢ 1 2 3 4 5 6 7 8 9 A B € O E F Ascii &
00008726 push bp 0x00009760 57 58 00 00 OD OA 20 20 52 65 70 61 69 72 69 6E wX.... Repairin [
00008727 _mov — 0x00009770 67 20 66 69 6C 65 20 73 79 73 74 65 6D 20 6F 6 g file system on
0000872 bx, 0x0007 0x00009780 20 43 3A 20 0D 0A OD 0A 20 20 54 68 65 20 74 79 C: .... The ty
0000872¢c) mov al, byte ptr ss:[bpsd] 0x00009790 70 65 20 6F 66 20 74 68 65 20 66 69 6C 65 20 73 pe of the file s
0000872f| mov ah, Ox0e 0x000097A0 79 73 74 65 60 20 69 73 20 4e 54 46 53 26 OD OA ystem is NTFS...
00008731] int Ox10 0x00009780 20 20 4F GE 65 20 6F 66 20 79 GF 75 72 20 64 69 one of your di
00008733 TEave 0x000097C0 73 68 73 20 63 6F G6E 74 61 69 6E 73 20 65 72 72 sks contains err
00008734 i3 0x000097D0 6F 72 73 20 61 6E 64 20 6E 65 65 64 73 20 74 6F ors and needs To
00008735 add al, <1 0x000097E0 20 62 65 20 72 65 70 61 69 72 65 64 26 20 54 68 be repaired. Th
00008737 add al, byte ptr ds:[bx#si] 0x000097F0 69 73 20 70 72 6F 63 65 73 73 0D 0A 20 20 6D 61 1is process.. ma
000087(" @y Bochs for Windows - Display - - ik 4o J2 61 6c 20 68 y take several h
000087 - 0 6C 65 74 65 ours to complete
000087, - LER oy Reset smm Poyer E 67 6C 79 20 .1t is strongl
000087 ﬁﬁﬁg I% % % C,Tm.'!g LI IRO) b 74 6 20 6 reconmended 0 1
000087, D 70 6C 65 74 et it.. complet
Y Repairing file E 49 4E 47 3A e..... WARNING:
000087 E 20 4F 46 46 DO NOT TURN OFF
000087 The type of 6 20 59 4F 55 YOUR PC! IF YOU
[WWERE  Ohe of your 0 50 52 4F 43 ABORT THIS PROC
000087{ [ESETTERIY 5 4C 44 OD OA ESS, YOU COULD..
BULEERE  complet C 4C 20 4F 46  DESTROY ALL OF
000087 0 50 4C 45 41 YOUR DATA! PLEA
BGOEERIl  WARNING: DO NOT TURN OFF YOUR PC ¥YOU ABORT 8 41 54 20 59 SE ENSURE THAT Y =
14 »
in 77 ¢ ~
in 77 ¢
in 77 ¢
in 77 ¢
in 77 ¢
in 77 ¢ s
= 182024
=

INT 10H &5 sl 1V JSib

2 dazez ol Sy w0 (i Sesiz g0 G o Ginle 9 ASCI Goduwg b dazas Sy jguas sl 4 Cugs o jI Gu
L g 83 )9S o pguai Ginlas dy yoeio @i (A (5515001 Hb K0 ()T 51 Gu .l 8393 o HBIZL ¢yl alizo (gl
3940 0B (552 L bl S ugs (G345 0 (53,

Step [s] Il Step N [s 421 Il Refresh Il Break ['C] ]
Mnemonic ~|P.Address 0 1 2 3 4 5 6 7 8 9 A B C D E F ascii o
cli [ ox00009480 34 0D 0A 0D 0A 20 31 26 20 61 :.... 1. Downloa
Xor eax, eax Ox00000ACO 64 20 74 68 65 20 54 B6F 72 65 d the Tor Browse
mov ss, ax 0x00009ADO 72 20 61 74 20 22 68 74 74 77 r at "https://ww
mov es, ax OXO0009AEQ 77 2E 74 6F 72 70 72 BF 6A 67 w.Torproject.org

mov ds, ax Ox00009AFQ 2F 22 2E 20 49 66 20 79 6F 0p /". If you need.
e 73 . help, pleas ©
B8 Bochs for Windows - Display P W O 63 e google for "ac

22 cess onion page”

A B o USER pg Pugte ot Rese? suseEnn Power e
T LT o At
uu$5955555555uu 65 g pages with the
uu3395595999995995%uu 0D Tor Browser:...
FE - cccoe 3. En

61 ;:Er your persona
u3353538858383343854838388u = o empimm e
0335355 2835538

=59

«5588 b 5585 65 .... If you alre
$8du ubu niss ady purchased yo
455u uSSSu uSss 65 ur ke).r, please e
«5959uug8s  G95uugsns 0A nter it belaw...
=9999999%  *9559599x 49 ... Key: ... I
u5555555u555559%5u 6C ncorrect key! Pl
nG=GxGxGxGxGxGu 0D ease try again.. i
uuu S5u5 5 5 5 SuS% uuw - D
$9999uGudu9ss ug399
=595595595% uu95599%
u§595555955%uu ARRK uuuu$59555559
Y S SR 5 T P e e i
et *=G855% T
uuun =*=5555555555uun

uSSSuuugHS559955un xx55555555555uuusss

@
m

CTRL + 3rd button enables mouse 1PS: 27.015M
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AvAOAOORAN Oa 20 20 20 20 &R AL & o

a0-2Za & 65 61 73 . help, pleas
— 1122 61 63 e google for "ac
67 65 22 cess onion page"”

Step [s] [ Step N [s #4#] I Refresh [ Break [C] ]
Mnemonic 4|P.Address 0 1 2 3 4 5 6 7 8 9 A B C D E F Ascii o
call .+1090 (0x00008a8a) 0x000094B0 3A OD OA OD OA 20 31 2E 20 44 6F 77 6E 6C 6F 61 :.... 1. Downloa
call .+1109 (0x00008aa0) 0x00009AC0 64 20 74 68 65 20 54 6F 72 20 42 72 6F 77 73 65 d the Tor Browse
lea ax, word ptr ss:[bp-134] 0x00009AD0 72 20 61 74 20 22 68 74 74 70 73 3A 2F 2F 77 77 r at "hrtps://ww
push ax 0x00009AEQ 77 2E 74 6F 72 70 72 6F 6A 65 63 74 2E 6F 72 67 w.torproject.org
call .+1385 (0x00008bbc) 0x00009AF0 2F 22 2E 20 49 66 20 79 6F 75 20 6E 65 65 64 OD /". If you need.

2

=

L
B Bochs for Windows - Display

Eﬁ oo @ USER Pg ' T’l Reset suslmn Pﬁﬁr T e o3 . Whets e
E@i Ei ~H 4 O 0 77 69 6E of the follawin
You became victim of the PETYA RANSOMWARE?Y 74 68 65 g pages with the

0D 0A OD Tor Browser:...

20 45 6E .  ..... 3. En
The harddisks of your computer have been encrypted with an military grade 6F 6E 61 ter your persona
encryption algorithm. There is wo way to restore your data without a special 63 6F 64 1 decryption cod

key. You can purchase this key on the darknet page shown in step 2. 00

6C 72 65 .... If you alre
20 79 6F ady purchased yo
65 20 65 ur key, please e

1. Download the Tor Browser at "https://www.torproject.orgs/"”. If you need 2E 0D 0A nter it below...
help, please google for “access onion page”. OA 20 4% .... Key: .... I
2. Visit one of the following pages with the Tor Browser: 20 50 6C ncorrect key! Pl
ease try again.. -
http:/spetya3?h5tbhyvki.onion/BKEULR - D
http:,- petyaSkoahtsf?sv.onion /BKEULQ -

To purchase your key and restore your data, please follow these three easy
steps:

Enter your personal decr on code there:

faRyEZ-RpUbZ1-iCqHNx-AVkwuF-vBTsUC-eFaCD j-NZsYbM-PWIe?p—=ZXPHb-YuKEIR— n
T BYQzUJ-BmwLEG-J3HkcF-spiJA9-XhU4 jh

If you already purchased your key, please enter it below.

Key:

CTRL + 3rd button enables mouse 1PS: 23.638M NUM  CAPS

SCRL 4D:0-M UHCI

Petya (5,Sg L axcibl 14 i

&luo 3gi 50 dimlgS (538 jl A ¢l 43 L3I0 inles |) Petya olo 55 aduu (6552 b daclbl I (glaigas lo JSib (yaizvat>
23940 CaB10y3 (1395w 4y 5V Yoo

your important files are encrypted.

If you see this text, then your files are no longer accessible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don’'t waste your time. Nobody can recover your files without our
cryption service.

He guarantee that you can recover all your files safely and easily. All you

:d to do is submit the payment and purchase the decryption key.
follow the instructioy
388 worth of Bitcoin to following addr

BHX

ond your Bitcoin wallet ID and personal ins tion key

th123456@posteo.net. Your persomnal in \ ion key:

NjJ

you already purchased your key,

Petya olo yu5 a2 )3 (5552 L dacMbl 1o JSiis
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Mischa ¢ Petya sl,liSlal wuus)s

i) 82l Wdisas ¢l jl 5Sa 53 3315 Jhd B |y oy a5y <904 Mischa g Petya lidlzl o5 dFa0 Juo Lyl ;)

)50 i (59)
S0 Glall S3lad (gaigun 034 jo) Sl 4 9
SPIZL 021 )3 305 Spame )> 39290 (W dill S50 (5)13550) 55 1) (22! U6 Mischa )lélzl dedsus 5 53
1 5lo a0 (Ao
= \Windows
= \SRecycle.Bin

= \Microsoft
= \Mozilla Firefox

= \Opera
= \Internet Explorer
= \Temp
= \Local

= \LocalLow
= \Chrome

el b BB 93 LB 5 1) (6,58b bl odd () K550, of ol 1 S JSlas oS (gladg @ )5 Mischa
iS50 (525 YOUR_FILES_ARE_ENCRYPTED.HTML g YOUR_FILES_ARE_ENCRYPTED.TXT

-

MName ¥ Date modified Type Size
|| squarel - Copy - Copy.bmp.7QzX 2016-05-12 18:47 TQZX File 141 KB
|| squarel - Copy.brmp.7QzX 2016-05-12 18:47 1QZX File 141 KB
|| squarel.brmp.7QzX 2016-05-12 18:47 TQZX File 141 KB
|| YOUR_FILES_ARE_ENCRYPTED.HTML 2016-05-12 18:47 Firefox HTML Doc... 2KB
|| YOUR_FILES_ARE_EMCRYPTEDLTXT 2016-05-12 18:47 Text Document 1KB
Petya (gloazuu 51 (S ) 024 G)lif}n) sl o S
Mame Date Type Size
|| dump.bin.yC5pDbHp 2016-12-07 18:06 YC5PDBHP File 3KB
|| main.cpp.yC5pDbHp 2016-12-07 18:05 YC5PDBHP File 4 KB
|| squarel {another copy).bmpyCopDbHp  2016-05-26 23:58 YCSPDEHP File 141 KB
|| squarel (copy).bmpyCSpDbHp 2016-05-26 23:58 YCSPDEHP File 141 KB
|| squarel .bmpyCopDbHp 2016-05-26 23:58 YCSPDEHP File 141 KB
|| wrapper.h.yC5pDbHp 2016-12-07 18:05 YC5PDBHP File 2KB

Petya (gloasus 51 (3 53 o3 (5)l3550) (slo a6 1Y JSuis
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=1 Ecl =

j YOUR_FILES_ARE_ENCRYPTED.TXT - Notepad

File Edit Format View Help
vou became victim of the GOLDENEYE RANSOMWARE!

grade encryption algorithm. There is no way

The files on your computer have been encrypted with an m111tarﬁ
is key on the darknet page shown in step 2.

to restore your data without a special key. You can purchase ft
To purchase your key and restore your data, please follow these three easy steps:

1. pownload the Tor Browser at "https://www.torproject.org/". If you need help, please google for
"access onion page”.

2. visit one of the following pages with the Tor Browser:

http://golden5adeqranh?. onion/yC5pDbHp
http://goldenydvs3nyoht. onion/yC5pDhbHp

3. Enter your personal decryption code there:
yC 5pDbHpaoUMuR4vk6Q4CV4R] jvggIvQ7 hRp6zVwPeeopoNywWvwDof 2MgEX2Q39]y9o2mqyScf89xG5 5TgXEDBC6Ne SnovT v

Petya gz jl (52 55 (5,52 L daclbl IV JSis

| MISCHA Ransomware x U+

[Users/tester/Desktop/YOUR_FILES_ARE_EMCRYPTED.HTML C Szukaj

€ file:

Petya sloasuws jl (,S2 53 (5,5 aaclbl :IF JSis

b (50 dol3] auiny (gazws Glive Petya (g)13550) 3158 g 634 damo (gjlailel) 6w A=y dl>yo 55

gl.g Sy
Gl 553 43 3V .S 2L By 4y pla81 )50 kb 4 4=zl b 45 Cuwl HloU (b8 Wliws 43 ;)15 (wyiwd pac 4) dzg5 b
.3)l35 3929 834 (I @lio uSld )y Whguo 5 gl s> @) Riwaw (_,Jb)f)b e Giaeuds gud &S

9 63,5 da2ali0 TOR (ulishh (ki) a5 53 ulw 41 45 3940 diwlgs 1)l I (6,52 L plu ;5 Petya (gl axuws (555 )
LIS 3)lg wawl huSsl a3 5315 HiguolS s3im 3L a5 1) (63,9 pamio 6)las
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]

G 2 htp:/petya37hStbhyvki.onion/z © ~ & || &) PETYA RANSOMWARE - Start

QEE;EE st  Brayment ©FAQ  ASupport -

Your computer has been
encrypted

The hard disks of your computer have been‘encryptedwith an.military grade encryption
algorithm. It's impossible to recover your-data without-an special key. This page will
help you with the purchase of this'key and the complete decryption of your.computer,

© The pricewill:be'doubled-in:

28days 1 2 hours O minutes 3 seconds

& start the decryption process

News

01.04.2015

Informations, again

http://www.heise.de/newsticker/m: Erpressungs-Trojaner-Petya-N fektionswelle-rolit-an-Verschluesse! 77.htm

Petya colw )5 (5b)8 JU)g 110 JSu

e ) http://petya3Thstbhyvki.onion/s O ~ @ || ') PETYA RANSOMWARE - Pa...
"
‘QEEDTH“%E A start B Payment O FAQ A support

Step 1: Enter your personal identifie

tant informati

t that you ™

Thyla LiKVEZ

it below

Petya colw )3 (51,8 JU)gy 115 JSii
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@@\& http://petya37hStbhyvkionion/s © ~ & || /) PETYA RANSOMWARE - FAQ % A A I
:QE“EE;I;EE Arstart B Payment ©FraQ A support ®3English ~

- oEE

FAQ - Frequently Asked Questions

This page lists some frequently asked questions and their answers.

Why is the infection screen shown before windows starts?

Our system has a strong physical low level encryption, which encrypts all of your data storages, include usb devices. Windows repair programs or other

diagnositc tools can't restore any data

What will happen if | just reinstall my computer?

All your data will be irreversible destroyed and you have to buy a new windows license. Nobody can restare any data without your persanal decryption key.

Which encryption algorithms are used?

The RSA (cryptosystem) 4096 bit and Advanced Encryption Standard (AES) 256 bit are used. Both systems are very secure and can't be bypassed or cracked.

What can i do?

Follow the decryption wizard on this page. It will help you with the payment and the dexryption of your computer. In some cases your personal data will
published to the darknet if you don't pay!

Copyright © 2016 Janus Cybercrime Solutions™

Petya colw )3 (5b)8 JU)g 11V JSi

o@\.& http://petya3Thitbhyvkionion/s O + C || ) PETYA RANSOMWARE - Su... % ) okt
_ ~
&HF‘E;I;EE A Start. Brayment ©@FAQ  +ASupport B3 English ~

]

Message history Send message

The messages between you and the support are shown below. If you have any problems with the payment or the decryption process, you
can send us a message. Please write your message in english, our russian
speaking staff is not always available.

Security
check:

Message:

""Ij.'l'.;ub

Petya colw js (558 JU)g; 1A JSi
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J B MISCHA Ransomwa... X ¥

S @ v € mischapukBhyrm72.onion v search .

Mischa colw ;3 (538 JGjgs 119 JSib

Jaal Gub )l Esbge gl bl I pw &5 dgde diwly> b8l Petya olo 5 axus (5SzL aclbl )
394 635k H8l2L sdiusgs € Wbl 43 wowsmith123456@posteol.Jnet

o2l . 35163,S Jaasl Gl ¢l (33905 393une 4 pla8] posteo.net ylpde Petya 83 yiwS HLixil 5l g 45 Cawl (I 53 ¢yl
392 A2lg55 @l B ol (513,550 el GiliS ol GBS Gloj o JBlam 2L cublay g0 53 (i

i~ Kevin Beaumont
1 @GossiTheDog

Email account used by #Petya #NotPetya for ransomware
payment closed posteo.de/blog/info-zur-...
9:27 PM - 27 Jun 2017

4« 105 W57

LS)‘SCL‘ bl 5 034 &5 Jaesl Gl (4 Sgdumo pilel Yo JSio

(s)l}élp).’) <Yl

JBI b (513,550 318 qpLiSio) 3ulS ials )Lisl )3 W)go 53 iz a5 g3 SV ghls Petya jlisla b (lail (glodsuws
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Petya lsb)d jl o bwgs L:""“S)‘) ooy > JBail 3929 Ufb)ljf P S

IRCRVZ PPN S TP ECEI BUACRE Jpdl. T E S ERRUAY L 0] e BT

@ Secure | https://hshrzd.wordpress.com/2016/03/31/petya-key-decoder/

« Introduction to ADS — Alternate Data Streams Anti-Petya live CD (the fastest Stage1 key decoder) —

Petya key decoder

Posted on March 31, 2016

source code (Red Petva recovery)

NEWS

[17 July 2016] ™%

A new (3-rd) version of Petya has been released — the current solutions no longer
work. It looks exactly like the previous (green) Petya, but contains fixes in cryptography
implementation and different Stage 1 keys. More info here.

[0o2 June 2016]

Procrash prepared a brutforcer for Green Petya key (using multi-threading and GPU for
the high performance). Sourcecode available here: https://github.com/procrash/petya-
green-multicore. Cracking the key takes about 3 days.

[20 May 2016]

I found a weakness in Green Petya’s Salsa2o implementation (only 8 out of 16 characters
of the key matters — read more here). I made a prototype decoder performing random
attack on the key.

[ 14 May 2016 ]
I added support for the new (green) version of Petya to the antipetva live CD — again the

Petya ljblaL (aLiSis, glaylil :PY JSis

1390 JWs 2L 5 Joleo jekio gl (gl cawl 03,5
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Folder Options x

General View  Search

Folder views

You can apply this view (such as Details or lcons)to
H_EI all folders of this type.

| ApplytoFoldes | Reset Folders

Advanced settings:

[ Aways show menus ~
Display file icon on thumbnails
Display file size information in folder tips
[ Display the full path in the title bar
Hidden files and folders
(O Dont show hidden files, folders, or drives
(® Show hidden files, folders. and drives
Hide empty drives
[] Hide extensions for known file types
Hide folder merge conflicts
Hide protected operating system files (Recommended)

[ Launch folder windows in a separate process W
[ ok || Camcel || el

Folder Options &=y :¥¥* JSio

.39 Wil notepad.exe doby g oak C:\Windows disgy 3)lg a2y dl>yo 3 ¥

| NN E2 Application Tools
File Home Share View Manage hd o
« v » ThisPC » Windows 10 (C:) » Windows | O Search Windows 2
MNarme - Date modified Type Size ~
7 Quick access =] wALuiuy SPEUELIE AT ISR DL 1w
[ Desktop » |2 Enterpriseml 3/19/201712:29 AM XML Document 34 KB
‘ Downloads * m explorer.exe /20/2017 11:26 AM  Application 4735KB
. @ HelpPane.exe 6/3/2017 1:29 PM Application 933 KB
Documents £ 9 b exe 3/19/2017 1227 AM  Application 18KB
[ Pictures * Isasetup.log /17/2017 315AM  Text Document 2KB
& OneDrive [] MEMORY.DMP 5/27/2017 12:24PM DMP File 753,012 KB
[ mib.bin 3/19/201712:27 AM  BIN File 43KB
& ThispC | notepad.exe 3/19/2017 1228 AM  Application 241KB
= Network PFRO.log 6/28/2017 7:56 AM  Text Document 6KB
h B regedit.exe 3/19/201712:27 AM  Application 314 KB
setupact.log /25/2017 8:51 AM Text Document 29KB
setuperr.log 5/17/2017 316 AM  Text Document DKB
@ splwowbd.exe 3/19/2017 12:28 AM  Application 128 KB
Q system.ini 3/19/2017 12:31 AM  Configuration sett... 1KB
twain_32.dll 3/19/2017 12:28 AM  Application extens... 64 KB
Q win.ini 5/17/2017 11:00PM  Configuration sett... 1KB
WindowsShell.Manifest 3/19/2017 1228 AM MANIFEST File 1KB
WindowsUpdate.log 6/28/2017 7:56 AM  Text Document 1KB
@ winhlp32.exe 3/19/2017 12:28 AM  Application 10 KB
[ WSy=Pra.prx 3/19/2017 1226 AM  PRX Fille 310 KB
g write.exe 3/19/2017 12:28 AM  Application 11KB
102 items  1item selected 241 KB

Windows 4y ,> notepad.exe o1 :YF Jsiis

Pl SO (A0 05053 (loj 53 .9 83,uind yamo (ylad ;3 T jI (gl A 6,053 (gl CTRHV g (S (gl CTRYC gloals ¥

394 50 6315 Ginled (531 jez=o ) (sise

n | S S
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You'll need to provide administrator permission to copy to this folder

Windows
Date created: 3/18/2017 3:10 PM

Cancel

|G Continue | |

sip

Fewer details

Windows disgy ;5 Jal (55 jlaiatd 6y YO JSis

o3>y perfc 4 j953e Jal pb 3940 ai>kw Notepad - Copy.exe b L Ll Continue 4aSs (gg) » SIS b

Application Tools
File Home Share View Manage A 0
€« v 3+ ThisPC » Windows 10 (C:) » Windows v | D Search Windows 2

Name . Date modified Type Size 2
# Quick access |= L SrNEeUs 1t A AL LULuETL v
I Desktop P  explorer.exe 5/20/2017 11:26 AM  Application 4735 KB
‘ Downloads * © HelpPane.exe 6/3/2017 1:29 PM Appl\cat?on 933 KB
. EQ hh.exe 3/18/2017 12:27 AM  Application 18KB
Documents & Isasetup.log 5/17/2017 315 AM  Text Dacument 2KB
=] Pictures . [} memoRY.DMP 5/27/2017 12:24 PM DMP File 753,012 KB
& OneDrive [ mib.bin 3/19/201712:27 AM  BIN File 43K8
Tfperfe ] 3/19/2017 1228 AM  Application 2418
L ThisPC [ notepad.exe 3/19/2017 12228 AM  Application 241 K8
= Network PFRO log 6/28/2017 7:56 AM  Text Document 6 KB
- B regedit.exe 3/19/201712:27 AM  Application 314 KB
setupact.log 6/25/2017 51 AM  Text Document 29KB
setuperr.log 5/17/2017 316 AM  Text Document DKB
@ splwowbd.exe 3/19/2017 12:28 AM  Application 128 KB
@ system.ini 3/19/2017 12:31 AM  Configuration sett... 1KB
twain_32.dll 3/19/2017 12:28 AM  Application extens... 64 KB
@ win.ini 5/17/2017 11:00 PM  Configuration sett... TKB
WindowsShell.Manifest 3/19/2017 12:28 AM  MAMNIFEST File 1KB
WindowsUpdate.log /28/2017 T:56 AM Text Document 1KB
CQ winhlp32.exe 3/15/2017 12:28 AM  Application 10KB
D WSysPrl.prc 3/19/2017 12:26 AM  PRX File 310KB

@ write.exe 3/19/2017 12:28 AM  Application 11KB v

103 items 1 item selected 241 KB =2 =

034 (525 28 U yua23 :¥F Sy
394 Sl Yes daSs (5g) 2 1 UAC 6y2xiy (yinslas )90 5 394 63,48 Enter s perfc 4 Jald pb juuss ;

File Operation

Verified publisher: Microsoft Windows

Show more details

v WS O

UAC oymxiy ¥V JSib

I ow
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.94 Wil Properties 4iy;S g a4 cunly SIS o skl perfc ol o) 0 .F

.39 il Read-only 4ijS e jb oyxiy )5 .V

| perfc Properties #

General  Securty Details  Previous Versions

D |pech

Type of file:  File

Description:  Motepad

Location: C:\Windows
Size: 241 KB (246,784 bytes)
Size ondisk: 244 KB (249 856 bytes)

Created: Today, June 28, 2017, 28 minutes ago
Modified: Sunday, March 19, 2017, 12:28:25 AM
Accessed: Today, June 28, 2017, 28 minutes ago

Attributes: Read-only [ ] Hidden Advanced...

QK Cancel Apply

perfc Ja "Hailgs haid" (Shag 59,5 Jled (YA JSkb

-39 SalS OK g 9 ApPlY 43> (59 2 5T dlopo )5 A

9 Vilaislail ol 4 50 wS)line @b S Mischa g Petya (5ails,S .cuwils o)lidla b jl (g3aaz £65,5;51 (4lgi 0 |, Petya
93 Rl yJo3yinS g yiddy 42 ) &j65 (gl T jl 0ol Cawd &y Gl yw 2 T L Sl 9 (g pube o)k S0 iz b
HIZY ol & B Sagl pSaii GiliSl U b IRIZL (l 4 655 )5 bl (3b 839531 b (9iS1 3355 (0 <SS Jl3dl2 0

aedls 1)

n | I.IIII_DC|5 L
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B JANUS - Start x|\ &

St @ v € @ janusqgdo2zx75el.onion v Search o

PETYA & MISCHA

HIGH INFEC(

)l3312L ¢l (BI85 awgs Guagme olgicas 81zl g0 Mischa g Petya slo)ljslab 4l :¥a Jsi

“unl )81z L b ablio gl o) 1250l 9 oWl 25 3lge wals)

@b 3 39450 auogi (Sl (gl (gl 1-P-F 83cl | (g9ym 394 dags ¢yl dduws (616)95 g (Slojlw wWielbl
Glw) 95 (59) 2 b LY (Gl Glaicas aus 93 9 ol (552) 39 (5)1A450 Crunlize A aw Job y jI 02l (ol
Oz .39 (5)13¢55 Wyldio (pldhas Cumlse SO ) Cumbipe P I duus S L 5gdb (5)10¢55 walido (gjlwe >

D90 403 15 jlzxapt Shdl ply )3 T 5l cblas (gly pluidy 2l (6)1350)

WS Zaw (43)5 3930 Y

Shuw (392 39330 )90 53 . g 3)lg i O 4 5L 3)90 (wyiws huw JBla> b b pimw 30 i hylS 4o
4oy JyiiS SVgame (55 aiceatd i Al 6391 15812 L 4 8w )15 awgi e b (hal gm0 5 (5> (wpiwd
LS (6,50l bo)lidla by dlas 1 jlxosud (g Jald ¢y Lzl 5l 580 (ggmidy Aiilgiso 345 McAfee Application Control ,udas

.39 8313 41,8 Always notify me wll> ;5 User Account Control Settings (yisdw 3950 40093 (yizxatd
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& User Account Control Settings - O X

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Control settings

Always notify

—.—- Always notify me when:

®  Apps try to install software or make changes to my
computer
- - ® | make changes to Windows settings
@ Recommended if you routinely install new software

- - and visit unfamiliar websites.

Never notify

[ ok || concel

User Account Control (yix3w wlaabis :Ve JSii

23,5 oslaial Laidly ¢yl 51 ¢ylgS 50 Group Policy )b ;! ¢lojlw (slmo&’hob oS (69) 32 (53w 2l Jlesl (gly

C)T plzdl )3 )laiwl g a0 Cawoyd (yalgl 5 ddus ol cuas V
1390 duogi pSae (loj K339) 3 ) BL>Vol uas Petya szl yoga> 55

Security Update for Microsoft Windows SMB Server: March 14, 2017:
https://technet.microsoft.com/en-us/library/security/ms17-010.aspx

Security update for Office 2016: April 11, 2017:
https://support.microsoft.com/en-us/help/3178703/description-of-the-security-update-for-
office-2016-april-11-2017

Adobe Flash b (63,355 (so)li8le,s (sisiol (gloessd jl osliiwlsgw §a)b j| (2920500 1 (g)lam Cawl )53 LD
3940 lojle 4290 (608 Ll 39 ual a>Vol 3395 42 4B 3503050 90 W)S)9y0  Office

didyiny Siblas> glog)gLs jl oslaiwl i

@) 5ol) I Cumlize o JUS 5> bl .l (5)956 )liSje0) S)lSlEL b dblio Cag2 jo)d 9 3ia5)a8 (ywgyigaus jl o3l
9 McAfee i (ol WVgamo (o5 iz 3,5 osliiwl ju5 T 8)lgsd 9 g 6ALSJyiiS aolijydis wobidgas
Al )l3S50) ()82l b ablis g (holid gl yols g 8529 S (5,9LS (gl)l> Bitdefender

ol 025 JWs b g 63,5 widlyys il jl 1y abgype Extra DAT (Slwyjgyas J2d dgu 0 duogs McAfee lo)Sol) )5 4
.S asLsl McAfee ePolicy Orchestrator iy ylial o)lil )3 1y T Jolyo


https://technet.microsoft.com/en-us/library/dd851527(v=ws.11).aspx
https://technet.microsoft.com/en-us/library/dd851527(v=ws.11).aspx
https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
https://support.microsoft.com/en-us/help/3178703/description-of-the-security-update-for-office-2016-april-11-2017
https://support.microsoft.com/en-us/help/3178703/description-of-the-security-update-for-office-2016-april-11-2017
https://support.microsoft.com/en-us/help/3178703/description-of-the-security-update-for-office-2016-april-11-2017
http://update.shabakeh.net/Download/Tools/EXTRADATPetya.zip
http://update.shabakeh.net/Download/Tools/EXTRADATPetya.zip
https://newsroom.shabakeh.net/16641/how-to-check-in-mcafee-extra-dat.html
https://newsroom.shabakeh.net/16641/how-to-check-in-mcafee-extra-dat.html
https://newsroom.shabakeh.net/16641/how-to-check-in-mcafee-extra-dat.html
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95 i 3,5 Jledyt O

Jledps woybo (59,5 (s9l> Office )lisleys slodals 3a)b jl Sage alox jl W)li8lz L jl (4295 S i Ll 4 4295 b
Disable all macros without notification 4is35 13,5 Jle8 U 35,135 (6,15 ;L5 Cabsld ¢33 43 a5 (51315 (5l 9,5 Lo Gindu 3,5

-3940 duog3

Trust Center ? X
Trusted Publishers Macro Settings

Trusted Locations . . o
®) Disable all macros without notification

Trusted D t . » P
usted Documents Disable all macros with notification

Trusted Add-in Catalogs Disable all macros except digitally signed macros
Add-ins Enable all macros (not recommended:; potentially dangerous code can run)
ActiveX Settings Developer Macro Settings
Macro Settings . .
Trust access to the VBA project object model
Protected View
Message Bar
External Content
File Block Settings

Privacy Options

OK Cancel
Office 138105 ;3 9)Slo indw (simiel Wilaghis () JSid

.38 aslaial Laidly (3l g Laidl) (] 51 ylgiise Group Policy @b jl el ¢l (53,5 Jledyus (gl

8)l925 Wliag=s 5l ylgi o0 )9Bio (3230 Q594D Sguo S olf)) ole yd 9)Slo g ghls o Jaasl 39450 AuOGS (ysixod
ad)S 0,0 Calsls (pl @ gm0 ST

W Jaasl 53,3 ;b ylej ,d blyaisl 1

(S pSingy )3 380 (s Blg5(o0 LgST (5355 5L 9 SgSuine (05 (= (S jI (13,5 Hhidyo ) plojw HhylS (leidl) 9 yjgel

QS o3lasiuwl o 3laiosls il 51 3lg3 o0 jokio ¢yl (gly bl dibls Ly (gldcuwgsy b 1l 5

obSEb 232> Gy, yegas )3 (O jou V
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https://technet.microsoft.com/en-us/library/ee857085.aspx
https://technet.microsoft.com/en-us/library/ee857085.aspx
http://newsroom.shabakeh.net/17916/microsoft-macro-blocker-added-to-office-2013.html
http://newsroom.shabakeh.net/17916/microsoft-macro-blocker-added-to-office-2013.html
http://www.shabakeh.net/infographic/
http://events.shabakeh.net/
http://events.shabakeh.net/
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*  https://kc.mcafee.com/corporate/index?pag
e=content&id=KB89540

*  https://labs.bitdefender.com/2017/06/massi
ve-goldeneye-ransomware-campaign-slams-
worldwide-users/?icid=overlaycall-
pagesgoldeneye

*  http://newsroom.shabakeh.net/17039/petya-
ransomware-encrypts-mbr.html

= http://newsroom.shabakeh.net/17512/chime
ra-decryption-keys-leaked-by-rival-gang.html

= http://newsroom.shabakeh.net/18124/petya-
goldeneye.html

=  https://nakedsecurity.sophos.com/2016/04/
04/new-ransomware-with-an-old-trick-petya-
parties-like-its-1989

=  https://nakedsecurity.sophos.com/2016/04/
12/petya-ransomware-decryption-tool-sets-
your-files-free

= https://en.wikipedia.org/wiki/Salsa20

=  https://www.bleepingcomputer.com/news/s
ecurity/petya-ransomware-skips-the-files-
and-encrypts-your-hard-drive-instead

= https://www.bleepingcomputer.com/news/s
ecurity/petya-ransomwares-encryption-
defeated-and-password-generator-released

= https://blog.fortinet.com/2017/02/01/ranso
mware-and-the-boot-process

=  https://blog.malwarebytes.com/threat-
analysis/2016/04/petya-ransomware/

=  https://blog.malwarebytes.com/threat-
analysis/2016/05/petya-and-mischa-
ransomware-duet-p1

=  https://blog.malwarebytes.com/threat-
analysis/2016/06/petya-and-mischa-
ransomware-duet-p2

=  https://blog.malwarebytes.com/threat-
analysis/2016/12/goldeneye-ransomware-
the-petyamischa-combo-rebranded

PE | I"“"qu“"

&,m

https://blog.malwarebytes.com/threat-
analysis/2016/04/recovery-from-petya-
ransomware
https://blog.malwarebytes.com/threat-
analysis/2016/07/third-time-unlucky-
improved-petya-is-out
https://researchcenter.paloaltonetworks.com/2
017/06/palo-alto-networks-protections-petya-
ransomware
https://blog.fortinet.com/2017/06/27 /new-
ransomware-follows-wannacry-exploits
https://threatpost.com/complex-petya-like-
ransomware-outbreak-worse-than-
wannacry/126561
https://posteo.de/blog/info-zur-ransomware-
petrwrappetya-betroffenes-postfach-bereits-seit-
mittag-gesperrt
https://www.bleepingcomputer.com/news/secu
rity/vaccine-not-killswitch-found-for-petya-
notpetya-ransomware-outbreak
https://www.welivesecurity.com/2017/06/27/ne
w-ransomware-attack-hits-ukraine
https://www.forbes.com/sites/thomasbrewster/
2017/06/27/ransomware-spreads-rapidly-
hitting-power-companies-banks-airlines-
metro/#551fefa37abd
http://blog.talosintelligence.com/2017/06/world
wide-ransomware-variant.html
https://securelist.com/schroedingers-
petya/78870
https://www.bleepingcomputer.com/news/secu
rity/wannacry-d-j-vu-petya-ransomware-
outbreak-wreaking-havoc-across-the-globe
https://www.sophos.com/en-us/threat-
center/threat-analyses/viruses-and-
spyware/Troj~Petya-AQ.aspx
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txt doc docx docm odt ods odp odf odc odm odb rtf xlsm xlsb xlk x1ls xlsx pps ppt pptm pptx
pub epub pdf jpg jpeg frm wdb 1ldf myi vmx xml xsl wps cmf vbs accdb ini cdr svg conf cfg
config wb2 msg azw azwl azw3 azw4 1lit apnx mobi pl2 p7b p7c pfx pem cer key der mdb htm
html class java asp aspx cgi cpp php jsp bak dat pst eml xps sqllite sql jar wpd crt csv prf
cnf indd number pages lnk dcu pas dfm directory pbk yml dtd rll 1lib cert cat inf mui props
idl result localstorage ost default json sqlite log bat ico dll exe x3f srw pef raf orf nrw
nef mrw mef kdc dcr crw eip fff iiq k25 crwl bay sr2 ari srf arw cr2 raw rwl rw2 r3d 3fr
eps pdd dng dxf dwg psd png jpe bmp gif tiff gfx jge tga jfif emf 3dm 3ds max obj a2c dds
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