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Microsoft , MCITP 2008 Enterprise Administrator

Cisco , Top-Down Network Design , Network Security Checklist
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Asset . People, property, and information that we're trying to protect

Vulnerability : Weaknesses or gaps in a security program that can be
exploited by threats to gain unauthorized access to an asset.

Threat : Anything that can exploit a vulnerability, intentionally or
accidentally, and obtain, damage, or destroy an asset.

Risk : The potential for loss, damage or destruction of an asset as a
result of a threat exploiting a vulnerability.
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Malware / Malicious Code Attack

Virus , Worm , Trojan , Spyware , Backdoor , Logic Bomb , Botnets

Common Attack
DoS, DDoS, Replay , Spoof , Spam , SPIM , DNS Poisoning , Vishing

Social Engineering Attack

Phishing , Hoaxes ,

Wireless Attack

Rogue access points, Blue jacking , Blue snarfing , War chalking

Application Attack

Cross-site scripting , SQL injection , Buffer overflow , Zero day




Malware Attack :

7\ Oy Tl

X BEFORE ROGTK\T

P -y

unsuspecting web user's zombie computers

Botnets

AFTER ROOTKIT

Adware Rootkit




Common Attacks :

web server

Man In the Middle

DoS /DDoS

Smurf Attack
SYN Flood
Xmas attack

Replay

IP Spoofing -
Spam

SPIM Qs

Privilege escalation /—\ Master

Malicious insider threat
DNS poisoning

ARP poisoning
Transitive access
Client-side attacks

Generic DDoS
Attack Diagram
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This website is very slow
today!
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I'll send so many pings that
the server can't respond to
anyone else.

y

Help. | can't accomplish any
work!

L |
@)

Internet

WWW. Y ZCORP.COM
Web Server
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ICMP REPLY D=172.18.1.2 5=209.165.200.225
Attempt to Overwhelm WARN Link

to Destintation
ICMP REPLY D=172.18.1.2 §=209.165.200.226

ICMP REPLY D=172.18.1.2 5=209.165.200.227

ICMP REPLY D=172.18.1.2 5=209.165.200.228

ICMP REPLY .D=172.18.1.2 §=209.165.200.229

ICMP REPLY D=172.18.1.2 5=209.165.200.230

Smurf Amplifier

ICMP REQ D=160.154.5.255 $=172.18.1.2.




Social Engineering Attacks

Shoulder surfing
Dumpster diving
Tailgating
Impersonation
Hoaxes

Whaling

Vishing

Phishing

Spear phishing
Pharming
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| forgot my work
identification tag ...

can you tag me in? d-’)la )‘ )9 dL" =Y s>9)3 C«uu‘j})sB

.

—_ -
No! You should inform . )i‘{s) 0)9 wsjb

reception and they will issue
you with a temporary tag.

e

Authorisy
Personnd 0y},
Beyond this p,

Follow these easy tips to safeguard physical security:

- Do ensure that your electronic identification tag is worn at all times within controlled
facilities, visibly displaying the front of the tag.

- Do use your electronic identification tag at all times to access all controlled areas.
- Do ensure that access doors to controlled areas close securely after entering or exiting.

- Do ensure that your electronic identification tag is not used by anyone else.




Wireless Attacks :

Rogue access points
Interference

Evil twin

War driving

Blue jacking

Blue snarfing

War chalking

IV attack

Packet sniffing

Wireless Multiple :
User > Adapters —> Adgregation —» omniPeek Analysis




Application Attacks :

Cross-site scripting
SQL injection

LDAP injection

XML injection
command injection
Buffer overflow

Zero day

Cookies and attachments
Malicious add-ons
Session hijacking
Header manipulation




(Unified Treat Management )

Honeypot




Control physical access Password protection

Develop a Security Policy
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Contend-based Attack ] DoS Sync Flood

Stateful
Inspection
~ Firewall
S b
. M Header
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Content-based Inline Inspection
-
Cross-packet threats, e.g. Packet-based Attack  DoS Sync Flood

worm, Virus, Trojan etc. Stateful

) Inspection
, Firewall

Header
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Application & Data

Strong passwords, file ACLs

Patch Management

Endpoint security and secure
communication paths (SSL, TLS, IPSec)

Intrusion Prevention

Security update management

Virus Protection

Day-Zero attack protection

Host-Based Firewall

Anti-Virus updates

Inbound TCP/IP port control

Server Hardening

_‘\:“-_-r_-_--!-“:,..m oA
. .ﬁ_ - l. FRCARRN Y A
1

OS hardening, authentication, auditing

Perimeter Security

Network segments, Network based IDS

Firewalls, ACL configured routers, VPNs

3 Physical security

Policies, procedures, and awareness —

Guards, locks, access control

-+

>

—— Security policies, procedures, education 7
along with a backup and restore strategy 2
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Solo — 192.168.2 202
SmoothWall Linux

ObiWan - 192.168.2.2
Fedora Core 5

Test Machine
XPPro/

BTG**** ~ 192.168.2.110
XP Pro

Fr3d - 192.168.2.6
XP Pro [ Fedora 6

lied Telesyn AT-FST16
16 Port 10/100 Switch

" Fr3d.org ™

Network Diagram Key

Symbol | Description

pPC

Switch
Server

All-in-one
Internet
Laptop

Router & DSL Modem

Firewall

Main Server

o200 Be/ @

Co-ocated Server

Jr - 192.168.2.4
B, <P Pro

Dad - 192.168.2.5
XP Pro

sp3 - 192.168.2.33
XF Pro / Fedora 4

Thrawn — 195.178.106.70
Cent0S 4.4

BTRouter — 182.168.2.101
Draytek Vigor 2600V

Router — 192.168.2.1 (g7}
Draylek Vigor 2600Vg

2Mbit DSL Line
BMbit DSL Line
0Bt LAN

Printer — 192,168.2.252
HP Photosmart 2570
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