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Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no one will be able to recover them.

Press 'View’ to view the list of files that have been encrypted.

Press ‘Next’ for the next page.
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Invaice for Recent Purchase - Message (HTML)

9]
o

Tell me what you want to do

o XBQQGE [reme Soe- [lls P o 4 2 Q

EJ Team Email ==| Categorize ~

. Delete Archive Reply Reply Forward Move (=1,  Assign Translate Zoom
& Al - (=] Reply & Delete . pra [> Follow Up - . -
Delete Respond Quick Steps F] Move Tags ] Editing Zoom -~
Thu 3/10/2016 618 PM
Stewart Bettis
Invoice for Recent Purchase
To B James Galloway ~
== MgMinvoice.rtf
= T
E 53 KB
+ Get more add-ins
Hi James

Our records indicate you are past due on payment for a recent purchase to the amount of 5000 USD.
Please find attached the invoice for details of the purchase and payment instructions.

Please pay the amount specified by today to avoid triggering a debt collection action.
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Home Insert Design Layout References Mailings Review View Jeveloper Y Tell me

o PROTECTED VIEW Be careful—.fllsfrom the Internet can contain viruses. Unless you need to edit, it's safer to stay in Enable Editing »
Protected View.

A Contents of this document are protected. To view this content, please click “Enable Editing” from the yellow bar
and then click “Enable Content”
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o BLOCKED CONTENT Macros in this document have been disabled by your enterprise administrator for security reasons. x

A Contents of this document are protected. To view this content, please click “Enable Editing” from the yellow bar

and then click “Enable Content”
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https://www.microsoft.com/en-us/download/details.aspx?id=49030

Ao alil 5 By Gib

1. Open the Group Policy Management Console, right-click the Group Policy Object you
want to configure and click Edit.

2. In the Group Policy Management Editor, go to User configuration.

3. Click Administrative templates > Microsoft Word 2016 > Word options > Security >
Trust Center.

4. Open the Block macros from running in Office files from the Internet setting to
configure and enable it.

5. Open VBA Macro Notification Setting ,enable it and Disable all with Notification


https://www.microsoft.com/en-us/download/details.aspx?id=49030
https://technet.microsoft.com/en-us/library/cc731212.aspx
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This policy setting allows yeuto (1 Set masimam number of rust records to preserve
block macros from running in Office ¢ st i of truted &
el that Come fram thé inkrsnet. i Trust access to Visual Baosc Project
setting £ Turn off trusted documents
() Turn off Trusted Documents co the network
1] VBA Macro Notification Settings

i you enable this policy
macros are blocked frem running,
even if “Enabie all racres” Is selected
in the Macro Settings section of the
Trust Center, Also, nstead of having
the choice to “Ensble Content, * users
will receive » notfication that macon
are blocksd froem tunesng. I the
Office file & saved 10 & trusted

L location or was previously trusted by

the uses, macros will be allowed 1o

I you daabile or don't configure
this pelicy setteng, the settings
configured in the Macro Settings
section of the Trust Center determine
whether macros run in Office files
thet come from the Internet.

1] Block macros from runming in Office files from the ntemet

At least Windows Server 2008 R2 or 1] Scen encrypted macros in Werd Open XML documents
Windows 7 7] Dmable Trust Bar Notfication for ursigned spphcation add-i...
I tioms (£ Dizable of appication adg-ins

L] Require that application add-ns are sigoed by Trusted Publi_
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