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Set X[j] to Mi*16+j].
end /* of loop on | */
/* Save A as AA, B as BB, C as CC, and D as DD.
*/

AA = A

BB = B

CcC=2=C

DD = D

/* Round 1. */

/* Let [abcd k s i] denote the operation

a=>b+ ((a+ F(b,c,d) + X[k] + T[i]) <<< s8). */

/* Do the followi ng 16 operations. */

[ABCD 0 7 1] [DABC 1 12 2] [CDAB 2 17 3]
[ BCDA 3 22 4]

[ABCD 4 7 5] [DABC 5 12 6] [CDAB 6 17 7]
[ BCDA 7 22 8]

[ABCD 8 7 9] [DABC 9 12 10] [CDAB 10 17 11]
[ BCDA 11 22 12]

[ABCD 12 7 13] [DABC 13 12 14] [CDAB 14 17 15]
[ BCDA 15 22 16]

/* Round 2. */

/* Let [abcd k s i] denote the operation

a=>b+ ((a+ hb,c,d) + X[Kk] + T[i]) <<< s). */

/* Do the followi ng 16 operations. */

[ABCD 1 5 17] [DABC 6 9 18] [CDAB 11 14 19]
[ BCDA 0 20 20]

[ABCD 5 5 21] [DABC 10 9 22] |[CDAB 15 14 23]
[ BCDA 4 20 24]

[ABCD 9 5 25] [DABC 14 9 26] [CDAB 3 14 27]
[ BCDA 8 20 28]
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[ABCD 13 5 29] [DABC 2 9 30] [CDAB 7 14 31]
[ BCDA 12 20 32]
/* Round 3. */
/* Let [abcd k s t] denote the operation
a=Db+ ((a+ Hb,c,d) + X[K] + T[i]) <<< s). */
/* Do the followi ng 16 operations. */
[ABCD 5 4 33] [DABC 8 11 34] [CDAB 11 16 35]
[ BCDA 14 23 36]
[ABCD 1 4 37] [DABC 4 11 38] [CDAB 7 16 39]
[ BCDA 10 23 40]
[ABCD 13 4 41] [DABC 0 11 42] |[CDAB 3 16 43]
[ BCDA 6 23 44]
[ABCD 9 4 45] [DABC 12 11 46] [CDAB 15 16 47]
[ BCDA 2 23 48]
/* Round 4. */
/* Let [abcd k s t] denote the operation
a=Db+ ((a+1(b,c,d) + X k] + T[1]) <<< 8).
*/
/* Do the followi ng 16 operations. */
[ABCD O 6 49] [DABC 7 10 50] |[CDAB 14 15 51]
[ BCDA 5 21 52]
[ABCD 12 6 53] [DABC 3 10 54] [CDAB 10 15 55]
[ BCDA 1 21 56]
[ABCD 8 6 57] [DABC 15 10 58] [CDAB 6 15 59]
[ BCDA 13 21 60]
[ABCD 4 6 61] [DABC 11 10 62] [CDAB 2 15 63]
[ BCDA 9 21 64]
/* Then performthe follow ng additions. (That is
I ncrenment each
of the four registers by the value it had before
this bl ock
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was started.) */

A=A+ AA
B =B+ BB
C=C+ CC
D=D+ DD

end /* of loop on i */
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f(x) = x2 + ax + b mod N
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):vosdef keyGen(n=

"Generates an RSA key"
while True:

vp=random_prime(2°\(n//2));q=random_prime(2°\(n//2));e=

if gcd(e,(p-1)*(g-1))==1: break
d=inverse_mod(e,(p-1)*(g-1))
Nn=p*q

print "p=",p,"g=",q

print "N=",Nn

print "Size of N:",Nn.nbits()
return Nn,p,q,e,d

def CopPolyDeg2(a,b,Nn):
"Finds a small root of polynomial x~2+ax+b=0 mod N"
n=Nn.nbits()

X=27(n//3-5)
M=matrix(ZZ,[[X"2,a*X,b],\

[0 ,Nn*X,0],\

[0,0 ,Nn]])

V=M.LLL()

v=V|[0]
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return [V[i]/X(2-1) for i in range(3)]
def test():
""'Generates a random polynomial with a small root xO modulo Nn
and recovers his root."

Nn,p,q,e,d=keyGen()

n=Nn.nbits()

x0=ZZ.random_element(2~(n//3-10))

a=ZZ.random_element(Nn)

b=mod(-x0"2-a*x0,Nn)

print "x0=",x0
v=CopPolyDeg2(a,b,Nn)

R.<x> = 7Z[]
f = v[0]*x™2+Vv[1]*x+V[2]

print find_root(f, 0,2(n//3-10))
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function hmac (key, nessage)
if (length(key) > blocksize) then
key = hash(key) // keys |longer than bl ocksize
are shortened
end if
if (length(key) < blocksize) then
key = key || zeroes(bl ocksize - |ength(key)) //
keys shorter than bl ocksize are zero-padded
end if
o_key pad = [0Ox5c * bl ocksize] & key // \Were
bl ocksi ze is that of the underlying hash function
i _key pad = [0x36 * bl ocksize] @ key // \Were & is
excl usi ve or (XOR)
return hash(o_key pad || hash(i_key pad |
nmessage)) // \Were || is concatenation
end function
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