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Security lssue | Vulnerabllity

Security features in vendor

Remarks

Security features, albeit poor in some cases, are nof enabled

products are frequently not when shipped, and users do nat enable when installed. Bad
enabled. security 1s generally better than.no securnty,

2. Vs are shorl (or slatic). 24-bit |Vs cause the generated key stream o repeat. Repetition
allows easy decryption of data for a moderataly sophisticated
adversary.

3. Cryptographic keys are short. | 40-bit keys are inadequale for any system. It is generally
accepted that key sizes should be greater than 80 bits in length,
The fonger the key, the less likely a comprise Is possible from a
brute-force attack.

4, Cryptographic keys are shared. | Keys that are shared can compromise a system. A fundamental
tenant of cryplography is that the securty of a system is largely
dependeant on the secrecy of the keys

5. Cryptographic keys cannotbe | Cryplographic keys should be changed often to prevent brute-

updated automatically and
frequently.

force attacks.

RC4 has a weak key schedule

and is inappropriately used in
WEP.

The combination of revealing 24 key bits in the IV and a
weakness in tha initial few bytes of the RC4 keystream leads to
an efficient atiack that recavers the key, Most other applications
of RC4 do not expose the weaknesses of RC4 because they do
not reveal key bits and do not restart the key schedule for every
packet This attack is avaliable to moderately sophisticated
adversanies.

Packet integrity is poor.

CRC32 and other linear biock codes are inadequate for providing
cryplographic integrity. Message modification is possible. Linear
todes are inadequate for the protection against adverant attacks
on data integrity. Cryptographic protection is required to prevent
deliberate attacks. Use of noncryptographic pratacols often
facilitates attacks against the cryplography,

8. Nouser authentication occurs. | Only the device is authenticated. A device that is stolen can
access the network
9. Authentication is not enabled; | ldentity-based systems are highly vulnerable particularly ina

anly simple SSI0 identification
oeeurs,

wireless system

10.

Device authentication is simple

shared-key challenge-response.

One-way challenge-response authentcation is subject to “man-in-
the-middle” attacks. Mutual authentication is required to provide
venfication that users and the network are lagitimate.
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Figurs 8 . Honeypots can be deployed from a variety of locations.
This diagram shows four different possible locations. The optimum
location for deployment depends on an array of factors, such as the
type of information the organization is interested in gathering, and
the level of risk that organization can tolerate to obtain the max-
imum amount of data.
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(Wireless Networks)awn (sl 45
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(Quality Of Service)w s s cuisS
(Radio Frequency)s2 s ) (silS )8

BS : Base Station

DSL : Digital Subscriber Line

ETSI : European Telecommunication Standards Institute
IEEE : Institute of Electric and Electronic Engineers

MAC : Media Access Control address

MAN : Metropolitan Area Network

PAN : Personal Area Network(edd Jsa 5 4505)

WAN : Wide Area Network

WLAN : Wireless Local Area Network

WMAN : Wireless Metropolitan Area Network

OFDM : Orthogonal Frequency Division Multiplexing
OFDMA : Orthogonal Frequency Division Multiple Access
VOIP : Voice Over Internet Protocol

Wi-Fi : Wireless Fidelity

WIMAX : Worldwide Interoperability for Microwave Access
DSSS : Direct Sequence Spread Spectrum

FHSS : Frequency Hopping Spread Spectrum

FSK : Frequency Shift Keying

IAPP : Inter Access Point Protocol

ISM : Industrial Scientific and Medical

DCF : Distribute Coordination Function

PCF : Point Coordination Function

CSMA/CA : Carrier Sense Multiple Access With Collision
Avoidance

BSS : Basic Service Set

ESS : Extended Service Set

IBSS : Independent Basic Service Set

BSSI : Basic Service Set Infrastructure

PCMCIA : Personal Computer Memory Card International
Association

PCI : Peripheral Component Interconnect

SSID : Service Set Identifier

EAP : Extensible Authentication Protocol

LEAP : Light Extensible Authentication protocol

SNMP : Service of Network Management Protocol



IR : Infra Red

SS : Spread Spectrum

DCEF : Distribution Coordination Function
PCF : Point Coordination Function

CCK : Complementary Code Keying

WEAC : Wireless Ethernet Communication Alliance
EIRP : Equivalent Isotropically Radiate Power
PBCC : packet Binary Convolutional Code
UNII : Unlicensed National Information Infrastructure
QAM : Quadrate Amplitude Modulation
Vendor Proprietary (s238 5 8 uasi ,3)

Ethernet

Encryption

Ad Hoc

Infrastructure

Peer to Peer

Bluetooth

Router

Broad Band

WEP : Wired Equivalent Privacy

Access Point( s jiws (s adais)

Client(sxi & (s )

Master-Slave

Pico net

Scatter net

Link Level Security Mode(2isy mhaw 53 Cuidl)
Identifier(4wlis)

Link Key(sisy 1)

Personal Information Number(sads Sy dxe)

Frequency Happing( S 2 (i )
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