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Key Lengths Brute Force Attack
Public Key Average Times needed fo search half the symmetric key-space
Symmetric Asymmetric Elliptic {worst case scenario would be twice as long)
Cpher
(Conventional)
. . ) Key  Individual  Small Academic  Large Military
40 bits 274 bfts 57 b]'s Length Attacker  Group Network  Company  Intelligence
56 bits 384 bits 80 bits (hits) Agency
64 bits 512 bits 106 bits : -
. o . 10 wieeks do hours milliseconds  microseconds
80 bits 1024 bits 132 bits 56 cenfuries dez:des years hours seconds
96 Eils 1536 lI;its 160 Eiis gg mﬂ:ﬂ; tegugﬁe def(;isg'e days minutes
112 bit 2048 bits 185 bit infeasi infeos in| centuries centuries
120 b:l: 2560 b;ts 237 b:i: 128 infeasible infeasible ~ infeasible  infeosible millennia
128 bits 3072 bits 256 bits Assumpions ars based on 1997 tachclogy:

Wﬁzdjﬂcm;bkw&dbpmkwaldm
" (27 - 274 keys/second)
Average Time for Exhaustive Key Search Small Group: 16 high-and machines and softwore

) (22! = 224 keyps/second)
ey Haer of Tiee rgived T e Academic Network: 256 high-end machines and software
Length...  Possible Keys of | enyptionfusec ot 10°encryptons usec (2% 228 kays fsecond)
3bits 2=43x10 | 2 jsec=-36min -2 millsee “;;zmnjj'mm il ey
Sebits 2% =7.2x 10" [ 25 isec= 1142 yrs 10 hours Military Infelligence Agency: $1,000,000,000 hardware budget and ach
128bits 7%= 34 x10% | usec=~5 £ 10" ~5x10% yrs (25 ks /second)

Pussphruse Gmsing [l:licﬁonary ﬂﬂ'ﬂlk] Using easy-toremember English words results in approximately 1.3 bits of entropy per character,
[word space] vs. purely random characters ftotal space).

Strong OK  Weak pl # of ch plexity word space  total space time-to-break total space
— dogie” 5 25 (lowercase) 12 bits 23.5 bits 40 minutes
———j ‘“brigYAz" 7 62 [a\rhanumericl 24 bits 41.7 bits 22 years 8
————————— = " THXIb<V" 10 85 (hull keyboard) 40 bits 5.7 bits Infeasible (3.8 x 10"yrs]

Graphic courtesy of Charles Breed
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Summary

The first smart cards presented to the market about four decades ago and because of their
extensive application, they have been into use in a rapid and increasing speed in many
countries

A smart card is made of a physical object that a computer chip card is installed on it. The
memory capacity is between 1- 64 KB bites that can be changed. On the other hand, it is
capable of saving files and processing the data as well as the ability to protect the stored
information , the usage of these cards in all areas of human’s life in every aspect is expanded.

In this project, in addition to introducing the smart cards and reference to the history of their
emergences and development, the technology of smart cards and the benefits of using these
cards are going to be recounted in five areas such as: transportation, traveling, cultural,
welfare, citizens’ daily payments and labour services for organizations.
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