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! Image preprocessing
2 Cropping
* Red Green Blue (RGB)

* RGB2GRAY
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Discrete wavelet transform
6 . .

Discrete Cosine Transform

" Feature extraction
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2 Support Vector Machine (SVMs)

* Double Quantization
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! Exception Management (EM)

2 Aligned — Misaligned
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> BACM (Blocking Artifact Charactristics Matrix)
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Abstract

Nowadays with technology progress, editing and tampering of digital images
using computer and advanced software packages like Photoshop is a simple task. Many
algorithms have been proposed to detect tampered images and are being improved.
Generally, these algorithms fall into two categories: Active and Passive. Active
methodologies, need to appliance of additional data within an image. Whenever the
image is edited or tampered, this data is changed. Subsequently, one can detect if the
image is tampered or not. In Passive methodologies, verification of image content
accuracy and detection of image manipulations is done without any knowledge about
the image content and can be an important research field. Recently, many efforts have
been made in the field of image forensic, especially passive algorithms for detecting
tampered images.

JPEG format is one of the most common formats used for image compression.
Hence, JPEG images are subjected to attacks such as manipulation and cropping. Since
single compressed and double compressed JPEG images contain blocking artifacts,
therefore these images can be detected by assessment of these artifacts. JPEG artifacts
will be not aligned in double compressed images which have been manipulated.

In this final project, we intend to survey challenges existing in blocking artifact

extraction and improve the detection of double compressed JPEG images.

Keywords: Detection passive double JPEG compression, Image forensics,
Manipulate image, Validation originality image, Detection image manipulate
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