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39 o 3lyinl Q&MQ{‘:\SMT 39290 Caw,0b Hgual pl Jlioud ol o slpals Hopd b
AS el g sl 00 S 8 iy (g0 Ul pl aSal L e oo ol 4805 50,0 it el
Alla jay cadly i e KUl JUK 5048 6 Ran o i 4S5 a0 81 Sy
s Bl o gA Cual Tigia K gUT Qs g e i ()85 ) s Gy K00 a5 sale
(5 D8 s WL (5 550 938 L (5 e 45 a5 L Jliinad s 20 ) 534S ) shailea
b se Bl ) (e s @Bl 5 53 23 Sl (5) (san Slgmalen (a e 3 jsraa )l
i clepdls oges lpbas o aS |, slael coll 5 Cuial rhaes Blos B o >, L(GSM)
B2 wlyl 1y 8)ls 9929 (PSTN)

o S ol 4y YL LS sloo cuaS GSM gy a5 Cans (ol jo (b e
@l sl ams oo @l ) o Gl 5 SUl (55UsT elgil 5 Sl s ¢ 5YL ol
D) sa s o) Ja) 54l ¢ lane Byme it cpl e GSM piaces slodans 1 e S0 @
D30 oo iz

GSM 4l g ,loxe - )

53 oLl dagus (pailojle G,k 5l o lgo oolatwl ojax a5 ol Jgho pias S GSM vt
JLil &,a8 b gllae S0 0l jo ldsle plo . (0- YV JSK8).000 o) adgs ol 4y ol oSl
L_A..a‘ o..&.:.’l.‘..a)é/o..&j).:f oK | et t}moliw‘ )‘ C;‘j\"\" LY/o Ty )0« sto)...w

3l soS Slass aS ol JeslS paiz sgas Gl e I3 Jobo SOl ol Lyl S o
Jro ol asils oYU o515 canl oo Joboo (90 iS5 65 aSiT 50 0 S o2l 3 1 Lewles
“)KMLQ(M#LNM'QS‘)JGA}W‘)LAJ Sy90 ul.c)u_i’)o u.ul.o.) Lg‘).) Jblfu,m:tfolfog)s
ol Joho 5,50 Ldshas (il 0551 0920 1) gt S5 b plaisles S add gy 40 5ls
S By W YTy Eold )l sl 10 i (SUlg5 U 2igd (oo o3liinl L5 yo 9 095 (o0
ol 5099 Lzl gl oaszmy anlp G S (o0 28 > Jlimen slidsbos (oo ilige ()8
Al ol ol Lyal Q.).‘C.'a.w)-) iz sl i opl J> lp ol Ll 555

ool JES! g i)l Jgeme sledohos a4 o (6 VL JUas! 508 Ygome Lol 455501 sla BTS
B (o0 Sizmam 35 0 Sln S Ghe JB Ul St

L 00,5 Joy el g (A3l &VLasl LGSM 6511« e slo 4ty LSl 5 ogdle
GSM a5 155 ol Csdl s lovs Cacal b adaly o s 99 oo Jawlg .0sS oal,8 |, PSTN



- " Rural cell

Micro Cells

A single cell, the size
of which, is zoverned
by the BTS transmitter
puower

Figure 5.1 The cellular structure of the GSM system
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Mobile stations (handphone or car phone) (MS)
Base transceiver station (BTS)
Base station controller (BSC)
Gateway mobile services switching center (GMSC)
Operations & management center (OMC)
Home location register (HLR)
Visitor location register (VLR)
Authentication center (AuC or AC)
Equipment identity register (EIR)
BTS-BSC interface (Abis)
Air interface (Um)
GSM algorithms A3 , A4, A5, A8
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Figure 5.2 The interconnection of GSM system components
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Figure 5.3 The GSM subsystems
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Figure 54 The distribution of GSM security elements
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Figure 5.5 The GSM authentication process
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Figure 5.6 The TMSI application
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Figure 5.7 The basic encryption process
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Figure 5.8 The A5 keystream generation
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